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Basics

Authorization for Web3
capability = who + what + proof

A B CA→B: α = [1,2,3] B→C: β = [1,2] Resource
β ≤ α

Capability Chain ≅ Power of Attorney

Capability issuance

Capability invocation



General concerns

• Caveat semantics – application specific
• caveat = resource + action + conditions
• merge(A, B): A U B = B U A
• isPermitted?

• Format
• store, retrieve, transfer, verify – interoperability
• compatibility with transport – IPLD, HTTP (including chains)



Landscape: zCAP-LD

A B CA → B: α = [1,2,3] B → C: β = [1,2] Resource
β ≤ α

zCAP-LD Capability Chain

Resource → A: ∀

❌ Serialization
❌ Caveats semantics
🟡 Chain semantics
✅ Existing tooling available



Landscape: UCAN

🟡 IPLD Serialization
✅ JWT compatibility

✅ Caveats semantics: UCAN
✅ Existing tooling available



CACAO

✅ Serialization
🟡 Caveats semantics
✅ Payload semantics
🟡 New kid on the block



CACAO with Ceramic

{“cap”: “ipfs://…”}

controllers: [did:3:A]
content: …Stream A

did:3:A

did:key:B can be ephemeral

did:key:Bdid:3:A→did:key:B: [update stream A]

patch: …
signature: by did:key:B + capabilityUpdate to stream A

Capability Issuance

ceramic://<stream-id>
ceramic://<stream-id>?payload=<payload-cid>
ceramic://*?payload=<payload-cid>



CACAO with Ceramic

https://github.com/haardikk21/cacao-poc

https://github.com/haardikk21/cacao-poc


Benefits

• Privacy as a user-controlled data flow
• Off-chain
• Decentralized
• Narrow permissions
• Application specific

• Better UX and DX
• Better security
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