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Meet the KICS team



KICS contributors (2+ commits)



• Bi-weekly meeting of the community &

the KICS team.

• Meeting in mid sprint to:

• Conclude the previous sprint & release

• Talk about upcoming release & following sprint

• Hear you, the community, on what interests you & what 

do you want to do / help with.

Community meetings

KICS 1.5 contributors:
@rndmh3ro @Churro
@jplanckeel @AlexEndris
@liorj-orca @lipeavelar @roi-
orca @LupovichRan
@ramprasathasokan @nv35
@konstruktoid @jaevans
@roock @tspearconquest
@jycamier @floh96 @rams3sh
@gafnit-lightspin

KICS 1.6 contributors:
@sluetze @tomk-orca
@liorj-orca @konstruktoid
@VladMasarik @jycamier
@Churro @patrickpichler
@JoaoDanielRufino

https://github.com/rndmh3ro
https://github.com/Churro
https://github.com/jplanckeel
https://github.com/AlexEndris
https://github.com/liorj-orca
https://github.com/lipeavelar
https://github.com/roi-orca
https://github.com/LupovichRan
https://github.com/ramprasathasokan
https://github.com/nv35
https://github.com/konstruktoid
https://github.com/jaevans
https://github.com/roock
https://github.com/tspearconquest
https://github.com/jycamier
https://github.com/floh96
https://github.com/rams3sh
https://github.com/gafnit-lightspin
https://github.com/sluetze
https://github.com/tomk-orca
https://github.com/liorj-orca
https://github.com/konstruktoid
https://github.com/VladMasarik
https://github.com/jycamier
https://github.com/Churro
https://github.com/patrickpichler
https://github.com/JoaoDanielRufino


KICS 1.6.1 was released

KICS Github Action upgarded to 1.6 (with KICS 1.6.0) - Github Action 1.5 runs with KICS 1.5.15

Community PR Merged (for KICS 1.6.2)

+ fix(query): terraform/aws/iam_access_key_is_exposed #5846 - @jycamier

+ fix(query): correct GCP KMS crypto key rotation period queries + descriptions #5863 - @Churro

+ feat(query): reduce NET_RAW capability not being dropped severity to MEDIUM #5900 - @patrickpichler

+ feat(query): drop Configuration Aggregator to All Regions Disabled Security severity to MEDIUM #5901 - @patrickpichler

+ fix(query): fix false positive in aws_instance#5903 - @patrickpichler

+ fix(query): fix false positive for rds backup_retention_period not set #5902 - @patrickpichler

+ fix(query): remove redundant and flawed GCP KMS key rotation query #5864 - @Churro

Community PR Pending (for later version)

+ change to use working directory when looking for kics.config #5319 - @lipeavelar

+ fix(query): cover additional deprecated API versions in k8s rule #5867 - @Churro

+ fix(query): S3 Bucket Without Restriction Of Public Bucket Security Query False Positive Result #5911 - @JoaoDanielRufino

KICS Community Updates – 2022-10-06

1.2K
Stars

871K
Downloads

192
Forks

2,400+
Queries



• Highlights

• Support Crossplane, Knative, Pulumi and Serverless technologies.

• KICS Auto-Remediation feature for terraform files (details).

• Dynamic scanning of Kubernetes clusters (details).

• .gitignore processing by default.

• -t flag behavior changed for consistency purposes.

• Masking secrets on results when KICS finds them.

Release
1.6.0 - 2022.09.14

https://docs.kics.io/latest/kics_auto_remediation/
https://docs.kics.io/latest/integrations_kuberneter/


• Highlights

• Code coverage to 80%

• Bug fixes

Release
1.6.1 - 2022.09.28



1.6.1 Release Plans

Feature Name Due Date Actual

BOM Support AWS RDS Sep 2022 In review

BOM Support – AWS DynamoDB Sep 2022 In review

BOM Support – AWS Aurora Sep 2022 In review

Planned releases:

• 1.6.2
• 12 October, 2022



KICS Auto-remediation add queries to new platforms:

+ Ansible

+ CloudFormation

Extra queries for platforms added in 1.6:

+ Crossplane

+ Pulumi

+ Knative

+ Serverless

+ Alicloud

Adding support to new platforms:

+ RedHat - Scanning Openshift;

+ Puppet IaC tool

+ AWS SecurityHub

+ Microsoft Defender for Cloud

Other, TBA

HacktoberFest Plans



HacktoberFest Contributors

@patrickpichler with 4 contributions

@JoaoDanielRufino with 1 contribution



What is keeping us busy...



Github Action – Upgrading Process



Potential queries:

> Action not pinned to a full-length commit SHA

> GITHUB_TOKEN permissions not restricted

Should KICS scan GitHub workflows?



Potential queries:

> Script injection

> ...

Should KICS scan GitHub workflows?

title"; ls $GITHUB_WORKSPACE"



Hearing from the Community




