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Meet the KICS team



KICS contributors (2+ commits)



• Monthly meeting of the community &

the KICS team.

• Meeting to:

• Conclude the previous sprint & release

• Talk about upcoming release & following sprint

• Hear you, the community, on what interests you & what 

do you want to do / help with.

Community meetings

KICS 1.5 contributors:
@rndmh3ro @Churro
@jplanckeel @AlexEndris
@liorj-orca @lipeavelar @roi-
orca @LupovichRan
@ramprasathasokan @nv35
@konstruktoid @jaevans
@roock @tspearconquest
@jycamier @floh96 @rams3sh
@gafnit-lightspin

KICS 1.6 contributors:
@sluetze @tomk-orca
@liorj-orca @konstruktoid
@VladMasarik @jycamier
@Churro @patrickpichler
@JoaoDanielRufino
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KICS 1.6.2 and 1.6.3 were released

Community PR Merged (for KICS 1.6.4)

+ fix(query): fix queries expected value #5970 - @liorj-orca

Community PR Pending (for later version)

+ change to use working directory when looking for kics.config #5319 - @lipeavelar

+ fix(query): S3 Bucket Without Restriction Of Public Bucket Security Query False Positive Result #5911 -

@JoaoDanielRufino

+ fix: changing directory name of viewer_protocol_policy_allows_http #5981 - @jycamier

KICS Community Updates – 2022-11-03

1.3K
Stars

934K
Downloads

202
Forks

2,400+
Queries



• Highlights

• New BOM

• Bug fixes

Release
1.6.2 - 2022.10.13



• Highlights

• Bug fixes

Release
1.6.3 - 2022.10.26



1.6.4 Release Plans

Feature Name Due Date Actual

OpenSSL vulnerable version support Nov 2022 Done

BOM Support: Amazon Kinesis, Cassandra & Hadoop Nov 2022 In backlog

Planned releases:

• 1.6.4
• 09 November, 2022



What is keeping us busy...



> OpenSSL versions from 3.0.0 to 3.0.5* are affected by a critical vulnerability

(*) version 3.0.6 is not available in the OpenSSL downloads

OpenSSL Vulnerable Versions



OpenSSL Vulnerable Versions

> KICS v.1.6.4 will have a new query "Vulnerable OpenSSL Versions" that can be used in previous versions as a custom query

[KICS version < 1.5.14]

These KICS versions will only be able to detect OpenSSL vulnerable versions that are part of the URL

[KICS version >= 1.5.14 & KICS version < 1.6.4 ]

These KICS versions can detect OpenSSL vulnerable versions that are part of the URL or if it is defined by using the ARG command



OpenSSL Vulnerable Versions

[KICS version >= 1.6.4 ]

These KICS versions can detect OpenSSL vulnerable versions that are part of the URL or if it is defined by using the ARG/ENV



Custom queries support for Remediation 
command

new --queries flag in remediation command

vs.

stocking the absolute query path in the results.json



Should KICS override query metadata?



Hearing from the Community




