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§ Easy to adopt – easy to contribute
§ Identify risk to as many adopters as possible, as quickly as possible
§ Avoid any/all blockers that prevent the identification of risk
§ Continuous improvement – Innovate quickly, improve over time
§ Encourage innovation and competition through extensions
§ Produce immutabe and backward compatible releases
§ Facts first – Dynamic facts and observations enabled through extensions
§ Automation and optimization of BOM creation
§ Full-stack BOM specification

The CycloneDX Approach



§ The main (default) schema
§ Supports static factual information

CycloneDX Core



§ Provides optional capabilities on top of the core
§ Supports opinions, observations, and dynamic factual information

CycloneDX Extensions



§ CycloneDX natively supports remediation
§ Static facts – does not change

§ CycloneDX supports disclosing component vulnerabilities
§ Dynamic facts - available through an extension

Remediation and Disclosure



Component Remediation



Component Remediation



§ CycloneDX does not attempt to communicate remediation effectiveness
§ Out of scope for core (expert opinion)

§ CycloneDX does not describe build, runtime, or environmental remediation
§ Out of scope for spec
§ Possible to describe in configuration management tools

Remediation Notes



Vulnerability Disclosure



Vulnerability Disclosure



§ Vulnerability extension communicates instances of vulnerabilities
§ Vulnerability can only apply to a single component
§ Possible to risk rate each instance independently
§ May increase BOM size – unable to reuse vulnerabilities

§ Miscellaneous design improvements 
§ Working with Snyk
§ https://github.com/CycloneDX/specification/issues/38

Disclosure Notes

https://github.com/CycloneDX/specification/issues/38

