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The CycloneDX Approach

Facts first — Dynamic facts and observations enabled through extensions
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CycloneDX Core

= The main (default) schema

= Supports static factual information
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CycloneDX Extensions

= Provides optional capabilities on top of the core

= Supports opinions, observations, and dynamic factual information
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Remediation and Disclosure

= CycloneDX natively supports remediation

= Static facts — does not change

= CycloneDX supports disclosing component vulnerabilities

=  Dynamic facts - available through an extension
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Component Remediation

Ancestors, Descendants, or Variants

Patches Defect

Enhancement

Security

(©) CycloneDX



Component Remediation

type="backport">

content-type="text/plain" encoding="base64">ZXhhbXBsZSBkaWZmIGhlcmU=</
<url>uri/to/changes.diff</url>

type="security'>
>CVE-2019-9997</id>
>CVE-2019-9997</ >
>Issue description here</

>NVD</name>

>https://nvd.nist.gov/vuln/detail/CVE-2019-9997</url>

>

>http://some/other/site-1</
>http://some/other/site-2</
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Remediation Notes

= CycloneDX does not attempt to communicate remediation effectiveness

= Qut of scope for core (expert opinion)

= CycloneDX does not describe build, runtime, or environmental remediation
= Qut of scope for spec
= Possible to describe in configuration management tools
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Vulnerability Disclosure

ID

Source

Ratings

CWEs

Vulnerabilities Vulnerability

Description

Recommendations

Advisories
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Vulnerability Disclosure

ref="pkg:maven/com. fasterxml. jackson. core/jackson-databind@2.9.9">
>CVE-2018-7489 1id>

name="NVD"'>

>https://nvd.nist.gov/vuln/detail/CVE-2018-7489</v:

>AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H</v:

>Description Here</v:

>Upgrade</v:

>https://github.com/FasterXML/jackson—-databind/issues/1931</v:
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Disclosure Notes

= Vulnerability extension communicates instances of vulnerabilities

= Vulnerability can only apply to a single component
= Possible to risk rate each instance independently
= May increase BOM size — unable to reuse vulnerabilities

=  Miscellaneous design improvements
=  Working with Snyk
= https://github.com/CycloneDX/specification/issues/38
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https://github.com/CycloneDX/specification/issues/38

