
Web3, Tokenomics, and 
Incentives



Generic model of a distributed system

Network layer

Consistency layer

Application layer

Social layer



Blockchain model 

Network layer

Consistency layer

Application layerParticipation incentives

Security incentives

Liveness incentives



First generation of incentives in P2P  
Torrents



• Supposedly: tit-for-tat


• In fact: managed 
economy by torrent 
trackers 

Why incentives mechanisms in 
torrents fail



Blockchains 

• Scalable incentives 


• Incentives engineering


• Decentralised economy 




Tokenomics 



Definition - study of incentiveization in blockchains 



• Game theoretical analysis describes some aspects of Bitcoin 
mechanisms (To a degree) 


• Behaviour of human participants in blockchain system is 
constrained by the rules of the protocol 

“The incentive may help encourage nodes to stay honest. If a 
greedy attacker is able to assemble more CPU power than all 
the honest nodes, he would have to choose between using it 
to defraud people by stealing back his payments, or using it to 
generate new coins. He ought to find it more profitable to play 
by the rules, such rules that favour him with more new coins 
than everyone else combined, than to undermine the system 
and the validity of his own wealth.”  
S. Nakamoto



Bitcoin desirable properties
Eventual consistency. At any time, all compliant nodes agree upon a prefix of what 
will become the eventual “true” blockchain. 
Exponential convergence. The probability of a fork of depth n is O(2−n). This gives 
users high confidence that a simple “k confirmations” rule will ensure their transactions 
are settled permanently. 
Liveness. New blocks will continue to be added and valid transactions with appropriate 
fees will be included in the blockchain within a reasonable amount of time. 
Correctness. All blocks in the chain with the most cumulative proof of work will only 
include valid transactions. 
Fairness. A miner with X% of the network’s total computational power will mine 
approximately X% of blocks. 



https://ncase.me/trust/



Game theory in Bitcoin



Bitcoin incentives model
To provide a means for trusted coordination, Blockchains need to 
provide incentives: 

(1) for the validators to operate the system (over the alternatives 
of doing other things, free riding, or misbehaving); 

(2)  and for users to choose to use the system (over other 
alternatives of using other systems).



Bitcoin incentives model

Let’s consider two types of dishonest 
behaviour:

1) Double-spend attack (client-miner collusion)

2)  Selfish mining (miners collusion)
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• What if two miners find the same block at (roughly) the same time? 
• Now, different miners will build upon different blocks 
• Selection rule by miners: longest chains wins

Longest chain rule
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Double-spending attack

1) The valid chain is being extended by honest nodes as green 
blocks and fraudulent branch is secretly mined by an attacker 

Bob 
spent 
100 BTC

Bob did not 

spend 100 
BTC
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Double-spending attack

2) The attacker succeeds in making the fraudulent chain longer 
as specified in red blocks  

Bob 
spent 
100 BTC

Bob did not 

spend 100 
BTC
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Double-spending attack

3) Attackers branch is published and is considered valid  

> 50 % hash power



Double spend   
51 % attack prevention

• The security of Bitcoin against the reversal of payments (so-called 
double spending attacks) relies on having more computational power 
held by honest nodes than by misbehaving nodes.

• Miners’ rewards incentivize more honest participants to invest 
additional computational resources in mining, and thus support the 
security of Bitcoin.



Theorem 1 (informal). As long as the attacker holds less than 50% 
of the computational power, and all honest nodes can communicate 
quickly (compared to the expected time for block creation), the 
probability of a transaction being reversed decreases exponentially 
with the number of confirmations it has received.

Bitcoin security 



https://www.crypto51.app/



Since June 2019, over 40 reorgs that were 6 or more blocks 
deep on coins such as BTG, HANA, VTC, XVG, EXP and 
LCC. https://dci.mit.edu/51-attacks

Reorg = malicious hard fork

Successful attacks 

https://dci.mit.edu/51-attacks


The 51% hashing power is 
more than 511,111 of the most 
powerful ASIC miners, which 
have a hashrate per unit of 255 
TH/s and cost more than $10 
billion in equipment only.

(As of Sep. 22, 2022)

Why is it not practical with Bitcoin ?





https://github.com/TheBlueMatt/bips/blob/
master/bip-XXXX.mediawiki



Sompolinsky, Yonatan, and Aviv Zohar. "Bitcoin's security model revisited." arXiv preprint arXiv:1605.09193 (2016).

The probability of a successful attack on an arbitrary block, given the 
attacker’s hashrate (α) and the number of confirmations the acceptance policy 
waits for (conf ).



Network layer

Consistency layerSecurity incentives

Liveness incentives

Double spending attacks as an example

Attacks at different layers



Network layer

Consistency layerSecurity incentives

Liveness incentives

Selfish mining 

Attacks at different layers



Selfish mining

1) Selfish miner doesn’t publish the block generated and keeps it secret from others, 
and then tries to extend it further, forming a secret branch.



Selfish mining

2) The selfish miner keeps extending his chain, which reaches a point 
where it is longer than the public chain. 


3) the attacker creates a deliberate fork, and (sometimes) manages to force 
the honest network to abandon and discard some of its blocks.



A selfish miner larger than 1/3 of the mining power would increase revenue 
by deviating from the prescribed protocol



Incentives in Proof of Stake (Pos) 



Ethereum PoS

•By proposing and signing two different 
blocks for the same slot


•By attesting to a block that "surrounds" 
another one (effectively changing history)


•By "double voting" by attesting to two 
candidates for the same block

Slashing conditions



Ethereum 2.0 slashing





Problems with incentives in PoS

•Nothing at stake problem


•Censorship resistance 


•Incentive for re-centralization 



What is Web 3?

Part 2





Tokens for various types of systems 



Web3 Current web  
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Web3 

Peer to Peer                                  Client-Server 

                                                     architectures

Permissionless                             Identity based 

Protocol value 

captured by users

Platforms capture 
all value

Current web  



Some examples of tokens on ETH

• ERC20 smart contract standard for fungible tokens, 
that can represent different things:

- Currency 

- Voting rights

- Deed of ownership and etc.



Some examples of tokens on ETH

• ERC721 smart contract standard for non-fungible tokens, 
that can represent:

- Collectibles 

- Credentials 

- Loans 

- In-game items



Decentralised Exchange

• Liquidity providers accrue fees from swaps (0.30% fee in uniswap V2)



Automated Market Maker



Uniswap flow



Lending  protocols 

• DAI Stablecoin pegged to USD

• Users generate DAI by locking 

cryptocurrency in a Maker Vault 

• To get crypto collateral back, repay 

user repay the withdrawn DAI.



Maker protocol flow 



Decentralized Autonomous Organisation 

DAO - can be understood as an organisation that operates 
on the basis of the collective input of its stakeholders, 
according to the rules encoded in its blockchain.  
 
• Functioning without any central point of control 
(decentralised), 
• Not dependent on any external regulatory structures 
(autonomous).  



Adding governance tokens we get Maker DAO 



https://deepdao.io/organizations



Limits of simple tokenomics

Bounded rationality  
• Token voting is 

suboptimal

• Incentives are 

exploited 

• Hierarchical modes 

of organization

Dichotomy of current tokenomics

Economy Economy



Token voting 



Governance



Mango markets exploit

1. Buy Mango MNGO tokens 


2. Pump the price of the Mango MNGO 
token (thanks to low liquidity)


3. Borrow $116 million against these 
unrealised profits from Mango protocol  


4. Withdraw all funds from Mango 
Markets.



Luna alogrthmic stablecoin 



Luna collapse 



Different types of incentives in P2P

•Reciprocity (tit for tat) 🤝


•Social acknowledgment 🏆


•Protocol-level reputation 😇





Decentralised reputaiton trilemma 



Meritrank feedback graph  reputation 

• Sybil-tolerant reputation algorithm 


• Does not require strong identity 
(permissionless)


• Allows context-specific reputation




