ZZ

Takalo

[English ] | [ BA:E

Stable Version v2.3.0 | GitHub: Downloads 322 j GitHub- Stars 34 | CODE BLUE Bluebox 2022
SECCON 2023 | SANS DFIR Summit 2023 | Maintenance Level 'Actively Developed

X Follow @SecurityYamato

Takajo(CDUL\T

Takajo (E[E)(& HA®MYamato Security7' )L — (L& > TYES N iz Hayabusahh 5B SNTEERZEBITIT Y —IL
TY, TakajolINIMTHESNE LTc, Takajold. AXET ERVORFICENLANEBIKL. NVTTHHEL
ERESSCENITCEHIERENE U,

FBAEZ>O0Yzx7 k-

e EnableWindowslogSettings - SigmaN—XDBE/\>V T« V7 & WindowsA XY kO D7 7 A +7
LIV IIL LT VERY -,

e Hayabusa - Windows/ XY tOJZEULKRET BIEODRFaAYT—YavERTI T,

e Hayabusa Rules - Hayabusa® 7z D&RE1IL— )L,

e Hayabusa Sample EVTXs - Hayabusa/Sigmat& Bl —ILE T A LT BTdDY > Filevix7 71 L,

e WELA (Windows Event Log_Analyzer) - PowerShell CEH N =Windows X ~OJ OfEHRY — I,

B/
e HEJOYIV L
o BHIX
o kot
o« Fyvo—F
o GitzOo—Y

o ZERNVRV—RA—EH50aVI1I FE)

o IXVE—E
o ExtractaY VR


http://localhost:49242/README.md
https://github.com/Yamato-Security/takajo/releases
https://github.com/Yamato-Security/takajo/releases
https://github.com/Yamato-Security/takajo/releases
https://github.com/Yamato-Security/takajo/releases
https://github.com/Yamato-Security/takajo/stargazers
https://github.com/Yamato-Security/takajo/stargazers
https://codeblue.jp/2022/en/talks/?content=talks_24
https://codeblue.jp/2022/en/talks/?content=talks_24
https://www.seccon.jp/2022/seccon_workshop/windows.html
https://www.seccon.jp/2022/seccon_workshop/windows.html
https://www.sans.org/cyber-security-training-events/digital-forensics-summit-2023/
https://www.sans.org/cyber-security-training-events/digital-forensics-summit-2023/
http://localhost:49242/README-Japanese.md
http://localhost:49242/README-Japanese.md
https://twitter.com/SecurityYamato
https://twitter.com/SecurityYamato
https://yamatosecurity.connpass.com/
https://github.com/Yamato-Security/hayabusa
https://nim-lang.org/
https://en.wikipedia.org/wiki/Falconry
https://github.com/Yamato-Security/EnableWindowsLogSettings
https://github.com/Yamato-Security/hayabusa/blob/main/README-Japanese.md
https://github.com/Yamato-Security/hayabusa-rules/blob/main/README-Japanese.md
https://github.com/Yamato-Security/hayabusa-sample-evtx
https://github.com/Yamato-Security/WELA/blob/main/README-Japanese.md

o ListaAx¥V R
o Splitax>V R
o StackaX VR
o SysmonIXVF
o TimelinedX >V R
o TTP Commands
o VirusTotal X~V K
o OXVFERAE
o ExtractaxX >V R
= extract-scriptblocks ANV F
= extract-scriptblocks IX Y R D{FFEHI
= extract-scriptblocks RO U—->¥3v b

o ListIN¥XVE
= list-domains OAX YV E
s list-domains XY RED{EAH]

s list-hashes OXV R
» list-hashes OX Y~ FEO{FEHAH
» list-ip-addresses OXVE
= list-ip-addresses OIX > RO{FERHI

s list-undetected-evtx IV F
= list-undetected-evtx OX > ED{FHEE

= list-unused-rules OXVE
= list-unused-rules IX > RD{FHH

o Splitax>v R
= split-csv-timeline IXVE
s split-csv-timeline O~ RD{FEASI

» split-json—timeline INXYV K

m split—json-timeline OV K D{FEAHA

o StackaXVFE
= stack-logons JX VR
m  stack-logons XV ED{FRAE]

o SysmondYX YV E
= sysmon-process-tree ANV R
= sysmon-process-tree OY Y RO{EAHFI
= sysmon-process—-tree RV U—=—>>3v b

o TimelinedYX Y K
= timeline-logon IX VK
= timeline-logon IV R{FEMAH

m timeline-logon RV U—>>3v b

s timeline—partition-diagnostic OX YV E
m timeline-partition-diagnostic IX > ED{FEHMI

s  timeline-suspicious—processes OXVF

= timeline-suspicious—processes JIX > ED{FEHEAI




= timeline-suspicious—processes AI9U—=>r<3v b
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»  ttp-visualize OXVE
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o VirusTotal AX >V
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»  vt-ip-lookup OIX YV FD{ERH

o BER

o NJTDRE
o ZAt VR
o Twitter

taE
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FYRT7OVYNAFIEUTEELET,

e OJFAVARYE, BROLWTOBRBRESESERIANLSAVEERLET,

o AE/R/OLROT/OEAYU—-EHHLET,

o TEIFERBRRIVFVIDHNTEEY,

o CSVEJSONLDY A LA v EDEILET,
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ReleasesR—I M5 TakajoDLZEUTEN—=TJ a Y TOAVNAILSNENA T UDEENTVIRIFIRELLEY —
AO—k&ESDO-RTEET,

Gityo—>

UFD git clone ARV KRTLARY RUESDYO-RLU, V=XAO—RH5IAVNSILLUTERT S EET
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JER: main 75 2 FISFFEFD/N =23 2 TY, FIEERICU Y —-ISATUVRFTHEEIREA 8D ELNEE
WD\ INTDBBAEEMEHED T, TXMRIELE> TFE0),

git clone https://github.com/Yamato-Security/takajo.git
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FRENVR:Y—RO—EH50aVNTIL (EE)
NimHDA VA R =JILlENTWBEE. UTFOOXY R TY—ZAO—RKHO5 VNI ILTEET

> nimble update
> nimble build -d:release ——threads:on

OV F—8&

Extracta< >V F

o extract-scriptblocks : PowerShell EID 4104 X2 7/ +7Ov o O Hh5PowerShell X7 )7 +%
WME LU THIBET S

Lista<X >V K

e list-domains : vt-domain-lookup OX Y RTEMAT 2. EEDBVEALI VDU EERT S

e list-hashes : vt-hash-lookup TERTZ7OEIAD/\vy¥1ED) X EERT S

e list-ip-addresses : vt-ip-lookup OX Y RTERT 5. EEOBRVEETEELDIPU R MEE
RS

o list-undetected-evtx : #REIENEM>Tcevix7 7 1 ILD U X ~EERLT %

e list-unused-rules : BHMTNEH>TIL—ILDOUR ~EERT B

SplitaAY >

e split-csv-timeline : AV Ea1—49 —RICEDE, KELBCSVIALTAVEINSIZCSVIA LTA
VICHET B

e split-json-timeline : AV Ea1—%9—RCEDE, KERISONLY A LATA YV EINSIRISONLY A
LA VICHEITS

Stacka~Y > F
e stack-logons : A—%—%, OvEa1—-4%—-F EERTIP7RLA, HMExIvEa—45—8RE 1B
SOl inbl D% & VK

Sysmond<Y Y K
e sysmon-process-tree : 7JOVAYU—&HEHT 3

Timelined< YV K

e timeline-logon : OJ A VARV FDCSVI A LSA VEERT S
e timeline-suspicious—processes : RERTOEZADCSVIAL LTA U EERT B
e timeline-partition-diagnostic : partition diagnosticf N> FDCSVH 1 LT A VEERT %

TTP Commands

e ttp-summary : AV E1—YBCRAMSNETTPSOBYEH TS
e ttp-visualize : TTPs Z#iH L. MITRE ATT&CK Navigator T{REMN T Z7=HDISONT 7 1 ILZEE
RT3



VirusTotal A< K

e vt—domain-lookup : VirusTotalCRAA VDU XL ZEIREL. BEDHDRASVELR—LT
e vt-hash-lookup : VirusTotalC/\v> 2 DU R +ZEREL. BEDHD/\v>a1fgxLR—+T3
e vt-ip-lookup : VirusTotal CIP7 RLADU A FZEREZEL. BEDHBIPTRLRAZELR—+T3

XY FMERBIE
Extracta<Y > F
extract-scriptblocks O< vk

PowerShell EID 4104 227 ~7 0Oy~ 0% h5PowerShellRZ U7 ~EHE LU TCEEELET,

JEE: PowerShell X 21 7'~ &, J— REEXDwgAZRAS I Lpsly Z714)LE U THSDORETI D, E
BODHET— FDEiRo TETSINBDEST=SDIC lixty HkFEEFLFT,

e AJJ: JSONL
o 7O77A4):IRT
o HH: ¥ —=+JLEPowerShellRZ U T DT« Lo R

WEBA T av:
e —t, ——timeline <JSONL-FILE> : Hayabusa®JSONLZ A AZ A YV
FEEA TV av:

o -1, —level : B/IOT75—FLARIVEIEE (77 #ILE: low)
e -0, ——output : PowerShell 27 U7 +&RET ST« LV ~U (77 x)Lk: scriptblock-logs )
e -q, ——quiet :OJZEHALBL (T7 #J)Lk: false)

extract-scriptblocks <> RKO{EFAHI
Hayabusa TJSONLY A AT A V&R NT %:

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w
PowerShell EID 4104 27 U7 +70v o0 Hh5MHE L. scriptblock-logs T« LV LU CREFELET:

takajo.exe extract-scriptblocks -t ../hayabusa/timeline.jsonl

extract-scriptblocks XU —r¥avk



37f6d110-cfdf-4118-8748-1. no-path
Archi
Maliciou
315 +09:00 | MSEDGEWIN1O 7ca7056-b317-4fff-b79 k cd o-patl .

254 +09:00 | MSEDGEWIN1O 27f@8bda-c330-419f-b83b-eb5 C:\Users\Pu c\ wer_ps.psl I

fdd51159-9602-40cb-839d-C: ebbc3 no-path 171 high e Of S nmands And Cmdlets
- ell Token

The extracted PowerShell ScriptBlock is saved in the directory: scriptblock-logs
Saved summary file: scriptblock-logs/summary.csv (1.11 KB)

Elapsed time: @ hours, 0 minutes, @ seconds

Lista< >V F

list-domains OV K

vt-domain-lookup TIERTZEEDBVR AL VDU REERLUEYT, IRTEIL. Sysmon EID 2204 T4
TUDRBESNIERAS Y DHFEF VI UETH, EILEAMVDWindows DNSTSA 7V k- H—N\—-0O7ES
BYR—-+FETY,

e AJJ: JSONL
e 7O774Jl: all-field-info & all-field-info-verbose UINIART

o W FTFALT7AI
M\/Az-j/ﬂ V2

e -0, ——output <TXT-FILE> : &REREFEIZITFIA LT 71l
e —t, ——timeline <JSONL-FILE> : Hayabusa®JSONLY A LS4 Y

FEEA TV av:

e -5, —includeSubdomains : T 7 RAASVEEHZD (77 # )L k. false)
e -w, ——includeWorkstations : O—AILT—IRAT—aVRZEZH3D (T7 )Lk false)
e -q, ——quiet : OJZHEHULEBW(T7 #)L: false)

list-domains <Y R{EMEH
HayabusaTJSONLY 1 LS A v EHNT %:

hayabusa.exe json-timeline -d <EVTX-DIR> -L -0 timeline.jsonl -w
BRETFALT77MIVICRET B:

takajo.exe list-domains -t ../hayabusa/timeline.jsonl -o domains.txt
YT RAM U ZEHB15E:

takajo.exe list-domains -t ../hayabusa/timeline.jsonl -0 domains.txt -s

list-hashes AV K
vt-hash-lookup TIERT 2 7O0tR/\y>aEDU X EERUET (ANS: JSSONL, 7’07 7 1 JL: standard)



e AJJ: JSONL
e O774JL: all-field-info & all-field-info-verbose IUFMTART
o HI:TFIXLT AL

WEBA T av:

e -—t, ——timeline <JSONL-FILE> : Hayabusa®JSONLY A LAZ A1 >
e -0, ——output <BASE-NAME> : BERERFITBEN—RT7 7 1ILA

EFEF TV av:

o -1, ——level : B/N\DT7Z—FLANILEEE (T72): high)
e -—q, ——quiet : OJZEHAULBRL (T 7 #J)Lk: false)

list-hashes Y R{ERHFI
Hayabusa TJSONLY 1 AS A YV EER T %:

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w
Ny 2914 TEBICERZ 7 71 IV ICHEREREFT 3:
takajo.exe list-hashes -t ../hayabusa/timeline.jsonl -0 case-1

fe&ZE. MD5 | SHAL | IMPHASH A'SysmonOZI(CIREFESNTUVBIEE. RO7 7 LHIMERShET:
case-1-MD5-hashes.txt , case-1-SHAl-hashes.txt , case-1-ImportHashes.txt

list-ip-addresses <XV K

vt-ip-lookup TIEAT ZEEDRVEERAEHIPT RLADU A R EERLET., TRTOERHSIEEL
IP7RLAD TgtIP 74 —JLREREETIPTZ RLAD SrcIP 7«4 —JLEHNHHEIh, EEORWVIPY RLRAET
FART77AIVCHEADLET,

e AJJ: JSONL
e 7O774Jl: all-field-info & all-field-info-verbose AT R T
o KA FFRLT 7 AIL

WAA T av:

e -0, ——output <TXT-FILE> : &R&ZREITZITFALT 71
e —t, ——timeline <JSONL-FILE> : Hayabusa®JSONLY A LAZ1 Y

FEEA TV av:

o -i, —inbound : A VNV YV REZTT AV IEEDHBID (T4 true)

e -0, ——outbound : 7O NIV RS T4 v I EEHZD (T7 4 true)
e -p, ——privatelp : 7SAR—KIP7RLRZEZHZD (T7 )L F: false)

e -q, ——quiet : OJZHEHULEBWL (T7 #)Lk: false)

list-ip-addresses < R{EFH]
Hayabusa TJSONLY 1 AS A VZEER T %:

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w

BRETFALT 71IICIREFT B



takajo.exe list-ip—addresses -t ../hayabusa/timeline.jsonl -0 ipAddresses.txt
AVNDVRRS T4y D ERINT B:

takajo.exe list-ip-addresses -t ../hayabusa/timeline.jsonl —-o ipAddresses.txt —-i=false
TZAR=FP7RLAZEEZHS:

takajo.exe list-ip-addresses -t ../hayabusa/timeline.jsonl -o ipAddresses.txt —p

list-undetected-evtx XV K

Hayabusa TIREIT 2 IL—IILDVED S eI RTD evix 77 JLEV AT v FUET., ZnlE. hayabusa-
sample-evix J/RY FUADevix7 7 1 LI E, BEDH DTV T 1 ET « DiLZEL IR TDevix7 71 L&
DART7Yv7IBCEEBNELTVET

o AJJ:CSV
e 7O7 74 JL: verbose, all-field-info-verbose , super-verbose , timesketch-verbose

FI. %EvtxFile%s NI 3707 7 1 ILEEH L. Hayabusa Z%E7T. #BRECSVEI1T LS T

[CIRIFTBUEN B FT 255 THayabusad’ 7 O7 7 1 ICH > T, EDHSAERET BOERE
RTEES,

o I HA—ZFILERETFIALT 7ML
WEBA T av:

e -e, ——evtx-dir <EVTX-DIR> : HayabusaCTRXF+ > LT .evtx 771ILDTs LU KV
e —t, ——timeline <CSV-FILE> : Hayabusa®CSV& 1 LAZ1 Y

FEA TV av:

e —c, ——column-name <CUSTOM-EVTX-COLUMN> : evtx®DHS AREIE (T 7 4 )L +: HayabusaDHEE
fBD EvtxFile )

e -0, ——output <TXT-FILE> : BRERETZTFALT7 71 (T7 2 )L b 1ZEHN)

e -—q, ——quiet : OJZEHAULBRW (T 7 #J)Lk: false)

list-undetected-evtx O KD{ERHI
Hayabusa CCSVH 1 LS4 V&R NI %:

hayabusa.exe -d <EVTX-DIR> —p verbose -o timeline.csv -w
BREFTERNCRTI B:

takajo.exe list-undetected-evtx -t ../hayabusa/timeline.csv —-e <EVTX-DIR>
BRETFALT7 7MIVICRET B:

takajo.exe list-undetected-evtx -t ../hayabusa/timeline.csv -e <EVTX-DIR> -o
undetected-evtx. txt

list-unused-rules OX VK
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AERESNEBDSTETARTO .ynl L—ILEVRA LTy 7 UET, ZhlE. IL—ILOEEEE HIBTT 2 DIT1RIL
5%£9, DFEV. EDIL-IDBEDOHZT7I7T1ET1ZRBTZD. FEDI—ILDEFETALThTHS
THYTIL cevix 77 A ILDREHLDHIBFICEZ LT,

e AJ1:CSV
e 7O774JL: verbose, all-field-info-verbose , super-verbose , timesketch-verbose

&7 %RuleFiles NI B707 7 1/LE@EHF L. Hayabusa&E7T, FRECSVEALLST>

[CIRZT BUEN B FT Z55 THayabusaD’ 7 O7 7 1 ICH > T, EDHSAEREFET BOERE
BTEES,

o B4 —ZFINFEFFFALT 71l
WEBA TV av:

e -r, —rules-dir <DIR> : HayabusaT{ER U] .yml IL=)ILT7 71ILDT1 LV KV
e —t, ——timeline <CSV-FILE> : Hayabusa®CSV& A1 AZ 1V

EFEA TV a:

e —c, ——column-name <CUSTOM-RULE-FILE-COLUMN> : JL—IL7 7M1 ILDHSLAREIRE (T 7 1)k
HayabusaD#iEME®D RuleFile )

e -0, ——output <TXT-FILE> : BFREREIBTFALT 74V (T7 #)L b 1ZEHT)

e -q, ——quiet :OdZEHHLRBW(T7 #ILk: false)

list-unused-rules XY KO {ERHF

Hayabusa CCSVA 1 ASA Y EHENT 3:

hayabusa.exe csv-timeline -d <EVTX-DIR> -p verbose -0 timeline.csv -w
BREFELNICRTT B!

takajo.exe list-unused-rules -t ../hayabusa/timeline.csv -r ../hayabusa/rules

BRETFALT 71IWICIREFT B

takajo.exe list-unused-rules -t ../hayabusa/timeline.csv -r ../hayabusa/rules -o
unused-rules.txt

SplitaY >k
split-csv-timeline OV K
AVEa1—9—BCEDE, KELBCSVIAMLATAVEINESIZCSVY A LATA VICHEILET,

o N1 EEUITE— F(-M)THRL\CSV
o 7O774I: INRT
o W1 EEDCSY

WEBA T av:
e -—t, ——timeline <CSV-FILE> : Hayabusa®CSVHZ A A1
FEA TV av:

e -m, ——makeMultiline : 7 1« =)L REEEITTHENIT S (77 #)Lk: false)
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e -0, ——output <DIR> :CSVZERFET ST« LU U (F7 =)Lk output )
e -q, ——quiet :OJZEHALEBWL (T7 #J)Lk: false)

split-csv-timeline O K D{ERH!
Hayabusa CCSVH 1 LAZA4 Y &EHNT %:

hayabusa.exe csv-timeline -d <EVTX-DIR> -0 timeline.csv -w
1DDCSVI A LAV EERDCSVI A LTAVICHEILT output T LU LUICHS:
takajo.exe split-csv-timeline -t ../hayabusa/timeline.csv

T4 —ILREBITXFETXY) > TEEITOIY LU EER L. case-1-csv 7«1 L2 kU ([CIRTE:

takajo.exe split-csv-timeline -t ../hayabusa/timeline.csv -m -0 case-1-csv

split-json-timeline OT YV K
AVE2—9—BICEDE, KEBRISONLY A ATA VEINSIZISONLI A LAZA YV ICDEILET,

e AJJ: JSONL
o 7O774I: INRT
o H7: 1EERDISONL

WEBA T av:
e -—t, ——timeline <JSONL-FILE> : Hayabusa®JSONLY 1 LS 1 >
EFEA TV av:

e -0, ——output <DIR> : JSONLZERTFZFT DT« LV ~U (F7#JLk: output )
e -q, ——quiet :OJZEHALERWL (77 #J)L: false)

split-json-timeline <Y R{EFHI
HayabusaTJSONLY 1 AS A YV &{ER T %:

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w
1DDISONLY 1 LS5 A VEEEDISONLY A LAZ4 VICHEILT output T« LY RUICHS:
takajo.exe split-json-timeline -t ../hayabusa/timeline.jsonl

case-1-jsonl T« L7 kU ICIRTE:

takajo.exe split-json-timeline -t ../hayabusa/timeline.jsonl -0 case-1-jsonl

Stacka< Y K

stack-logons OV K

Target User . Target Computer . Logon Type . Source IP Address . Source Computer (C&->
TOJAVDOIRREERLET, T74IETE. O—HAIPTRLADY —RIP7 RLAEE7 1 ILFSNZE
9.



e AJJ: JSONL
e 7O774)lL: all-field-info & all-field-info-verbose 9N R T
o B4 —ZFILERIEFCSVT 71IL

WAA TV av:
e -—t, ——timeline <JSONL-FILE> : Hayabusa®JSONLY A LAZ A1 >
EEATVav:

e -1, ——localSrcIpAddresses : V—XIP7 RLZAO—AILIP7 RLATH> TELZRICED
e -0, ——output <CSV-FILE> : 7F+FAFDEBERDONRN—AX—LZTIBET S
e -—q, ——quiet : OJZEHAULBRL (T 7 #J)Lk: false)

stack-logons O RO{ERAHI

T7 2 FDOBRETEITT 3:

takajo.exe stack-logons -t ../hayabusa/timeline.jsonl
O—hadxve8s:

takajo.exe stack-logons -t ../hayabusa/timeline.jsonl -1

SysmondI YV kK
sysmon-process—-tree I<Y >V K
FER/OEAPEBEOHZ/OLARE, BEOTOLADTOERY U —2HALET,

e AJ: JSONL
e 7O774JL: all-field-info & all-field-info-verbose LASPTRT
o XN FTFERXRTFAIL

WEBA T av:

e -0, ——output <TXT-FILE> : BREZREITBZTFALT 71
e -p, ——processGuid <Process GUID> : Sysmon® /'Ot AGUID
e —t, ——timeline <JSONL-FILE> : Hayabusa®JSONLY A LT 1>

EFEA TV av:
e -q, ——quiet : OJZHEHULEBW(T7#)Lk: false)

sysmon-process—-tree I FO{ERSI
Hayabusa TJSONLY 1 LS4 v &EERT %:

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w
BERETFRLT7 7AMIICRIEFET %:

takajo.exe sysmon-process—-tree -t ../hayabusa/timeline.jsonl —-p "365ABB72-3D4A-5CEB-
0000-0010FA93FD0OQ" -0 process—-tree.txt

sysmon-process-tree X )—>r<avy k



Running the Process Tree module

System (N/A / 4 / 747F3D96-B75F-5EA4-0000-0010EBO30000 / N/A)
L C:\Windows\System32\smss.exe (2020-04-26 07:19:20.134 +09:00 / 300 / 747F3D96-B75F-SEA4-0000-0010622C0000 / 747F3D96-B75F-5EA4-0000-0010EBO30000)
L C:\Windows\System32\smss.exe (2020-04-26 07:19:22.596 +09:00 / 388 / 747F3D96-B763-5EA4-0000-00106A480000 / 747F3D96-B75F-SEA4-0000-0010622C0000)
L C:\Windows\System32\wininit.exe (2020-04-26 07:19:23.222 +09:00 / 468 / 747F3D96-B764-5EA4-0000-0010904D0000 / 747F3D96-B763-5SEA4-0000-00106A480000)

L C:\Windows\System32\services.exe (202 - y - 106F550000 / 747F3D96-B764-SEA4-00!
L C:\Windows\S 32\svch : 7! 0-0010A74D0BOG / 747F3D96:

Lc: 74,

Elapsed time: @ hours, @ minutes, 1 seconds

Timelinea<T Y K

timeline-logon XV K

COOAXRY RE, ZoOQTdA VAR RHSEREMEL. 71 —JILRZEERKL. BERECSVT 71 ILICIRTEL
EJCH

e 4624 - O A VHIN

e 4625 - OJ 74 VEKH

o 4634 -T AUV ROTAT

o 4647 - A—T—-PBHALIEOTF T
e 4648 - BARKNROT A

o 4672 -45tEOVAYV

INEEY. STINWA—TAVE NAT—RRTL—, BREBBREERHEUPIRVET,

e AJ1: JSONL
e 7O774Jl: all-field-info & all-field-info-verbose LASPT AR T
o 71 CSV

WEBA TV av:

e -0, ——output <CSV-FILE> : EREREFTZCSVI 71l
e -—t, ——timeline <JSONL-FILE> : Hayabusa®JSONLY A LAZ A >

EFEA TV a:

e —c, ——calculateElapsedTime : IHOJ # Y OZ BB Z:TE TS (T 7 1)L k: true)
e -1, ——outputLogoffEvents : OJAT7ARY +ZFDIV FJEULTHATS (T7 2L

false )
e -a, ——outputAdminLogonEvents : BEIEEOQIAY ARV LERODIVRJELTHEATS (7 +
JLk: false)

e -q, ——quiet : OJZHEHULEBWL (T7 #)Lk: false)

timeline-logon O R {EMHI
Hayabusa TJSONLY 1 LS4 Y &E1ER T %:

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w
OJF 514 L5414V ECSVILIRET %:

takajo.exe timeline-logon -t ../hayabusa/timeline.jsonl —-o logon-timeline.csv

timeline-logon XV U - avhk



‘T\J\estamp [~ chi=Even{~ Event [~ LogoffTime ~[ElapsedTime ~ [TargetComputer ~ [TargetUser [~ |AdminLog ~ Compute ~sourcelP ~ Type

2016-08-18 23:47:04.676 409:00 |Sec 4624 Successful Logon IE10Win? IEUser Yes 127.00.1 IELOWINT 2 INTERACTIVE
[2016-08-18 23:47:04.676 +09:00 Sec 4624 Successful Logon 2016-08-18 23:47:20,053 +09:00 0d Oh Om 155 377ms IEL0Win7 IEUser 127.001 IELOWINT 2- INTERACTIVE
2016-08-18 23:47:36.671 409:00 'Sec 4624 Successful Logon IE10Win? SYSTEM - - 0-SYSTEM
[2016-08-18 23:47:36.671 +09:00 Sec 4624 Successful Logon IEL0Win7 SYSTEM C - 0-SYSTEM
2016-08-18 23:47:38.430 409:00 'Sec 4624 Successful Logon IE10Win7 IEUser Yes 127.00.1 IELOWINT 2 INTERACTIVE
[2016-08-18 23:47:38.430 +09:00 Sec 4624 Successful Logon 2016-08-16 23:48:31.289 +09:00 0d Oh Om 525 859mS IEL0Win7 IEUser 127.001 IELOWINT 2- INTERACTIVE
2016-08-18 23:47:38.430 409:00 'Sec 4624 Successful Logon IE10Win? IEUser Yes 127.00.1 IELOWINT 2 INTERACTIVE
[2016-08-18 23:47:38.430 +09:00 Sec 4624 Successful Logon 2016-08-16 23:48:31.289 +09:00 0d Oh Om 525 859mS IEL0Win7 IEUser 127.001 IELOWINT 2- INTERACTIVE
2016-08-18 23:49:38.281 409:00 'Sec 4624 Successful Logon IE10Win? SYSTEM - - 0-SYSTEM
[2016-08-18 23:49:38.281 +09:00 Sec 4624 Successful Logon IEL0Win7 SYSTEM C - 0-SYSTEM
2016-08-18 23:49:40.000 409:00 'Sec 4624 Successful Logon IE10Win? IEUser Yes 127.00.1 IEIOWINT 2- INTERACTIVE
[2016-08-18 23:49:40.000 +09:00 Sec 4624 Successful Logon 2016-08-19 00:28:28.043 +09:00 0d Oh 38m 485 43ms IEL0Win7 IEUser 127.001 IELOWINT 2- INTERACTIVE
2016-08-18 23:49:40.000 409:00 'Sec 4624 Successful Logon IE10Win? IEUser Yes 127.00.1 IEIOWIN 2- INTERACTIVE
[2016-08-18 23:49:40.000 +09:00 Sec 4624 Successful Logon 2016-08-19 00:28:28.043 +09:00 0d Oh 38m 485 43ms IEL0Win? IEUser 127.001 IELOWINT 2- INTERACTIVE
2016-08-19 00:29:27.609 409:00 'Sec 4624 Successful Logon IE10Win? SYSTEM - - 0-SYSTEM
[2016-08-19 00:29:27.609 +09:00 Sec 4624 Successful Logon IEL0Win? SYSTEM E n 0-SYSTEM
2016-08-19 00:29:20.859 409:00 'Sec 4624 Successful Logon IE10Win? IEUser Yes 127.00.1 IEIOWINT 2- INTERACTIVE
[2016-08-19 00:29:29.859 +09:00 Sec 4624 Successful Logon IEL0Win7 IEUser 127.001 IEIOWINT 2 INTERACTIVE
2016-08-19 00:29:20.859 409:00 'Sec 4624 Successful Logon IE10Win? IEUser Yes 127.00.1 IEIOWIN 2- INTERACTIVE
[2016-08-19 00:29:29.859 +09:00 Sec 4624 Successful Logon IEL0Win7 IEUser 127.001 IEI0WINT 2- INTERACTIVE
2016-08-19 03:46:19.937 409:00 'Sec 4624 Successful Logon IE10Win? SYSTEM - - 0-SYSTEM
[2016-08-19 03:46:19.987 +09:00 Sec 4624 Successful Logon IEL0Win7 SYSTEM £ n 0-SYSTEM
2016-09-20 01:50:06.477 409:00 'Sec 4625 Failed Logon Unknown - UNKNOWN USER DESKTOP-MSSNO4R  JeDfcZTe 6hgmVIMFUWIOBS  192.168.198.149 3 - NETWORK
[2016-09-20 01:50:06.477 +09:00 Sec 4625 Failed Logon Unknown - UNKNOWN USER DESKTOP-MSSNO4R  JeDIcZTc ShgMVINFUWOBS 192168198149 3 - NETWORK
2016-09-20 01:50:06.513 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator gCaymsKbxVGSCcMgY  192.168.198.149 3 - NETWORK
[2016-09-20 01:50:06.513 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator gCAymSKbXVGSCMgY 192168198149 3 - NETWORK
2016-09-20 01:50:06.588 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator f2qUdAUXHGIGHS  192.168.198.149 3 - NETWORK
[2016-09-20 01:50:06.588 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator f210AUKHGIGHG 192168198149 3 - NETWORK
2016-09-20 01:50:06.637 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTO AADWK 192168198149 3 - NETWORK
[2016-09-20 01:50:06.637 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-M5SNO4R YTIOAADWX  192.168.198.149 3 - NETWORK
2016-09-20 01:50:06.680 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator AbwsMP1ORsAhIWIL  192.168.198.149 3 - NETWORK
[2016-09-20 01:50:06.680 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator AbWSMPIORSANIWIL 192168198149 3 - NETWORK
2016-09-20 01:50:06.725 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTO 4RgPx  192.168.198.149 3 - NETWORK
[2016-09-20 01:50:06.725 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator EEcdqepqsxQ4RgPX 192168198149 3 - NETWORK
2016-09-20 01:50:06.773 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator ngdtRWZXXhAIRXGY  192.168.198.149 3 - NETWORK
[2016-09-20 01:50:06.73 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-M5SNO4R 192168198149 3 -NETWORK
2016-09-20 01:50:06.816 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator BDCFZWSqQQU7IQIW  192.168.198.149 3 - NETWORK
[2016-09-20 01:50:06.816 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator BOCFZWSGQQU7IQIW  192.168.198.149 3 - NETWORK
2016-09-20 01:50:06.869 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTO g f 192168198149 3 -NETWORK
[2016-09-20 01:50:06.869 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-M5SNO4R 360 192168198149  3-NETWORK
2016-09-20 01:50:06.909 409:00 'Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator tVFsIKROAUOUtNUI  192.168.198.149 3 - NETWORK
[2016-09-20 01:50:06.909 +09:00 Sec 4625 Failed Logon Unknown - WRONG PW  DESKTOP-MSSNO4R  Administrator VFSIKROAUOUtUI 192168198149 3 - NETWORK

timeline-partition-diagnostic OY >V K

partition diagnosticA X FDCSVH A1 AZ4 > ZERLZET, Windows 100 Microsoft-Windows-
Partition%4Diagnostic.evtx ZETL. MESIUBECERINLETNA RADR) 2 LAY UT7IIESEL
HUFET, ZDOMIB(E Partition-4DiagnosticParser® & (C U CTER TN E LT,

e AJI: JSONL
o JO774): IRT
e HF:CSV

t, ——timeline <JSONL-FILE> : Hayabusa®JSONL%Z A AT A YV

EFEATVay

e -0, ——output <CSV-FILE> : &EREREFTBCSVI 71
e -q, ——quiet :OJZEHALEBWL (T7 #J)Lk: false)

timeline-partition-diagnostic <Y RO{EAFI
Hayabusa TJSONLY 1 LS4 Y &EERT %:

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w
BHESNETNA ADCSVI A LT1 VEERT %:

takajo.exe timeline-partition-diagnostic -t ../hayabusa/timeline.jsonl -o partition-
diagnostic-timeline.csv

timeline-suspicious-processes OV K

TERTOEADCSVI A LATA VEEBRLET,

e AJJ: JSONL
e 7O774J)L: all-field-info & all-field-info-verbose ASMTART

o H71:CSV
EAA T ay



https://github.com/theAtropos4n6/Partition-4DiagnosticParser

e -,
EEA TV av:
o -1,

¢ -0,
e —q,

timeline-suspicious-processes <> KD{EFAHI

Hayabusa TJSONLY 1 AS 41 Y &ERT %:

——timeline <JSONL-FILE> : Hayabusa®JSONLZ A AZA YV

——level <LEVEL> : &/\DT7 S5 —kLARILEIBE (F7 #JLk: high)
——output <CSV-FILE> : BERZERIFITBCSV7 71
——quiet : OJZHALBUL (T7 #4J)LE: false)

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w

77— kLANLD high MEOTOERERRL. BREFZEHNCRT:

takajo.exe timeline-suspicious—-process -t ../hayabusa/timeline.jsonl

T7Z—bkLANLD low MEOTOERERRL. BREZEELNCHRT:

takajo.exe timeline-suspicious—process -t ../hayabusa/timeline.jsonl -1 low

ERECSVICIRTE:

takajo.exe timeline-suspicious-process -t ../hayabusa/timeline.jsonl -o suspicous-

processes.csv

timeline-suspicious-processes XV -V avy bk

Timestamp

2019-05-20 +09
2019-085-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-22 +09
2019-05-24 +09
2019-05-24 +09
2019-05-24 +09
2019-05-24 +09
2019-05-26 +09
2019-05-26

2019-05-26

2019-05-26

2019-05-27 .711 +09

TTPOXR >V F

100
100
:00
100
100
100
:00
100
100
100
100
:00
:00
100
100
100
:00
100
100
100
:00
:00
100
100

Computer
o
DC1.inse..
TEWINZ
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7
TEWIN7

Type
o
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon
Sysmon

Sysmon

ttp-summary O K

Rir R R RpRRR R R R R R R R RRRRRRRRR

Level

high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high

Rule

o

Proc Exec (Sysmon Alert)

Rund1132 Execution Without DLL File

Rund1132 Execution Without DLL File

Mshtml DLL RunHTMLApplication Abuse

Mshtml DLL RunHTMLApplication Abuse

Mshtml DLL RunHTMLApplication Abuse

Mshtml DLL RunHTMLApplication Abuse

Remotely Hosted HTA File Executed Via Mshta..
Remotely Hosted HTA File Executed Via Mshta..
Windows Shell/Scripting Processes Spawning
Windows Shell/Scripting Processes Spawning
Suspicious Command Patterns In Scheduled Ta..
Suspicious Command Patterns In Scheduled Ta..
Windows Shell/Scripting Processes Spawning ..
Windows Shell/Scripting Processes Spawning ..
RDP Port Forwarding Rule Added Via Netsh.EXE
RDP Port Forwarding Rule Added Via Netsh.EXE
Suspicious Process By Web Server Process
Suspicious Process By Web Server Process
Suspect Svchost Activity

Suspect Svchost Activity

Suspicious Svchost Process

Suspicious Svchost Process

Suspicious Encoded PowerShell Command Line

Cmdline
o
attrib +h nbtscan.exe

rundl132.exe javascript:"\..\mshtml,RunHTMLApplication "
.\mshtml,RunHTMLApplication "
javascript:"\..\mshtml,RunHTMLAp|
rundl132.exe javascript:"\..\mshtml,RunHTMLApplication "

javascript:"\..\mshtml,RunHTMLAp

rundl132.exe javascript

cmd.exe /C rundll32.exe

cmd.exe /C rund1132.exe
rundl132.exe javascript:"\..\mshtml,RunHTMLApplication "
"C:\Windows\System32\mshta.exe" https://hotelesms.com/ta
C:\Windows\System32\mshta https://hotelesms.com/ta
:\Windows\System32\mshta. https://hotelesms.com/ta
:\Windows\System32\mshta.exe" https://hotelesms.com/ta
:\Windows\System32\schtasks.exe" /Create /sc MINUTE /M
:\Windows\System32\schtasks.exe" /Create /sc MINUTE /M
C:\Windows\System32\schtasks. /Create /sc MINUTE /M
“C:\Windows\System32\schtasks.exe" /Create /sc MINUTE /M
netsh I p a v 1=8001 listena=1.2.3.4 connectp=3389 c=1.2
netsh I p a v 1=8001 listena=1.2.3.4 connectp=3389 c=1.2

.exe"

exe"

exe"

“c:\windows\system32\cmd.exe" /c net user"
"c:\windows\system32\cmd.exe" /c net user"
C:\Windows\system32\svchost.exe
C:\Windows\system32\svchost.exe
C:\Windows\system32\svchost.exe
C:\Windows\system32\svchost.exe

"C: \Windows\System32\WindowsP hell\v1.0\p hell.e:

2O R, Sigma)l—IL® Ttagsy 7 1 —JL R TEZSI NI MITRE ATTRCK TTP (Cfi¢> T, &£V Ea—
S TREOD S TEHKET I v I DBHNEHR N LET,

e AJJ: JSONL



e 7O774)l: %MitreTactics% & %MitreTags% 7« —JLRZEEHT S 707 71 I (fl: verbose ,

all-field-info-verbose ,
o HH:H—=FJL £FlECSV

super-verbose )

WEBA T av:

e -—t, ——timeline <JSONL-FILE> : Hayabusa®JSONLY A LAZ A >

EFEA TV av:

e -0, —output <CSV-FILE>
e -q, ——quiet :OJZEHALBWL (T7 #J)Lk: false)

ttp-summary Y FO{ERHI
HayabusaTJSONLY 1 LS A Y &E1ERT %:

BRERBEIBCSVI 7ML

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w —p verbose

TTPsOELNZERRT %:

takajo.exe ttp-summary -t ../hayabusa/timeline.jsonl

HRZCSVICIRTE:

takajo.exe ttp-summary -t ../hayabusa/timeline.jsonl -o ttp-summary.csv

s

ttp-summary XU —-r<av bk

01566s-winl6-ir.threebeesco.com Account Manipulation
01566s-winl6-ir.threebeesco.com Scheduled Task/Job
01566s-winl6-ir.threebeesco.com Indicator Removal
01566s-winl6-ir.threebeesco.com Masquerading
01566s-winl6-ir.threebeesco.com Rogue Domain Controller
01566s-winl6-ir.threebeesco.com Remote Services
01566s-winl6-ir.threebeesco.com Data from Network Shared Drive
Boot or Logon Autostart Execution
02694w-win10. threebeesco.com 07. Defense Evasion
0S Credential Dumping
02694w-winl0. threebeesco. com Command and Scripting Interpreter
System Services
Access Token Manipulation
Password Policy Discovery
Account Manipulation
Account Manipulation

Computer

02694w-winl0. threebeesco.com
Hijack Execution Flow

©02694w-win10. threebeesco.com

©04246w-winl0. threebeesco.com
2012r2srv.maincorp.local
2012r2srv.maincorp.local
2016dc.hqcorp.local

DC1.insecurebank.local

ttp-visualize O< VK

Sub-Technique

Scheduled Task

Clear Windows Event Logs
SMB/Windows Admin Shares
LSASS Driver

LSASS Memory

Python

SID-History Injection

TTPsZ#it L. MITRE ATT&CK Navigator CHREMNT B71=6b®D JSON 7 7 1 ILEERRLE T,

e AJ1: JSONL

o 7O774J)l: %MitreTactics% & %MitreTagss 7« —JILRZERAHTZTO7 71 )L (i

verbose , all-field-info-verbose , super-verbose )

e H/1: JSON



https://mitre-attack.github.io/attack-navigator/

WAA T av:

e -—t, ——timeline <JSONL-FILE> : Hayabusa®JSONLZ 1 LS 1 >

FEATVav:

e -0, ——output <JSON-FILE> : ERZEREFET BISONTZ 7 1)L (77 2 )L |

navigator.json )

e -q, ——quiet :OdZxHEHLRBW(T72)Lk: false)

ttp-visualize I R{EMAGI
Hayabusa TJSONLY 1 AS A V&E{ER T %:

mitre-attack-

hayabusa.exe json-timeline -d <EVTX-DIR> -L -o timeline.jsonl -w —p verbose

TTPs&EMH L. mitre-attack-navigator.json [CIRTFT %:
takajo.exe ttp-visualize -t ../hayabusa/timeline.jsonl

https://mitre-attack.github.io/attack-navigator/ &= .
#7yv70-R93,

s

ttp-visualize RV V-V avhk

Credential 5
Access

Resource )
Development Initial Access ~ Execution
8 techniques 10 techniques 14 techniques

Reconnaissance
10 techniques 20 techniques 14 techniques 43 techniques 17_techniques

Adversary-in-

Content s
the-Middle (,,,,

Active Scanning Acquire Access.

Cloud
o Injection Administration
Acquire Command
Gather Victim Host Infrastructure Drive-by
e vt ff it S e -
- Contal

Application Window
Discovery

Credentials

Gather Victim
Identity Information
o)

Compromise Boot or Logon
Accounts ., Autostart
Execution (4nq)

Build Image on Host Cloud Infrastructure
Discovery

iner
Compromise Administration
Gather Victim infrastructure [l External mmand Boot or Logon Debugger Evasion
Network tializati Cloud Service
Information Dashboard

o

I
Scripts ()

Deploy
Container

Gather Victim Org Browser Boot or Logon Forced Cloud Service
Information (.., Extensions Autostart Deploy Container Authentication  Disc
Execution

Phishing for Establish Compromise ey Direct Volume Access  Forge Web Cloud Storage Object
Information .., Accounts .., Client Software Credentials Discovery

Binary Boot or Logon ll Domain o
Search Closed Initialization ] Mod - Container and

ources ., Create Account [ Scripts input Capture | Resource Discovery

m Execution Guardrails )
Search Open on Debugger Evasion
Technical stage Supply Chain il Scheduled Create or Modify ) Modify
Databases .., Capabilties Compromise [l Task/Job (s, Modify System [l System Exploitation for Defense  Authentication [l] Device Driver Discovery

o o P Process ., [ Evasion rocess (.., X 8
Search Open Serverless Domain Trust Discovery
Websites/Domains Trusted Execution Event Triggered [if Domain Policy Multi-Factor
o Relationship Execution (5, i Modification icati
Shared Modules o Interception

Search Victim- External
Owned Websites Software m Escape to Group Policy Discovery

Services Host

Deployment
Tools Log Enumeration

vent

Triggered

Execution
@16

System Services
o)

Network Service
Impair Defenses Discovery

Implant Internal Impersonation
Image

Peripheral D
Moty Authentication i Authentication | | Discovery
ertificates.

o)

ice

Permission Groups
Scheduled i Modify Cloud Compute i
Infrastructure ..,

TasklJob /5,

VirusTotal A<V K
vt-domain-lookup OV F
VirusTotal TR AL VDU A R ERZELVEY,

e AN:TFRXLT7 74

I Input Capture

Lateral _ Commandand _
y Control  Exfiltration
32 techniques 9 techniques 17 techniques 17 techniques 9 techniques

Open Existing Layer 2 'y % . JSON7 71 )L

Impact

14 techniques

Adversary-in- il Application
the-Middle Layer Protocol
o) wre) o
Communication
Througt

Archive
Collected Data Transfer
o) le Size Limits

internal
Spearphishing

Capture
Content Injection

Data Encoding
o)

o)

Remote Service
sion

Data
Obfuscation ;..

Clipboard Data  Dynamic

o Resolution .,
Removable Data from
Media Cloud Storage ~ Encrypted
Channel ;.
are Data from
Deployment Configuration [ Fallback Exfiltration
s Repository Channels Over

Physical

o) i
Medium

- o
Multi-Stage
Channels

Taint Shared
Content Data from

Local System

Data from
Removable
Media

Exfiltratic
Over Web,
Service ;)
Scheduled
Transfer

Non-Standard Transfer
Port

Data Staged
o)

Email
Collection

o)

reen
Capture

e 7O774Jl: all-field-info & all-field-info-verbose ASMTRT

o HF:CSV

WAA T av:

Automated il Account Access
Exfiltrati Removal

Data Destruction

Data Manipulation

Defacement .,
Disk Wipe (.,
Endpoint Denial of
Ser

o)

Financial Theft

irmware
Corruption

Network Denial of
Ser )

won

System
‘Shutdown/Reboot



https://mitre-attack.github.io/attack-navigator/

e -a, ——apiKey <API-KEY> : VirusTotalDAPIF—
e -d, ——domainList <TXT-FILE> : RAAY—BOFF+RA 771l
e -0, ——output <CSV-FILE> : &R &{R7F9 BCSV

FEEF TV av:

e —j, ——jsonOutput <JSON-FILE> : VirusTotalm™5DITNTDISONL ARV RZEHE T BISONT 7
1)L
e -r, —rateLimit <NUMBER> : 19MICEZ VI T AL —FEHIR (T7 2L E: 4)
e -—-q, ——quiet :OJZEHHLRBW(T7 #ILE: false)
vt-domain-lookup <Y RD{ERF]
[FUIC. list-domains OXY RTRAASY—BZERL. ZDER ROIXY FZEFRALULTZENSD RALY
ZREULET:

takajo.exe vt-domain-lookup —a <API-KEY> -d domains.txt -o vt-domain-lookup.csv -r
1000 -j vt—-domain-lookup.json

vt-hash-lookup IX >V F
VirusTotal T/\Y Y 2 DU R +ERZELET,

e NJ1:FFALT7 71
e 7O774Jl: all-field-info & all-field-info-verbose AMTRT
e HF:CSV

WAA T av:

e -a, —apiKey <API-KEY> : VirusTotalDAPIF —
e -H, ——hashList <HASH-LIST> :/\v ¥ afE—EBDF+A ~
e -0, ——output <CSV-FILE> : &RZRIFI BCSV

ETEA T3

e —j, ——jsonOutput <JSON-FILE> : VirusTotal®5DITNTDISONL ARV ZZEH T BISONT 7

1
e -r, ——rateLimit <NUMBER> : 19 R(CEZ VI IRX ML — MR (T 7 2L E: 4)
e -q, ——quiet :OJZEHALBWL (T7 #J)Lk: false)

vt-hash-lookup O R {ERHI

takajo.exe vt-hash-lookup —a <API-KEY> -H MD5-hashes.txt -o vt-hash-lookup.csv -r 1000
—-j vt-hash-lookup.json

vt-ip-lookup IV K
VirusTotal CIP7 RLZDU X +&ERELE T,

e NI TFALT7 74
e 7O7 74 )l: all-field-info & all-field-info-verbose U4pT AT

o H71:CSV
WEBA T av:

e -a, ——apiKey <API-KEY> : VirusTotalDAPIF—



o -i, —-iplList <IP-ADDRESS-LIST> :IP7 RLZDFFZA k771l
e -0, ——output <CSV-FILE> : &R ERIFI BCSV

EFEA TV a:

e —j, ——jsonOutput <JSON-FILE> : VirusTotalm®5DITRTDISONL ARV RZEHTT BISONT 7
1

e -r, ——rateLimit <NUMBER> : 10M(C#E2 UV T AL — MR (7 2Lk 4)

e —-q, ——quiet : OJZERRLABW (7 #)Lk: false)

vt-ip-lookup I RD{ERH]

takajo.exe vt-ip-lookup -a <API-KEY> -i ipAddresses.txt —-o vt-ip-lookup.csv -r 1000 —-j
vt—-ip-lookup.json

Bk
EQLSBETEBVEEADT., THHESBOLET, TV I I IL—IUER. evtxO T DYV 7L
EDRILTYD, #EEUI I, NTDOBHREEREUTT,

DL EB, MEBDY—ILERIEA> TWERBTAS . GitHbTREMIT, HRI0YH— FEXBLTL
rE,
NTOHE

CO7OV Y FRERBAYT TV REFT>TVEY, BDOURNITEIESTIERS LTV, ®RESNN
JEENTEELEY!

£ L. HayabusaTAIMNUSDBE(T7 # ILARI T« 7. NI, ZOM)ERDFELEDS., 255 TITEKLE
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