LoRa US Certification (US V1.5.1)

Tested Model Name : v4.1.0
Tested Device Name : EDT_US915_V103_ClassA
Device EUI : 0x0000000000000001
Test Equipment : RWC5020B

Serial Number : 0x1760008
Test Begin Date : 2021-10-1117:52:42
Test Finish Date : 2021-10-11 17:56:30

Total Tested Time : 03:09:37




LORA CERTIFICATION TEST SUMMARY (US V1.5.1)

ITEMS VERDICT SUB VERDICT

1 Cert-Application Activation PASS

1.1 Cert-Application Activation PASS
2 Over the Air Activation PASS

2.1 Pre-Join Behaviour PASS

2.2 Successful Join at DRO and DR4 PASS

2.3 Join Accept with DL Settings PASS

2.4 Join Accept with Delay Settings PASS

2.5 Successful Join on Receive Window 2 PASS
3 Cert-Application Functionality PASS

3.1 Channel Plan and Usage PASS

3.2 Cryptography-AES Encryption PASS

3.3 Cryptography-Message Integrity Code PASS

3.4 Downlink Error Rate PASS

3.5 Downlink Window Timing PASS

3.6 Uplink Sequence Number PASS

3.7 Downlink Sequence Number PASS

3.8 Downlink Sequence Number Rollover PASS
4 Confirmed Frames PASS

4.1 Confirmed Uplinks PASS

4.2 Confirmed Uplink Retransmission PASS

4.3 Confirmed Downlinks PASS

4.4 Confirmed Downlinks Retransmission PASS
5 Device Status Request PASS

5.1 Device Status Request PASS
6 New Channel Request PASS

6.1 New Channel Request PASS
7 RX Parameter Setup Request PASS

7.1 RX Parameter Setup Request PASS
8 RX Timing Setup Request PASS

8.1 RX Timing Setup Request PASS
9 Link ADR Request PASS

9.1 ADR Bit PASS

9.2 TxPower PASS

9.3 Redundancy PASS

9.4 Data Rate Decay PASS

9.5 125kHz Uplink Channel Management-Valid Commands PASS

9.6 125kHz Uplink Channel Management-Invalid Commands PASS

9.7 500kHz Uplink Channel Management-Valid Commands PASS

9.8 500kHz Uplink Channel Management-Invalid Commands PASS

9.9 Command Block-125kHz Sub-Band Channel Plan PASS

9.10 Command Block-500 kHz Sub-Band Channel Plan + Decay PASS
10 RX1 Receive Window Test PASS

10.1 RX1 Receive Window Test PASS
11 RX2 Receive Window Test PASS




11.1 RX2 Receive Window Test PASS
12 Maximum Allowed Payload PASS

12.1 Uplink Max Payload via Echo PASS

12.2 Uplink-Oversized Payload via Echo PASS

12.3 Uplink-Retransmit Max Payload after DR Decay PASS
13 MAC Commands in App-Payload & FOpts PASS

13.1 MAC Commands in App-Payload (FRMPayload) & FOpts PASS




Tested result including link messages (EDT US915 V103 ClassA)

1 Cert-Application Activation

CERTI_ITEM_US_01_01_CERT_APPLICATION_ACTIVATION

[ TEST PURPOSE ]

To verify the DUT transmits JoinRequest messages alternatingly

on a 125-kHz channel at data rate DRO and then a 500-kHz channel at data rate DR4
: CERTI_ITEM_US_01_01_CERT_APPLICATION_ACTIVATION

[TEST DATE & TIME]

2021-10-11 17:52:43 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
U 7 © 10 125 14.6 REF - ---- @ © - 0 - --- - 370 Join-request Nonce=0x395D,

Dev_EUI=0x0000000000000001

D 7 10 10 500 -30.0 ------ 5 ---- 0 © e -0 --- - 113 Join-accept JoinNonce=45930A14,
RX1DROffset=0,RXDelay=1,RX2DR=8

[Cert-Application Activation]

U @ 010 125 14.6 5.47s - 0000 1 0 - 00 o01U 329 DataUp BytelLen=4
D 010 10 500 -30.0 ------ 1 0000 1 0 0 - - 224U 82 ActivateTM

U 3 010 125 14.6 2.44s - 0001 1 0o - 00 224U 329 DlCounter(9) Cnt=0

U 6 010 125 14.6 7.39s - 0002 1 © - 00 224U 329 DIlCounter(0) Cnt=0

U 5 010 125 14.6 7.39s - 0003 1 © - 00 224U 329 DlCounter(9) Cnt=0

D 510 10 500 -30.0 ------ 1 0001 1 o 0 - - 224U 72 DeactivateTM

U 4 010 125 14.6 6.41s - 0004 1 © - 00 o01U 329 DataUp BytelLen=4

[TEST RESULT]

[VERDICT]
PASS
[REASON]
Test Mode was activated and deactivated successfully

[ELAPSED TIME] 00:01:15

2 Over the Air Activation

CERTI_ITEM_US_02_01_OTA_PRE_JOIN_BEHAVIOUR




[ TEST PURPOSE |

verify the DUT transmits JoinRequest messages alternatingly
on a 125-kHz channel at data rate DRO and then a 500-kHz channel at data rate DR4
: CERTI_ITEM US_02_ 01 OTA PRE_JOIN_BEHAVIOUR
[TEST DATE & TIME]

2021-10-11 15:04:14 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW
[Pre-Join Behaviour]

U 3 o010

125

500

500

125

500

125

500

500

Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD

14.6 7.38s - 0340 1 0 - 00 224
-30.0 ------ 1 02B6 1 0 e - - 224
14.6 7.38s - 0341 1 0 - 00 224
-30.0 ------ 1 02B7 1 0 e - - 224
14.6 7.39s - 0342 1 0 - 00 224
-30.0 ------ 1 02B8 1 © e - - 224
14.6 7.38s - 0343 1 0 - 00 224
-30.0 ------ 1 02B9 1 o e - - 224
14.6 7.38s - 0344 1 0 - 00 224
-30.0 ------ 1 02BA 1 0 e - - 224

-> Wait JoinRequests to check whether End-device uses DRO

Uu 1 o1e

Dev_EUI=0x0000000000000001

ues 4 8

Dev_EUI=0x0000000000000001

D 013 7

125

500

500

14.6  REF -
14.6  REF -
-30.8 ------ 5

RX1DROffset=0,RXDelay=1,RX2DR=8

Uu 2 o1e

Dev_EUI=0x0000000000000001

D 2 10 10 500

125

14.6 REF -

-30.0 ------ 5

RX1DROffset=0,RXDelay=1,RX2DR=8

- 20 - 0- ---

- @00 - 0- ---

-~ 20 0 -8 ---

- 20 - 0- ---

--—- 806 © -0 ---

-> Sent Join-accept to the Join-request with 500kHz BW

U 3 o1e

125

[TEST RESULT]

[VERDICT]

14.6 5.47s -

PASS

[REASON]

DUT transmitted JoinRequest messages alternatingly at DRO and DR4

0000 1 © - 00 o001

U 329 DIlCounter(326)

u 144 TriggerJoinReq

U 329 DIlCounter(326)

u 144 TriggerJoinReq

U 329 DIlCounter(326)

u 144 TriggerJoinReq

U 329 DIlCounter(326)

u 144 TriggerJoinReq

U 329 DIlCounter(326)

u 144 TriggerJoinReq

and DR4 alternatingly

- 370 Join-request

- 28 Join-request

- 17 Join-accept

- 370 Join-request

- 113 Join-accept

u 329 DataUp

CNTS

Cnt=326

Cnt=326

Cnt=326

Cnt=326

Cnt=326

Nonce=0x4742,

Nonce=0x4743,

JoinNonce=45930A0D,

Nonce=0x4750,

JoinNonce=45930A0E,

BytelLen=4



[ELAPSED TIME] 00:05:19

CERTI_ITEM_US_02_02_OTA_SUCCESSFUL_JOIN_DRO_DR4

[ TEST PURPOSE ]

To verify the DUT implements RX1DROffset and RX2DaraRate settings after processing

JoinAccept message

: CERTI_ITEM_US_02_02_OTA_SUCCESSFUL_JOIN_DRO_DR4

[TEST DATE & TIME]

2021-10-11 15:09:35 (UTC-4H)

[LINK MESSAGE]

U 7 010 125 14.6 7.38s -

D 7 10 10 500 -30.0

[Successful Join at DR@ and DR4]
U 0 010 125 14.6 2.44s -

D © 10 16 500 -30.0

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD
0001 1 © - 00 001U 329 DataUp
—————— 1 0000 1 © e - - 224U 82 ActivateTM
0002 1 0 - @00 224U 329 DIlCounter(0)
------ 1 0001 1 0 0 - - 224U 72 TriggerJoinReq
—————— 1 0002 1 © 0 - - 224U 72 TriggerJoinReq

D 0 10 10 500 -30.0

-> Wait JoinRequests to

U 3 010 125 14.6
Dev_EUI=0x0000000000000001

Uues 4 8 500 14.6
Dev_EUI=0x0000000000000001

U @ o010 125 14.7
Dev_EUI=0x0000000000000001

D © 10 10 500 -30.0
RX1DROffset=0,RXDelay=1,RX2DR=8

Uues 4 8 500 14.7
Dev_EUI=0x0000000000000001

D 013 7 500 -30.0
RX1DROffset=0,RXDelay=1,RX2DR=8

U 4 010 125 14.6
Dev_EUI=0x0000000000000001

D 4 10 10 500 -30.0
RX1DROffset=0,RXDelay=1,RX2DR=8

REF -

~-=- @0 @ - @- ---- 370
- @00 - 0- --- - 28
~-=- @0 @ - @- ---- 370
-~ 2@ © -8 ---- 113
- @00 - 0- --- - 28
---- @208 8 -0 ---- 17
=== 8@ - @ - --- - 370
---- 208 © -8 ---- 113

-> Sent Join-accept to the Join-request with 125kHz BW

U 1 o010 125 14.6 9.46s -

0000 1 © - 00 o01U 329

check whether End-device uses DRO and DR4 alternatingly

Join-request

Join-request

Join-request

Join-accept

Join-request

Join-accept

Join-request

Join-accept

DataUp

CNTS
BytelLen=4

Cnt=0

Nonce=0x4773,

Nonce=0x4774,

Nonce=0x477B,

JoinNonce=45930A0F,

Nonce=0x477C,

JoinNonce=45930A10,

Nonce=0x478D,

JoinNonce=45930A11,

BytelLen=4



[TEST RESULT]

[VERDICT]

PASS

[REASON]

DUT successfully joined at DRO and DR4

[ELAPSED TIME] 00:11:05

CERTI_ITEM_US_02_03_OTA_JOIN_ACCEPT_DL_SETTINGS

[ TEST PURPOSE ]
To verify the DUT implements the new (non-default) Delay Settings after processing

JoinAccept message
CERTI_ITEM US_02_03_OTA JOIN_ACCEPT DL_SETTINGS

[TEST DATE & TIME]
2021-10-11 17:54:00 (UTC-4H)

[LINK MESSAGE]

L CH DR SF

BW

Uu 2 o010 125

Pow Time DEL FCNT Adr Ack FP AAR B Port M

[Join Accept with DL Settings]

D 2 10 10

500

[Join Accept with DL Settings]
U 1 o 10 125

D 110 10

500

U 1 o010 125

Dev_EUI=0x0000000000000001

D 110 10

500

14.6 7.39s - 0005 1 ©
-30.8 ------ 1 0002 1 ©
14.6 2.44s - 0006 1 O
-30.8 ------ 1 0003 1 ©
14.6 REF - ---- © 0
-30.8 ------ 5 ---- 0 @

RX1DROffset=2,RXDelay=1,RX2DR=10

-> Set DL parameters using JoinAccept

U o o 1e

D o 812

U 3 o1e

D 3 812

Uu 2 o1e

D R2 10 10

u 7 o1e

125

500

125

500

125

500

125

14.6 7.82s - 0000 1 0
-30.0 ------ 1 0000 1 ©
14.6 2.65s - 0001 1 0
-30.0 ------ 1 0001 1 0
14.6 2.65s - 0002 1 0
-30.0 ------ 1 0002 1 0
14.6 3.44s - 0003 1 0

(2]

00 001U

- - 224U

00 224 U

00 001U

224 U

00 224U

224 U

00 224U

- - 224U

00 224 U

Dwell CMD
329 DataUp

82 ActivateTM

329 DIlCounter(®0)

72 TriggerJoinReq

370 Join-request

113 Join-accept

329 DataUp

288 ActivateTM

329 DIlCounter(®0)

288 EchoRequest

329 EchoResponse

82 EchoRequest

329 EchoResponse

CNTS
BytelLen=4

Cnt=0

Nonce=0x3964,

JoinNonce=45930A15,

BytelLen=4

Cnt=0

EchoLen=3

Echo PASS

EchoLen=3

Echo PASS



[Restore default DL parameters for next certification test]
D 7 812 500 -30.0 ------ 1 0003 1 © 0 - - 224U 288 TriggerJoinReq

U 5 010 125 14.6 REF - ---- 0@ @ - 0 - --- - 370 Join-request
Dev_EUI=0x0000000000000001

D 510 10 500 -30.0 ------ 5 ---- 0 © e -0 --- - 113 Join-accept
RX1DROffset=0,RXDelay=1,RX2DR=8

[TEST RESULT]

Nonce=0x3969,

JoinNonce=45930A16,

[VERDICT]
PASS

[ELAPSED TIME] 00:02:25

CERTI_ITEM_US_02_04_OTA_JOIN_ACCEPT_DELAY_SETTINGS

[ TEST PURPOSE ]

To verify the DUT successfully joins the network when a JoinAccept message is received
on RX2 in response to JoinRequest over 125kHz channels at Data Rate DRO,

or over 500kHz channels at Data Rate DR4

CERTI_ITEM US_02_04 OTA_JOIN_ACCEPT_DELAY_SETTINGS
[TEST DATE & TIME]
2021-10-11 13:22:41 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD
U 5 © 10 125 14.8 10.2s - 0000 1 0O - © 0 001U 329 DataUp

D 510 10 500 -30.0 ------ 1 0000 1 © o - - 224U 82 ActivateTM

[Join Accept with Delay Settings]

U 3 010 125 14.8 2.43s - 0001 1 © - 00 224U 329 DlCounter(9)
D 310 10 500 -30.0 ------ 1 0001 1 0 0 - - 224U 72 TriggerJoinReq
U 2 o010 125 14.8 REF - ---- 0 © - 0 - --- - 370 Join-request

Dev_EUI=0x0000000000000001

D 210 10 500 -30.0 ------ 5 ---- 0 0o e -0 --- - 113 Join-accept
RX1DROffset=0,RXDelay=2,RX2DR=8

-> Set Delay parameter using JoinAccept

U 5 010 125 14.7 10.3s - 0000 1 © - 00 o01U 329 DataUp
D 510 10 500 -30.0 ------ 2 0000 1 0 0 - - 224U 82 ActivateTM
U 4 010 125 14.8 3.43s - 0001 1 © - 00 224U 329 DIlCounter(Q)

D 410 10 500 -30.0 ------ 2 0001 1 o 0 - - 224U 82 EchoRequest

CNTS
BytelLen=4

Cnt=0

Nonce=0x0456,

JoinNonce=45930A08,

BytelLen=4

Cnt=0

EchoLen=3



U 6 010 125 14.8 3.43s - 0002 1 ©
DR2 8 12 500 -30.0 ------ 2 0002 1 0o
U 1 010 125 14.8 4.65s - 0003 1 ©

[Restore default Delay parameter for

D 110 10 500 -30.0 ------ 2 0003

U 3 010 125 14.8 REF - ----
Dev_EUI=0x0000000000000001

D 310 10 500 -30.0 ------ 5 ----
RX1DROffset=0,RXDelay=1,RX2DR=8

U 4 010 125 14.8 6.12s - 0000

[TEST RESULT]

1 0

1 0

(2]

00 224U

224 U

00 224U

next certification test]

224 U

00 001U

329 EchoResponse Echo PASS
288 EchoRequest EchoLen=3
329 EchoResponse Echo PASS

72 TriggerJoinReq

370 Join-request Nonce=0x0459,
113 Join-accept JoinNonce=45930A09,
329 DataUp BytelLen=4

[VERDICT]
PASS
[REASON]

DUT implemented the new delay settings correctly after processing JoinAccept

[ELAPSED TIME] 00:01:47

CERTI_ITEM_US_02_05_OTA_SUCCESSFUL_JOIN_RX2

[ TEST PURPOSE ]

To check that all channels configured are used by the DUT within 2*(number of channels configured)

uplink transmissions

(max. 128 packets for 125kHz channels and 16 for 500kHz channels)
CERTI_ITEM US_02_05 OTA_SUCCESSFUL_JOIN_RX2

[TEST DATE & TIME]
2021-10-11 13:24:29 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW
U 1 @10 125

14.8 7.38s - 0001

D 110 10 500 -30.0

[Successful Join on Receive Window 2]

U o 010 125 14.8 2.43s - 0002 1 ©
D 0 10 10 500 -30.0 ------ 1 0001 1 o
U 7 o 1e 125 14.7 REF - ---- 0 ©

Dev_EUI=0x0000000000000001

-> Got Join-request @ DRO

1 0

1 0000 1 0

(2]

Pow Time DEL FCNT Adr Ack FP AAR B Port M

00 001U

224 U

00 224U

Dwell CMD CNTS

329 DataUp BytelLen=4
82 ActivateTM

329 DIlCounter(®0) Cnt=0

72 TriggerJoinReq

370 Join-request Nonce=0x0460,



DR2 812 500 -30.0 ------ 5 ----
RX1DROffset=0,RXDelay=1,RX2DR=8

-> Send JoinAccept on RX2 channel
U 6 010 125 14.8 11.5s - 0000

D 610 10 500 -30.0 ------ 1 0000

U 1 010 125 14.8 2.43s - 0001

D 110 10 500 -30.0 ------ 1 o001

U 1 010 125 14.8 REF - ----
Dev_EUI=0x0000000000000001

Uues 4 8 500 14.8 REF - ----
Dev_EUI=0x0000000000000001

-> Got Join-request @ DR4
DR2 812 500 -30.0 ------ 5 ----
RX1DROffset=0,RXDelay=1,RX2DR=8

-> Send JoinAccept on RX2 channel
U6sd 4 8 500 14.8 7.98s - 0000

D 013 7 500 -30.0 ------ 1 0000

Uesd 4 8 500 14.8 2.05s - 0001

[Restore default parameters for next
D 013 7 500 -30.0 ------ 1 o001

U 4 010 125 14.8 REF - ----
Dev_EUI=0x0000000000000001

D 4 10 10 500 -30.0 ------ 5 ----
RX1DROffset=0,RXDelay=1,RX2DR=8

U 3 010 125 14.7 10.4s - 0000

[TEST RESULT]

@8 0 -8 ---- 452
10 - @0 e1U 329
10 @ -- 22U 82
10 - @@ 224U 329
10 @ -- 22U 72
e 0 - - ---- 370
60 - 0- ---- 28
60 © -0 ---- 452
10 - @0 eo1uU 23
10 @ -- 22U 11
10 - @0 22U 23

certification test]
1 0 0 - - 224U 10

10 - 00 001U 329

Join-accept

DataUp

ActivateTM

D1Counter(®0)

TriggerJoinReq

Join-request

Join-request

Join-accept

DataUp

ActivateTM

D1Counter(0)

TriggerJoinReq

Join-request

Join-accept

DataUp

JoinNonce=45930A0A,

BytelLen=4

Cnt=0

Nonce=0x046F,

Nonce=0x0470,

JoinNonce=45930A08B,

BytelLen=4

Cnt=0

Nonce=0x0481,

JoinNonce=45930A0C,

BytelLen=4

[VERDICT]
PASS
[REASON]

DUT successfully joined when receiving JoinAccept on RX2

[ELAPSED TIME] 00:06:59

3 Cert-Application Functionality

CERTI_ITEM_US_03_01_CHANNEL_PLAN_AND_USAGE




[ TEST PURPOSE ]

To verify that AES encryption and message integrity code algorithms

are correctly implemented by the DUT
CERTI_ITEM_ US_03_01 CHANNEL_PLAN_AND_USAGE

[TEST DATE & TIME]

2021-10-11 13:31:31 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
U 6 010 125 14.8 7.38s - 0001 1 © - 00 o01U 329 DataUp BytelLen=4
D 610 10 500 -30.0 ------ 1 0000 1 0 0 - - 224U 82 ActivateTM

[Channel Plan and Usage]
-> Wait max 16 packets to monitor channel usage

U 5 010 125 14.7 2.43s - 0002 1 © - 00 224U 329 DlCounter(®) Cnt=0
U 7 o010 125 14.7 7.38s - 0003 1 © - 00 224U 329 DlCounter(@) Cnt=0
U o 010 125 14.8 7.38s - 0004 1 © - 00 224U 329 DlCounter(®) Cnt=0
U 2 010 125 14.7 7.39s - 0005 1 © - 00 224U 329 DlCounter(9) Cnt=0
U 1 010 125 14.7 7.39s - 0006 1 © - 00 224U 329 DlCounter(®) Cnt=0
U o 010 125 14.7 7.38s - 0007 1 © - 00 224U 329 DlCounter(®) Cnt=0
U 1 010 125 14.8 7.38s - 0008 1 © - 00 224U 329 DlCounter(@) Cnt=0
U 7 ©10 125 14.7 7.39s - 0009 1 © - @00 224U 329 DlCounter(@) Cnt=0
U 3 010 125 14.7 7.39s - ©00A 1 © - 00 224U 329 DlCounter(9) Cnt=0
U 5 @010 125 14.7 7.38s - 000B 1 0 - @00 224U 329 DlCounter(@) Cnt=0
U 2 010 125 14.7 7.39s - @00C 1 0o - 00 224U 329 DlCounter(9) Cnt=0
U 6 010 125 14.7 7.39s - eeeD 1 0 - @00 224U 329 DlCounter(@) Cnt=0
U 4 010 125 14.7 7.39s - ©00E 1 0o - 00 224U 329 DlCounter(®) Cnt=0

-> Used all default channels

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT used all configured channels

[ELAPSED TIME] 00:01:37



CERTI_ITEM_US_03_02_CRYPTOGRAPHY_AES

[ TEST PURPOSE ]
To verify that AES encryption and message integrity code algorithms
are correctly implemented by the DUT
: CERTI_ITEM US_03_02_CRYPTOGRAPHY_ AES
[TEST DATE & TIME]
2021-10-11 13:33:09 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Cryptography - AES Encryption]
U 2 010 125 14.7 7.38s - ©00F 1 © - @0 224U 329 DlCounter(®) Cnt=0
D 210 10 500 -30.0 ------ 1 0001 1 o o - - 224U 72 EchoRequest EcholLen=1
U 6 010 125 14.7 2.42s - 0010 1 © - 00 224U 329 EchoResponse Echo PASS
D 610 10 500 -30.0 ------ 1 0002 1 o o - - 224U 72 EchoRequest EchoLen=2
U 7 ©10 125 14.7 2.42s - 0011 1 © - 00 224U 329 EchoResponse Echo PASS
D 7 10 10 500 -30.0 ------ 1 0003 1 o o - - 224U 82 EchoRequest EchoLen=3
U 4 010 125 14.7 2.43s - 0012 1 © - 00 224U 329 EchoResponse Echo PASS
D 410 10 500 -30.0 ------ 1 0004 1 0o 0 - - 224U 82 EchoRequest EchoLen=4
U o o010 125 14.8 2.43s - 0013 1 @ - 00 224U 329 EchoResponse Echo PASS
D 010 10 500 -30.0 ------ 1 0005 1 o 0 - - 224U 82 EchoRequest EchoLen=5
U 5 010 125 14.7 2.43s - 0014 1 © - 00 224U 329 EchoResponse Echo PASS
U 1 o010 125 14.7 7.39s - 0015 1 © - 00 224U 329 DlCounter(5) Cnt=5
[TEST RESULT]

[VERDICT]

PASS
[REASON]

DUT implemented AES encryption algorithm correctly

[ELAPSED TIME] 00:00:25

CERTI_ITEM_US_03_03_CRYPTOGRAPHY_MIC




[ TEST PURPOSE ]
To perform the Sufficient Receptions test for RX1 or RX2 window separately
and verify the reception failure rate does not exceed 5%
: CERTI_ITEM US_03_03_ CRYPTOGRAPHY MIC
[TEST DATE & TIME]
2021-10-11 13:33:36 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Cryptography - Message Integrity Code]
U 3 010 125 14.7 7.39s - 0016 1 © - @00 224U 329 DIlCounter(5) Cnt=5
D 310 10 500 -30.0 ------ 1 0006 1 © 0 - - 224U 82 EchoRequest Invalid MIC
U 2 o010 125 14.7 7.39s - 0017 1 © - 00 224U 329 DIlCounter(5) Cnt=5
D 210 10 500 -30.0 ------ 1 0007 1 0o 0 - - 224U 72 EchoRequest Invalid MIC
U © 010 125 14.8 7.39s - 0018 1 © - @0 224U 329 DIlCounter(5) Cnt=5
D 010 10 500 -30.0 ------ 1 0008 1 0 0 - - 224U 72 EchoRequest Invalid MIC
U 7 © 10 125 14.7 7.39s - 0019 1 © - @0 224U 329 DIlCounter(5) Cnt=5
D 7 10 10 500 -30.0 ------ 1 0009 1 0 0 - - 224U 82 EchoRequest Invalid MIC
U 1 o010 125 14.7 7.39s - ©01A 1 © - @00 224U 329 DIlCounter(5) Cnt=5
D 110 10 500 -30.0 ------ 1 000A 1 0 0 - - 224U 82 EchoRequest Invalid MIC
U 6 010 125 14.7 7.39s - ©001B 1 © - @0 224U 329 DIlCounter(5) Cnt=5
[TEST RESULT]

[VERDICT]

PASS
[REASON]

DUT did not answer to invalid MIC packets

[ELAPSED TIME] 00:00:42

CERTI_ITEM_US_03_04_DOWNLINK_ERROR_RATE

[ TEST PURPOSE ]
To verify the DUT properly receives downlink packets at both -20 and +20 microsecond
offsets from the nominal receive window location
: CERTI_ITEM US_03_04 DOWNLINK_ERROR_RATE
[TEST DATE & TIME]
2021-10-11 13:34:20 (UTC-4H)



[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Downlink Error Rate]

U 3 o010 125 14.7 7.39s - 001C 1 © - @0 224U 329 DlCounter(5) Cnt=5

D 310 10 500 -30.0 ------ 1 o000B 1 © o - - 224U 563 DataDown BytelLen=242

-> Start Sufficient Reception test on RX1 window, test 60-times
U 5 010 125 14.7 6.92s - 001D 1 © - @0 224U 329 DlCounter(6) Cnt=6

-> PER Testing 1 over 60

D 510 10 500 -30.0 ------ 1 e00C 1 o o - - 224U 563 DataDown BytelLen=242
U 4 010 125 14.7 6.92s - ©01E 1 © - 00 224U 329 DlCounter(7) Cnt=7

-> PER Testing 2 over 60

D 4 10 10 500 -30.0 ------ 1 e00D 1 o o - - 224U 563 DataDown BytelLen=242

U 6 010 125 14.7 6.92s - ©001F 1 @ - @00 224U 329 DIlCounter(8) Cnt=8

-> PER Testing 3 over 60

D 610 10 500 -30.0 ------ 1 000E 1 o 0 - - 224U 563 DataDown BytelLen=242
U 3 o010 125 14.7 6.92s - 0020 1 © - @00 224U 329 DlCounter(9) Cnt=9

-> PER Testing 4 over 60
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D R2 8 12 500

U 4 010 125

-> PER Testing 36 over

D R2 8 12 500

U 3 010 125

-> PER Testing 37 over

D R2 8 12 500

U 4 o010 125

-> PER Testing 38 over

D R2 8 12 500

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0
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-30.0
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-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

0076

0065

0077

0066

0078

0067

0079

0068

007A

0069

007B

006A

007C

006B

007D

006C

Q07E

006D

Q07F

©QO6E

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

698

D1Counter(95)

DataDown

D1Counter(96)

DataDown

D1Counter(97)

DataDown

D1Counter(98)

DataDown

D1lCounter(99)

DataDown

D1Counter(100)

DataDown

DlCounter(101)

DataDown

DlCounter(102)

DataDown

D1Counter(103)

DataDown

D1Counter(104)

DataDown

Cnt=95

BytelLen=53

Cnt=96

BytelLen=53

Cnt=97

BytelLen=53

Cnt=98

BytelLen=53

Cnt=99

Bytelen=53

Cnt=100

Bytelen=53

Cnt=101

BytelLen=53

Cnt=102

BytelLen=53

Cnt=103

Bytelen=53

Cnt=104

BytelLen=53



U 3 010 125

-> PER Testing 39 over

D R2 8 12 500

U 6 010 125

-> PER Testing 40 over

D R2 8 12 500

U 2 o010 125

-> PER Testing 41 over

D R2 8 12 500

U 5 010 125

-> PER Testing 42 over

D R2 8 12 500

U 1 010 125

-> PER Testing 43 over

D R2 8 12 500

U o o010 125

-> PER Testing 44 over

D R2 8 12 500

Uu 7 o010 125

-> PER Testing 45 over

D R2 8 12 500

U 5 o010 125

-> PER Testing 46 over

D R2 8 12 500

U 1 o010 125

-> PER Testing 47 over

D R2 8 12 500

u 7 o 10 125

-> PER Testing 48 over

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

-30.0

14.7

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

60

0080

Q06F

0081

0070

0082

0071

0083

0072

0084

0073

0085

0074

0086

0075

0087

0076

0088

0077

0089

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

D1Counter(105)

DataDown

D1Counter(106)

DataDown

D1Counter(107)

DataDown

D1Counter(108)

DataDown

D1Counter(109)

DataDown

D1Counter(110)

DataDown

DlCounter(111)

DataDown

DlCounter(112)

DataDown

D1lCounter(113)

DataDown

D1lCounter(114)

Cnt=105

BytelLen=53

Cnt=106

BytelLen=53

Cnt=107

BytelLen=53

Cnt=108

Bytelen=53

Cnt=109

Bytelen=53

Cnt=110

BytelLen=53

Cnt=111

BytelLen=53

Cnt=112

BytelLen=53

Cnt=113

Bytelen=53

Cnt=114



D R2 8 12 500 -30.0

U 4 010 125 14.7

-> PER Testing 49 over
DR2 8 12 500 -30.0

U 2 o010 125 14.7

-> PER Testing 50 over
D R2 8 12 500 -30.0

U 3 o010 125 14.7

-> PER Testing 51 over
D R2 8 12 500 -30.0

U 6 010 125 14.7

-> PER Testing 52 over
D R2 8 12 500 -30.0

U o o010 125 14.7

-> PER Testing 53 over
D R2 8 12 500 -30.0

U 6 010 125 14.7

-> PER Testing 54 over
D R2 8 12 500 -30.0

U o o010 125 14.7

-> PER Testing 55 over
D R2 8 12 500 -30.0

U 7 o010 125 14.7

-> PER Testing 56 over
D R2 8 12 500 -30.0

U 4 010 125 14.7

-> PER Testing 57 over

D R2 8 12 500 -30.0

U 3 o010 125 14.7

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

7.96s

0078

008A

0079

008B

007A

008C

007B

008D

007C

QO8E

007D

0Q08F

Q07E

0090

Q07F

0091

0080

0092

0081

0093

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

698

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

698

329

DataDown

D1Counter(115)

DataDown

D1Counter(116)

DataDown

D1lCounter(117)

DataDown

D1Counter(118)

DataDown

D1Counter(119)

DataDown

D1Counter(120)

DataDown

DlCounter(121)

DataDown

D1Counter(122)

DataDown

D1Counter(123)

DataDown

D1Counter(124)

BytelLen=53

Cnt=115

BytelLen=53

Cnt=116

BytelLen=53

Cnt=117

BytelLen=53

Cnt=118

Bytelen=53

Cnt=119

Bytelen=53

Cnt=120

BytelLen=53

Cnt=121

BytelLen=53

Cnt=122

Bytelen=53

Cnt=123

Bytelen=53

Cnt=124



-> PER Testing 58 over 60
DR2 812 500 -30.0 ------ 1 0082 1 o 0 - - 224U 698 DataDown ByteLen=53

U 1 010 125 14.8 7.96s - 0094 1 0o - 00 224U 329 DlCounter(125) Cnt=125

-> PER Testing 59 over 60
DR2 812 500 -30.0 ------ 1 0083 1 o o - - 224U 698 DataDown ByteLen=53

U 5 010 125 14.7 7.96s - 0095 1 © - 00 224U 329 DlCounter(126) Cnt=126

-> PER Testing 60 over 60

DR2 8 12 500 -30.0 ------ 1 0084 1 0o 0 - - 224U 698 DataDown BytelLen=53
U 2 0 10 125 14.7 7.96s - 0096 1 0O - 00 224 U 329 DIlCounter(127) Cnt=127
[TEST RESULT]
[VERDICT]
PASS
[REASON]

RX1 PER: 0.000, RX2 PER: 0.000 (Criteria:PER<=0.05)

[ELAPSED TIME] 00:15:13

CERTI_ITEM_US_03_05_DOWNLINK_WINDOW_TIMING

[ TEST PURPOSE ]

To verify the DUT properly handles the frame sequence numbers that are used

to prevent replay attacks on the communication;

To verify consecutive uplink packets have incrementing sequence numbers
CERTI_ITEM_US_03_05 DOWNLINK_WINDOW_TIMING

[TEST DATE & TIME]

2021-10-11 13:49:35 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Downlink Window Timing]

U o o010 125 14.7 7.38s - 0097 1 © - 00 224 U 329 DIlCounter(127) Cnt=127

D 010 10 500 -30.0 ------ 1 0085 1 o 0 - - 224U 82 EchoRequest EchoLen=3

-> Send EchoRequest with +20us time offset on RX1 channel

U 1 010 125 14.7 2.43s - 0098 1 0 - 00 224U 329 EchoResponse Echo PASS
U 4 010 125 14.7 7.38s - 0099 1 0 - 00 224U 329 DlCounter(128) Cnt=128
DR2 8 12 500 -30.0 ------ 1 008 1 © 0 - - 224U 288 EchoRequest EcholLen=3

-> Send EchoRequest with +20us time offset on RX2 channel
U 5 010 125 14.7 3.64s - ©09A 1 © - 00 224U 329 EchoResponse Echo PASS



U 7 010 125 14.7 7.38s - 0098 1 © - 00 224U 329 DIlCounter(129) Cnt=129

D 7 10 10 500 -30.0 ------ 1 0087 1 © 0 - - 224U 82 EchoRequest EchoLen=3

-> Send EchoRequest with -20us time offset on RX1 channel

U 2 010 125 14.7 2.43s - ©09C 1 0o - 00 224U 329 EchoResponse Echo PASS
U 6 010 125 14.8 7.38s - 009D 1 © - 00 224U 329 DlCounter(130) Cnt=130
DR2 8 12 500 -30.0 ------ 1 0088 1 0 0 - - 224U 288 EchoRequest EcholLen=3

-> Send EchoRequest with -20us time offset on RX2 channel
U 3 010 125 14.7 3.65s - ©09E 1 0 - 00 224U 329 EchoResponse Echo PASS

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT correctly received packets at timing offsets from the nominal RX window

[ELAPSED TIME] 00:00:38

CERTI_ITEM_US_03_06_UPLINK_SEQUENCE_NUMBER

[ TEST PURPOSE ]

To verify the DUT properly handles the frame sequence numbers that are used

to prevent replay attacks on the communication;

To verify the DUT accepts packets whose sequence numbers are greater than its current,
internal downlink counter value by less than or equal to the MAX_FCNT_GAP

: CERTI_ITEM_US 03 06_UPLINK_SEQUENCE_NUMBER

[TEST DATE & TIME]

2021-10-11 13:50:16 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Uplink Sequence Number]
U 6 010 125 14.7 7.38s - ©09F 1 © - 00 224U 329 DlCounter(131) Cnt=131
U 4 o010 125 14.7 7.38s - 00A0 1 © - 00 224U 329 DlCounter(131) Cnt=131
[TEST RESULT]

[VERDICT]

PASS
[REASON]

DUT increased FCntUp correctly



[ELAPSED TIME] 00:00:13

CERTI_ITEM_US_03_07_DOWNLINK_SEQUENCE

[ TEST PURPOSE ]
To verify the DUT properly handles the frame sequence numbers that are used
to prevent replay attacks on the communication;
To verify the DUT accepts downlinks with sequence numbers beyond a 16-bit roll-over
boundary that remain within the MAX_FCNT_GAP
: CERTI_ITEM_US_©3 07 DOWNLINK_SEQUENCE
[TEST DATE & TIME]
2021-10-11 13:50:30 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Downlink Sequence Number]

U 5 @10 125 14.7 7.38s - ©0A1 1 © - 00 224 U 329 DIlCounter(131) Cnt=131
D 510 10 500 -30.0 ------ 1 0089 1 © e - - 224U 82 DataDown BytelLen=8
U 7 o 10 125 14.7 6.41s - ©0A2 1 © - 00 224 U 329 DIlCounter(132) Cnt=132

-> Send DL packet with decreased FCnt(-4)

D 7 10 10 500 -30.0 ------ 1 0086 1 © 0 - - 224U 82 DataDown BytelLen=8
U 2 010 125 14.7 7.38s - ©0A3 1 © - @0 224U 329 DIlCounter(132) Cnt=132
D 210 10 500 -30.0 ------ 1 0087 1 © e - - 224U 82 DataDown BytelLen=8
U 3 010 125 14.7 7.38s - ©0A4 1 © - @0 224U 329 DIlCounter(132) Cnt=132
D 310 10 500 -30.0 ------ 1 0088 1 o o - - 224U 82 DataDown ByteLen=8
U © 010 125 14.7 7.38s - ©0A5 1 © - @0 224U 329 DIlCounter(132) Cnt=132
D 010 10 500 -30.0 ------ 1 0089 1 o o - - 224U 82 DataDown ByteLen=8
U 1 o010 125 14.7 7.38s - ©0A6 1 © - @0 224U 329 DIlCounter(132) Cnt=132
D 110 10 500 -30.0 ------ 1 ©008A 1 © 0 - - 224U 82 DataDown BytelLen=8
U 3 010 125 14.7 6.42s - ©0A7 1 © - @00 224U 329 DIlCounter(133) Cnt=133

-> Send DL packets with increased FCnt within MAX_FCNT_GAP

D 310 10 500 -30.90 ------ 1 009A 1 o 0 - - 224U 82 DataDown BytelLen=8
U 4 010 125 14.7 6.41s - ©0A8 1 © - 00 224U 329 DlCounter(134) Cnt=134
D 4 10 10 500 -30.0 ------ 1 00BA 1 o 0 - - 224U 82 DataDown BytelLen=8

U © 010 125 14.7 6.42s - ©0A9 1 © - 00 224U 329 DIlCounter(135) Cnt=135



D 010 10 500 -30.0 ------ 1 ©00FA 1 o e - - 224U 82 Databown BytelLen=8

U 2 010 125 14.7 6.42s - O0AA 1 © - 00 224U 329 DIlCounter(136) Cnt=136
D 210 10 500 -30.0 ------ 1 017A 1 o 0 - - 224U 82 DataDown ByteLen=8
U 1 o010 125 14.7 6.42s - ©0AB 1 © - 00 224U 329 DlCounter(137) Cnt=137
D 110 10 500 -30.0 ------ 1 027A 1 o e - - 224U 82 DataDown BytelLen=8
U 6 010 125 14.7 6.42s - OOAC 1 © - 00 224U 329 DIlCounter(138) Cnt=138
D 610 10 500 -30.0 ------ 1 047A 1 o e - - 224U 82 DataDown BytelLen=8
U 5 010 125 14.7 6.41s - ©0AD 1 © - 00 224U 329 DlCounter(139) Cnt=139
D 510 10 500 -30.0 ------ 1 087A 1 o 0 - - 224U 82 DataDown BytelLen=8
U 7 010 125 14.7 6.41s - OOAE 1 © - 00 224U 329 DlCounter(140) Cnt=140
D 7 10 10 500 -30.0 ------ 1 107A 1 o 0 - - 224U 82 DataDown BytelLen=8
U 6 010 125 14.7 6.42s - OOAF 1 © - 00 224U 329 DIlCounter(141) Cnt=141
D 610 10 500 -30.0 ------ 1 207A 1 o o - - 224U 82 DataDown ByteLen=8
U 7 o 10 125 14.7 6.42s - 0©00B0 1 © - 00 224U 329 DIlCounter(142) Cnt=142
D 7 10 10 500 -30.0 ------ 1 407A 1 o 0 - - 224U 82 DataDown ByteLen=8
U 4 010 125 14.7 6.42s - ©00B1 1 0 - 00 224 U 329 DlCounter(143) Cnt=143

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT handled various FCntDown values correctly

[ELAPSED TIME] 00:01:52

CERTI_ITEM_US_03_08_DOWNLINK_SEQUENCE_ROLLOVER

[ TEST PURPOSE ]

To verify that the DUT properly handles confirmed frames as both the sender
(uplinks) and receiver (downlinks);

To verify all subsequent uplinks from the DUT are message type ConfirmedUp
after the DUT receives 0x02 command



CERTI_ITEM_US_63_08_DOWNLINK_SEQUENCE_ROLLOVER
[TEST DATE & TIME]

2021-10-11 13:52:24 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW

[Downlink Sequence Number Rollover]

U 5 o010 125

-> Send
D 5 10

-> Send
4 10

DL
10

10

10

10

10

10

10

10

10

10

10

10

DL
10

10

10

10

10

10

10

10

10

10

packets until

14.7 7.38s -

00B2 1 ©

00

Pow Time DEL FCNT Adr Ack FP AAR B Port M

224 U

Dwell

329

FCntDown becomes more than or equal 57343

500 -30.0 ------ 1 407B 1 ©
125 14.7 6.41s - ©@0B3 1 ©
500 -30.0 ------ 1 607C 1 o
125 14.7 6.41s - ©00B4 1 ©
500 -30.0 ------ 1 87D 1 o
125 14.7 6.42s - ©0B5 1 ©
500 -30.0 ------ 1 AG7E 1 o
125 14.7 6.42s - 00B6 1 ©
500 -30.0 ------ 1 Co7F 1 o
125 14.7 6.41s - ©@0B7 1 ©
500 -30.0 ------ 1 E080 1 o
125 14.7 6.41s - ©0B8 1 ©
packet with FCntDown as 65536

500 -30.0 ------ 1 0000 1 o
125 14.7 6.41s - ©@0B9 1 ©
500 -30.0 ------ 1 e07C 1 o
125 14.7 6.41s - ©0BA 1 ©
500 -30.0 ------ 1 00F8 1 o
125 14.7 7.38s - ©@0BB 1 ©
500 -30.0 ------ 1 ©00F9 1 ©
125 14.7 6.41s - ©@0BC 1 ©
500 -30.0 ------ 1 0175 1 ©
125 14.7 6.41s - ©@0BD 1 ©

(2]

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

224 U

82

329

82

329

82

329

82

329

82

329

82

329

82

329

82

329

82

329

82

329

82

329

CMD

D1Counter(143)

DataDown

D1Counter(144)

DataDown

D1Counter(145)

DataDown

D1lCounter(146)

DataDown

D1lCounter(147)

DataDown

D1Counter(148)

DataDown

D1Counter(149)

DataDown

D1Counter(150)

DataDown

D1Counter(151)

DataDown

D1Counter(151)

DataDown

D1Counter(152)

DataDown

D1Counter(153)

CNTS

Cnt=143

BytelLen=8

Cnt=144

BytelLen=8

Cnt=145

BytelLen=8

Cnt=146

BytelLen=8

Cnt=147

BytelLen=8

Cnt=148

BytelLen=8

Cnt=149

BytelLen=8

Cnt=150

BytelLen=8

Cnt=151

BytelLen=8

Cnt=151

BytelLen=8

Cnt=152

BytelLen=8

Cnt=153



D 610 10 500 -30.0 ------ 1 01F1 1 o e - - 224U 82 DataDown BytelLen=8

U 5 010 125 14.7 6.41s - ©0BE 1 © - 00 224U 329 DlCounter(154) Cnt=154

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT handled the FCntDown value beyond a 16bit roll-over boundary correctly

[ELAPSED TIME] 00:01:24

4 Confirmed Frames

| CERTI_ITEM_US_04_01_CONFIRMED_UPLINKS

[ TEST PURPOSE ]

To verify that the DUT properly handles confirmed frames as both the sender
(uplinks)and receiver (downlinks);

To verify that the DUT retransmits the same packet with the same sequence number
when a confirmed uplink from the DUT is not acknowledged

: CERTI_ITEM_US_04 01 CONFIRMED_UPLINKS

[TEST DATE & TIME]

2021-10-11 13:53:49 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Confirmed Uplinks]

U @ 010 125 14.7 7.38s - ©OBF 1 © - 00 224 U 329 DIlCounter(154) Cnt=154
D 010 10 500 -30.0 ------ 1 01F2 1 o 0 - - 224U 72 ConfirmedFrame

U 6 010 125 14.7 6.40s - ©0C6 1 0O - 00 224 C 329 DIlCounter(155) Cnt=155
D 610 10 500 -30.0 ------ 1 01F3 1 1 0 - - 224U 72 ConfirmedFrame

U 5 @10 125 14.7 6.40s - ©00C1 1 © - 00 224 C 329 DIlCounter(156) Cnt=156
D 510 10 500 -30.0 ------ 1 01F4 1 1 o - - 224U 72 ConfirmedFrame

U 4 o010 125 14.7 6.40s - 00C2 1 © - @80 224C 329 DIlCounter(157) Cnt=157
D 410 10 500 -30.0 ------ 1 01F5 1 1 o - - 224U 72 UnconfirmedFrame

U 1 o010 125 14.7 6.40s - 00C3 1 © - 00 224U 329 DIlCounter(158) Cnt=158

[TEST RESULT]



[VERDICT]
PASS
[REASON]
DUT correctly sent confirmed frames after receiving 0x02 command

[ELAPSED TIME] 00:00:31

CERTI_ITEM_US_04_02_CONFIRMED_UPLINK_RETRANSMIT

[ TEST PURPOSE ]
To verify that the DUT properly handles confirmed frames as both the sender
(uplinks)and receiver (downlinks);
To verify the DUT sets the ACK bit in the subsequent uplink after it receives
a ConfirmedDown packet
CERTI_ITEM US_@4 02 CONFIRMED_ UPLINK_RETRANSMIT
[TEST DATE & TIME]
2021-10-11 13:54:22 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Confirmed Uplink Retransmission]

U 3 o010 125 14.7 7.38s - 00C4 1 © - 00 224U 329 DlCounter(158) Cnt=158
D 310 10 500 -30.0 ------ 1 01F6 1 o 0 - - 224U 72 ConfirmedFrame

U 2 010 125 14.7 6.40s - 00C5 1 © - 80 224C 329 DlCounter(159) Cnt=159
U 7 ©10 125 14.7 4.13s - 00C5 1 © - @0 224cC 329 DIlCounter(159) Cnt=159
D 7 10 10 500 -30.0 ------ 1 01F7 1 1 o -- ---U 72 NoPayload

U 5 010 125 14.7 6.40s - 00C6 1 © - 00 224C 329 DlCounter(160) Cnt=160
D 510 10 500 -30.0 ------ 1 01F8 1 1 0 - - 224U 72 ConfirmedFrame

U 2 010 125 14.7 6.40s - 00C7 1 © - 00 224C 329 DlCounter(161) Cnt=161
U o 010 125 14.7 3.40s - 00C7 1 © - @0 224cC 329 DIlCounter(161) Cnt=161
U 1 o010 125 14.7 4.80s - 00C7 1 © - 00 224C 329 DlCounter(161) Cnt=161
U 3 o010 125 14.7 3.29s - 00C7 1 © - @80 224C 329 DlCounter(161) Cnt=161
U 4 o010 125 14.7 4.72s - 00C7 1 © - 00 224C 329 DlCounter(161) Cnt=161
U 6 010 125 14.7 2.74s - 00C7 1 © - 00 224 C 329 DlCounter(161) Cnt=161
U 7 o010 125 14.6 4.35s - 00C7 1 © - 00 224C 329 DlCounter(161) Cnt=161

U 2 010 125 14.7 2.68s - ©00C7 1 © - 00 224 C 329 DlCounter(161) Cnt=161



->DUT retransmitted the same packet when not acked (Rtr num=7)

U 6 010 125 14.7 7.39s - 00C8 1 © - 00 224 C 329 DIlCounter(161) Cnt=161
D 610 10 500 -30.0 ------ 1 01F9 1 1 0 - - 224U 72 UnconfirmedFrame
U 3 @010 125 14.7 6.41s - ©00C9 1 © - 00 224U 329 DIlCounter(162) Cnt=162
[TEST RESULT]
[VERDICT]
PASS
[REASON]

DUT did not retransmit the acked packet

[ELAPSED TIME] 00:01:09

CERTI_ITEM_US_04_03_CONFIRMED_DOWNLINK

[ TEST PURPOSE ]

To verify that the DUT properly handles confirmed frames as both the sender
(uplinks)and receiver (downlinks);

To verify the DUT acknowledges the retransmission of the confirmed downlink
: CERTI_ITEM US_04_ @3 CONFIRMED DOWNLINK

[TEST DATE & TIME]

2021-10-11 13:55:33 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Confirmed Downlinks]

U 7 o010 125 14.7 7.39s - ©0CA 1 © - 00 224U 329 DlCounter(162) Cnt=162
D 7 10 10 500 -30.0 ------ 1 O1FA 1 o 0 - - 224 ¢C 72 ConfirmedFrame

U 4 010 125 14.7 1.87s - ©00CB 1 1 - 890 ---U 288 NoPayload

-> ACK bit is set to 1
U @ 010 125 14.7 4.54s - 00CC 1 © - 00 224 C 329 DlCounter(163) Cnt=163

-> ACK bit is set to 1

D 010 10 500 -30.0 ------ 1 01FB 1 1 @ - - 224U 72 UnconfirmedFrame
U 5 @10 125 14.7 6.41s - @oCD 1 © - © 0 224U 329 DlCounter(164) Cnt=164
[TEST RESULT]
[VERDICT]
PASS
[REASON]

DUT set the ACK bit after receiving a ConfirmedDown packet



[ELAPSED TIME] 00:00:19

CERTI_ITEM_US_04_04_CONFIRMED_DOWNLINK_RETRANSMIT

[ TEST PURPOSE ]
To validate the DUT's implementation of DevStatusReq MAC command processing
and the associated functional areas
: CERTI_ITEM US_04 04 CONFIRMED DOWNLINK_ RETRANSMIT
[TEST DATE & TIME]
2021-10-11 13:55:54 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Confirmed Downlinks Retransmission]

U 3 @10 125 14.7 14.8s - ©OCF 1 © - 00 224 U 329 DIlCounter(164) Cnt=164
D 310 10 500 -30.0 ------ 1 01FC 1 o 0 - - 224 C 72 UnconfirmedFrame

U @ 0 10 125 14.7 1.87s - ©ebo 1 1 - 00 ---U 288 NoPayload

U 1 o0 10 125 14.7 4.54s - ©eD1 1 © - 00 224 U 329 DIlCounter(165) Cnt=165
D 110 10 500 -30.0 ------ 1 ©1FC 1 o 0 - - 224 C 72 UnconfirmedFrame

U 5 @10 125 14.7 2.85s - D2 1 1 - 00 ---U 288 NoPayload

-> Sent a downlink packet with the same FCnt as retransmission
U 2 o010 125 14.7 4.54s - ©00D3 1 © - 00 224U 329 DlCounter(165) Cnt=165

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT acknowledged the retransmission of the ConfirmedDown

[ELAPSED TIME] 00:00:26

5 Device Status Request

CERTI_ITEM_US_05_01_DEVICE_STATUS_REQUEST

[ TEST PURPOSE ]
To validate the DUT's implementation of NewChannelReq MAC command processing
addition and removal of a channel or multiple channels



: CERTI_ITEM_US_@5_ 01 DEVICE_STATUS_REQUEST
[TEST DATE & TIME]
2021-10-11 13:56:22 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW
[Device Status Request]

Pow Time DEL FCNT Adr Ack FP AAR B Port M

224 U

000 U

000 U

Dwell CMD

329

D1Counter(165)

72 DevStatusReq

329

DevStatusAns

CNTS

Cnt=165

Battery=255, SNR=6

U 7 © 10 125 14.7 7.38s - ©oD4 1 0 - 00
D 7 10 10 500 -30.0 ------ 1 O1FD 1 o 0 - -
U 4 0 10 125 14.7 1.91s - ©eD5 1 o - 0 0
[TEST RESULT]
[VERDICT]
PASS
[REASON]

DUT sent DevStatusAns correctly

[ELAPSED TIME] 00:00:08

6 New Channel Request

CERTI_ITEM_US_06_01_NEW_CHANNEL_REQUEST

[ TEST PURPOSE ]

To validate the DUT's implementation of RXParamSetupReq MAC command processing
to configure new RX1DRoffset, RX2DataRate and RX2Frequency

: CERTI_ITEM_US_06_01 NEW_CHANNEL_REQUEST
[TEST DATE & TIME]
2021-10-11 13:56:31 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW

Pow Time DEL FCNT Adr Ack FP AAR B Port M

U 6 0 10 125 14.7 4.50s - ©00D6 1 © - 00 224U

[New Channel Request]

U 3 @10 125 14.7 7.38s - ©eD7 1 © - 00 224 U

D 310 10 500 -30.0 ------ 1 O©1FE 1 o ] - - 000 U
f[40]=910.3000,MaxDR=5,MinDR=0

U 5 @10 125 14.6 6.41s - ©eD8 1 © - 00 224 U

D 510 10 500 -30.0 ------ 1 O©1FF 1 o ] - - 000 U
f[40]=910.3000,MaxDR=5,MinDR=0

U 6 010 125 14.7 6.42s - ©0D9 1 © - 00 224 U

D 610 106 500 -30.0 ------ 1 0200 1 © 0 - - 000 U

f[40]=910.3000,MaxDR=5,MinDR=0

Dwell CMD

329

329

82

329

82

329

82

D1Counter(166)

D1Counter(166)

NewChannelReq

D1Counter(167)

NewChannelReq

D1Counter(168)

NewChannelReq

CNTS
Cnt=166

Cnt=166

Cnt=167

Cnt=168



f[40]=910

f[40]=910

f[41]=910

f[42]=910

f[40]=910

f[41]=910

f[42]=910

f[40]=910

U 7 010 125 14.7 6.42s - ©0DA 1 0o - 00 224U

D 7 10 10 500 -30.0 ------ 1 0201 1 o 0 - - 000U
.3000,MaxDR=5,MinDR=0

-> attempts to add a new channel

U 2 010 125 14.7 6.42s - ©eDB 1 © - 00 224U
U 4 010 125 14.7 7.38s - eebC 1 o - 00 224U
D 41010 500 -30.0------ 1 0202 1 © 0 -- 000U

U 1 010 125 14.7 6.41s - eebbD 1 © - 00 224U

D 11010 500 -30.0------ 1 0203 1 © 0 -

000 U

U o 010 125 14.7 6.41s - ©ODE 1 © - 00 224U

D 01010 500 -30.0------ 1 0204 1 © 0 -- 000U

U 1 010 125 14.7 6.42s - ©0DF 1 0o - 00 224U

D 11010 500 -30.0------ 1 0205 1 o 0 - 000 U

-> attempts to remove a std. channel

U 7 ©10 125 14.6 6.41s - ©0E0 1 © - 00 224U
U 4 010 125 14.7 7.39s - 0©0E1 1 0o - 00 224U
D 4 10 106 500 -30.0 ------ 1 0206 1 © o - - 000U

.3000,MaxDR=5,MinDR=0

.5000,MaxDR=5,MinDR=0

.7000,MaxDR=5,MinDR=0
U 5 010 125 14.7 6.44s - O0E2 1 © - 00 224U
D 510 10 500 -30.0 ------ 1 0207 1 © 0 - - 000U

.3000,MaxDR=5,MinDR=0

.5000,MaxDR=5,MinDR=0

.7000,MaxDR=5,MinDR=0
U 2 @10 125 14.7 6.44s - ©0E3 1 © - © 0 224 U
D 210 10 500 -30.0 ------ 1 0208 1 08 © - - 000U

.3000,MaxDR=5,MinDR=0

329 DIlCounter(169)

82 NewChannelReq

329 DIlCounter(179)

329 DIlCounter(170)

82 NewChannelReq

329 DIlCounter(171)

82 NewChannelReq

329 DlCounter(172)

82 NewChannelReq

329 DlCounter(173)

82 NewChannelReq

329 DlCounter(174)

329 DIlCounter(174)

102 NewChannelReq

NewChannelReq

NewChannelReq

329 DIlCounter(175)

102 NewChannelReq

NewChannelReq

NewChannelReq

329 DIlCounter(176)

102 NewChannelReq

NewChannelReq

Cnt=169

Cnt=170

Cnt=170

f[40]=0.0000,MaxDR=5,MinDR=0

Cnt=171

f[40]=0.0000,MaxDR=5,MinDR=0

Cnt=172

f[40]=0.0000,MaxDR=5,MinDR=0

Cnt=173

f[40]=0.0000,MaxDR=5,MinDR=0

Cnt=174

Cnt=174

Cnt=175

Cnt=176



£[41]=910.5000,MaxDR=5,MinDR=0

f[42]=910.7000,MaxDR=5,MinDR=0

U 3 010 125 14.7 6.44s - ©0E4 1 ©

D 310 10 500 -30.0 ------ 1 0209 1 ©
£[40]=910.3000,MaxDR=5,MinDR=0
£[41]=910.5000,MaxDR=5,MinDR=0
£[42]=910.70008,MaxDR=5,MinDR=0
£[42]=910.7000,MaxDR=5,MinDR=0

U 6 010 125 14.7 6.44s - ©8E5 1 ©

U @ 010 125 14.7 7.38s - ©8E6 1 ©

D 01010 500 -30.0------ 1 0204 1 ©

U 2 010 125 14.7 6.44s - ©BE7 1 ©

D 21010 500 -30.0------ 1 0208 1 ©

U 6 ©10 125 14.7 6.44s - QOE8 1 @

D 61010 500 -30.0------ 1 e20C 1 ©

U 5 @10 125 14.7 6.44s - QOE9 1 @

D 51010 500 -30.0------ 1 e20D 1 ©

0

0

(2]

(2]

(2]

00 224U

- 000 U

00 224U

00 224 U

00U

00 224 U

000U

00 224U

000U

00 224 U

oo U

NewChannelReq

329 DIlCounter(177)

102 NewChannelReq

NewChannelReq

NewChannelReq

NewChannelReq

329 DlCounter(178)

329 DIlCounter(178)

102 NewChannelReq

NewChannelReq

NewChannelReq

329 DIlCounter(179)

102 NewChannelReq

NewChannelReq

NewChannelReq

329 DIlCounter(189)

102 NewChannelReq

NewChannelReq

NewChannelReq

329 DIlCounter(181)

102 NewChannelReq

NewChannelReq

NewChannelReq

NewChannelReq

Cnt=177

Cnt=178

Cnt=178

f[40]=0.0000,MaxDR=5,MinDR=0

f[41]=0.0000,MaxDR=5,MinDR=0

£[42]=0.0000,MaxDR=5,MinDR=0

Cnt=179

f[40]=0.0000,MaxDR=5,MinDR=0

f[41]=0.0000,MaxDR=5,MinDR=0

f[42]=0.0000,MaxDR=5,MinDR=0

Cnt=180

f[40]=0.0000,MaxDR=5,MinDR=0

f[41]=0.0000,MaxDR=5,MinDR=0

f[42]=0.0000,MaxDR=5,MinDR=0

Cnt=181

f[40]=0.0000,MaxDR=5,MinDR=0

£[41]=0.0000,MaxDR=5,MinDR=0

f[42]=0.0000,MaxDR=5,MinDR=0

£[42]=0.0000,MaxDR=5,MinDR=0



U 4 010 125 14.7 6.44s - 0©OEA 1 0o - 00 224U 329 DlCounter(182) Cnt=182

U 7 010 125 14.7 7.39s - ©0EB 1 © - 00 224U 329 DlCounter(182) Cnt=182

[TEST RESULT]

[VERDICT]
PASS
[REASON]

DUT implemented NewChannelReq command correctly

[ELAPSED TIME] 00:02:21

7 RX Parameter Setup Request

CERTI_ITEM_US_07_01_RX_PARAM_SETUP_REQ

[ TEST PURPOSE ]

To validate the DUT's implementation of RXTimingSetupReq MAC command processing

to change the timing of the reception windows
CERTI_ITEM_US_07_01 RX_PARAM SETUP_REQ

[TEST DATE & TIME]

2021-10-11 13:58:55 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[RX Parameter Setup Request]

U 3 o010 125 14.7 7.39s - @QEC 1 @ - 00 224U 329 DlCounter(182) Cnt=182
D 310 10 500 -30.0 ------ 1 020E 1 o 0 - - 000U 82 RXParamSetReq

RX1DROffset=1,RX2DR=8,RX2FREQ=923.9000

U 1 010 125 14.7 1.92s- ©0ED 1 © - 00 000U 329 RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1
U o 010 125 14.7 4.50s- OQEE 1 0o - 00 224U 329 {RXParamSetAns} RX1DROffset=1, RX2DR=1, CH=1
U 7 @10 125 14.7 7.38s- OQOEF 1 0 - 00 224U 329 {RXParamSetAns} RX1DROffset=1, RX2DR=1, CH=1

-> EndDevice should retransmit RxParamSetupAns until getting a downlink packet

D 7 911 500 -30.0 ------ 1 ©020F 1 © 0 - - 224U 164 EchoRequest EchoLen=3
U 2 © 10 125 14.7 2.50s - ©0F0 1 © - @0 224U 329 EchoResponse Echo PASS
DR2 8 12 500 -30.0 ------ 1 0210 1 o e - - 224U 288 EchoRequest EchoLen=3
U 3 010 125 14.7 3.65s - ©0F1 1 © - @0 224U 329 EchoResponse Echo PASS
D 3 911 500 -30.0 ------ 1 0211 1 o e - - 000U 164 RXParamSetReq

RX1DROffset=0,RX2DR=8,RX2FREQ=923.3000



->Restore default RxParams

U 1 o010 125 14.7 1.99s- 00F2 1 © - 00 000U 329 RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1
D 110 10 500 -30.0 ------ 1 0212 1 o o - - 224U 72 UnconfirmedFrame
U 5 010 125 14.7 4.49s - ©00F3 1 © - @0 224U 329 DlCounter(187) Cnt=187
D 510 10 500 -30.0 ------ 1 0213 1 o o - - 224U 82 EchoRequest EchoLen=3
U 6 010 125 14.7 2.43s - ©0F4 1 0 - 00 224U 329 EchoResponse Echo PASS
DR2 812 500 -30.0 ------ 1 0214 1 o o - - 224U 288 EchoRequest EchoLen=3
U @ 010 125 14.7 3.65s - ©OF5 1 © - 00 224U 329 EchoResponse Echo PASS
[TEST RESULT]

[VERDICT]

PASS
[REASON]

DUT implemented RXParamSetupReq command correctly

[ELAPSED TIME] 00:00:39

8 RX Timing Setup Request

CERTI_ITEM_US_08_01_RX_TIMING_SETUP_REQ

[ TEST PURPOSE ]

validate the DUT's implementation of LinkADRReq command MAC command processing

To verify all uplink frames have the ADR bit set to 1 while the cert-application is active
CERTI_ITEM US_08_01 RX_TIMING_SETUP_REQ

[TEST DATE & TIME]

2021-10-11 13:59:36 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS

[RX Timing Setup Request]

U 4 010 125 14.7 7.38s - 0Q0F6 1 © - @0 224U 329 DIlCounter(189) Cnt=189

D 410 10 500 -30.0 ------ 1 0215 1 0 0 - - 000U 72 RXTimingSetReq RXDelay=2
U 5 010 125 14.6 1.87s - ©@0F7 1 © - 00 000U 288 RXTimingSetAns

U 2 010 125 14.7 4.54s - ©OF8 1 © - 00 224 U 329 {RXTimingSetAns}

U 6 © 10 125 14.7 8.38s - ©@OF9 1 © - @0 224U 329 {RXTimingSetAns}

-> EndDevice should retransmit RxTimingSetupAns until getting a downlink packet



D 610 10 500 -30.0 ------ 2 0216 1 © 0 - - 224U 82 EchoRequest EchoLen=3

U 1 o010 125 14.7 3.43s - 0QOFA 1 © - 00 224U 329 EchoResponse Echo PASS
DR2 812 500 -30.0 ------ 2 0217 1 0 0 - - 224U 288 EchoRequest EchoLen=3
U 0 010 125 14.7 4.64s - OOFB 1 © - 00 224U 329 EchoResponse Echo PASS
D 010 10 500 -30.0 ------ 2 0218 1 o 0 - - 000U 72 RXTimingSetReq RXDelay=1

->Restore default RXTiming

U 4 o010 125 14.7 2.87s - QOFC 1 © - 00 000U 288 RXTimingSetAns
D 410 10 500 -30.0 ------ 1 0219 1 o 0 - - 224U 82 EchoRequest EchoLen=3
U 7 010 125 14.6 4.54s - ©OFD 1 © - 00 224U 329 EchoResponse Echo PASS
DR2 812 500 -30.0 ------ 1 021A 1 o 0 - - 224U 288 EchoRequest EchoLen=3
U 3 010 125 14.7 3.65s - OOFE 1 o - 00 224U 329 EchoResponse Echo PASS
[TEST RESULT]

[VERDICT]

PASS
[REASON]

DUT implemented RXTimingSetupReq command correctly

[ELAPSED TIME] 00:00:38

9 Link ADR Request

| CERTI_ITEM_US_09_01_ADR_BIT

[ TEST PURPOSE ]

To validate the DUT's implementation of LinkADRReq command MAC command processing

To validate that the DUT handles the TX output power indicated in the LinkADRReqcommand
as an upper-1limit (i.e. allowed maximum)

and test LinkADRReq commands with Tx power within and outside the range

: CERTI_ITEM US_09 @1 ADR_BIT

[TEST DATE & TIME]

2021-10-11 14:00:16 (UTC-4H)

[LINK MESSAGE]

L CHDR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[ADR Bit]
U e @10 125 14.7 7.385 - @9FF 1 © - © @ 224U 329 DICounter(195) Cnt=195

[TEST RESULT]



[VERDICT]
PASS
[REASON]
DUT set ADR bit to 1

[ELAPSED TIME] 00:00:07

CERTI_ITEM_US_09_02_TX_POWER

[ TEST PURPOSE ]

To validate the DUT's implementation of LinkADRReq command MAC command processing

To validate the DUT's correct implementation NbTrans setting within the LinkADRReq command
: CERTI_ITEM_US_09 02 TX_ POWER

[TEST DATE & TIME]

2021-10-11 14:00:24 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[TxPower]

U 6 0 10 125 14.7 7.38s - 0100 1 © - 00 224 U 329 DIlCounter(195) Cnt=195
D 610 10 500 -30.0 ------ 1 ©021B 1 © 2] - - 000 U 82 LinkADRReq

Pow=14,DR=0,Mask=00FFh,MC=0,NbTrans=1

->Send ADR Command with TxPower index 14(min)

U 4 010 125 ------ 1.92s - 0101 1 o - 00 000U 329 LinkADRAns Pow=1, DR=1, Mask=1
U 7 @010 125 -0.5 4.50s - 0102 1 0 - 00 224U 329 DIlCounter(196) Cnt=196
U 2 o010 125 -0.5 7.38s - 0103 1 0o - 00 224U 329 DIlCounter(196) Cnt=196
U 1 010 125 -0.5 7.38s - 0le4 1 © - 00 224U 329 DIlCounter(196) Cnt=196

-> Measure the minimum power
D 110 10 500 -30.0 ------ 1 021C 1 o 0 - - 000U 82 LinkADRReq
Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=1

->Send ADR Command with TxPower index ©(max)

U5 010 125 ------ 1.92s - 0105 1 0o - 00 000U 329 LinkADRAns Pow=1, DR=1, Mask=1
U 3 010 125 14.7 4.49s - 0le6 1 © - @00 224U 329 DlCounter(197) Cnt=197
U 5 010 125 14.6 7.38s - 0107 1 © - 00 224U 329 DlCounter(197) Cnt=197
U 3 010 125 14.7 7.38s - 0108 1 © - @0 224U 329 DlCounter(197) Cnt=197

-> Measure the maximum power
D 310 10 500 -30.0 ------ 1 021D 1 o 0 - - oo U 82 LinkADRReq
Pow=15,DR=0,Mask=00FFh,MC=0,NbTrans=1

->Send ADR Command with TxPower index 15(invalid)
U 2 010 125 14.7 1.92s - 0109 1 © - 00 000U 329 LinkADRAns Pow=0, DR=1, Mask=1



[TEST RESULT]

[VERDICT]
PASS
[REASON]
MAX - MIN = 15.166667 dB, higher than 6 dB

[ELAPSED TIME] 00:00:51

CERTI_ITEM_US_09_03_REDUNDANCY

[ TEST PURPOSE ]
To validate the DUT's implementation of LinkADRReq command MAC command processing
To validate the DUT's implementation of the ADR_ACK_LIMIT, ADR_ACK_DELAY,
and use ofthe ADRACKReq bit in its uplinks' frame header
CERTI_ITEM_US_©9_03_ REDUNDANCY
[TEST DATE & TIME]
2021-10-11 14:01:16 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
U 7 010 125 14.7 4.50s - ©010A 1 © - 00 224U 329 DlCounter(198) Cnt=198
[Redundancy]

U 1 o010 125 14.7 7.38s - ©01eB 1 0 - 00 224U 329 DIlCounter(198) Cnt=198
D 110 10 500 -30.0 ------ 1 021E 1 o 0 - - 000U 82 LinkADRReq

Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=2

-> Configure EndDevice to send each packet twice
U 4 o010 125 14.7 1.92s - ©@1eC 1 © - 00 000U 329 LinkADRAns Pow=1, DR=1, Mask=1

U 6 010 125 14.6 2.89s - ©@1eC 1 © - 00 000U 329 LinkADRAns Pow=1, DR=1, Mask=1

-> Got the same packet as previous
U o o010 125 14.7 6.59s - ©@1eD 1 © - 00 224U 329 DlCounter(199) Cnt=199

U 7 ©10 125 14.7 2.89s - ©@1eD 1 © - 00 224U 329 DIlCounter(199) Cnt=199

-> Got the same packet as previous
U 3 o010 125 14.7 7.39s - 0Q10E 1 © - 00 224U 329 DlCounter(199) Cnt=199

U 4 010 125 14.7 2.89s - ©QleE 1 © - @0 224U 329 DIlCounter(199) Cnt=199

-> Got the same packet as previous
D 4 10 10 500 -30.0 ------ 1 021F 1 o o - - 224U 82 DataDown ByteLen=5

U © 010 125 14.7 6.42s - ©QloF 1 © - 00 224U 329 DIlCounter(200) Cnt=200

U 5 010 125 14.7 2.89s - 0@1oF 1 o - 00 224U 329 DlCounter(200) Cnt=200



-> Got the same packet as previous

U 2 o010 125 14.7 7.39s -

DR2 8 12 500 -30.0 ------ 1 0220
U 1 o010 125 14.7 7.63s - 0111
D 110 10 500 -30.0 ------ 1 0221

Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=1

-> Restore defaults

0116 1 o

00

224 U

224 U

224 U

000 U

000 U

224 U

329

329

82

329

329

D1Counter(200)

DataDown

D1lCounter(201)

LinkADRReq

LinkADRANs

D1Counter(202)

Cnt=200

ByteLen=5

Cnt=201

Pow=1, DR=1, Mask=1

Cnt=202

U 6 © 10 125 14.6 1.92s - 0112 1 o
U 5 © 10 125 14.7 4.50s - 0113 1 0
[TEST RESULT]
[VERDICT]
PASS
[REASON]

DUT implemented correctly NbTrans setting within LinkADRReq

[ELAPSED TIME] 00:01:03

CERTI_ITEM_US_09_04_DATA_RATE_DECAY

[ TEST PURPOSE ]

To validate the DUT's implementation of LinkADRReq command MAC command processing
To validate the DUT's ability to process commands to operate at Data Rates
allowed for 125kHz uplink channels

CERTI_ITEM_US_@9_04_DATA RATE_DECAY

[TEST DATE & TIME]
2021-10-11 14:02:22 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW

Pow Time DEL FCNT Adr Ack FP AAR B Port M

[Data Rate Decay]

U 4 010 125

D 4 10 10 500

u 1 3 7 125

Pow=0,DR=3,Mask=00FFh,MC=0,NbTrans=1

14.7 7.39s - 0114 1 0
-30.0 ------ 1 0222 1 o
14.7 1.64s - 0115 1 ©

0

00

00

-> Wait for 63 (+/-2) uplink packets (ADR_ACK_LIMIT)

u e 3 7 125

14.7 4.50s -

-> DR Decay testing 2 over 63

u e 3 7 125

14.7 7.10s -

-> DR Decay testing 3 over 63

u 7 3 7 125

14.7 7.10s -

01l6 1 o

0117 1 o

0118 1 o

00

00

224 U

000 U

000 U

224 U

224 U

224 U

Dwell

329

CMD

D1Counter(202)

82 LinkADRReq

46

46

46

46

LinkADRANs

D1Counter(203)

D1Counter(203)

D1Counter(203)

CNTS

Cnt=202

Pow=1, DR=1, Mask=1

Cnt=203

Cnt=203

Cnt=203



->
U

->

DR
2

DR
3

DR
5

DR
3

DR
1

DR
7

DR
6

DR
4

DR
(2]

DR
2

DR
(]

DR
5

DR
6

DR
3

DR
2

DR
4

DR
1

DR
7

DR
6

DR

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

u 2 3 7 125 14

4

5

6

7

8

9

7

10

23
.7

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

0119

011A

011B

011C

011D

Q11E

Q11F

0120

0121

0122

0123

0124

0125

0126

0127

0128

0129

012A

012B

012C

224

224

224

224

224

224

224

224

224

224

224

224

224

224

224

224

224

224

224

224

46

46

46

46

46

46

46

46

46

46

46

46

46

46

46

46

46

46

46

46

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1lCounter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)
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Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
7.10s -

over 63
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012E

Q12F

0130
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0134
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0139
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013E
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D1Counter(203)

D1Counter(203)
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D1Counter(203)

D1lCounter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

D1Counter(203)

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203

Cnt=203



U6 3 7 125 14.7 7.10s - 0140 1 © - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 44 over 63
U 4 3 7 125 14.7 7.10s - 0141 1 @ - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 45 over 63
U 1 3 7 125 14.7 7.10s - 0142 1 © - @0 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 46 over 63
U 2 3 7 125 14.7 7.10s - 0143 1 © - 00 224U 46 DI1Counter(203) Cnt=203

-> DR Decay testing 47 over 63
U 4 3 7 125 14.6 7.10s - 0144 1 © - 00 224U 46 DI1Counter(203) Cnt=203

-> DR Decay testing 48 over 63
U e 3 7 125 14.7 7.10s - 0145 1 © - @0 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 49 over 63
U 5 3 7 125 14.7 7.10s - 0146 1 © - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 50 over 63
U 1 3 7 125 14.7 7.10s - 0147 1 © - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 51 over 63
U 3 3 7 125 14.7 7.10s - 0148 1 © - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 52 over 63
U 6 3 7 125 14.7 7.10s - 0149 1 © - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 53 over 63
u 7 3 7 125 14.6 7.10s - ©014A 1 © - 00 224U 46 D1Counter(203) Cnt=203

-> DR Decay testing 54 over 63
U 2 3 7 125 14.7 7.10s - ©14B 1 © - 00 224U 46 D1Counter(203) Cnt=203

-> DR Decay testing 55 over 63
U o 3 7 125 14.7 7.10s - 014C 1 © - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 56 over 63
U 4 3 7 125 14.7 7.10s - 014D 1 © - @0 224U 46 DI1Counter(203) Cnt=203

-> DR Decay testing 57 over 63
U 7 3 7 125 14.6 7.10s - ©14E 1 o - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 58 over 63
U 3 3 7 125 14.7 7.10s - ©014F 1 o - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 59 over 63
U 5 3 7 125 14.7 7.10s - 0150 1 © - 00 224U 46 DICounter(203) Cnt=203

-> DR Decay testing 60 over 63
U 1 3 7 125 14.7 7.10s - 0151 1 © - @0 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 61 over 63
Uu 6 3 7 125 14.7 7.10s - 0152 1 @ - 00 224U 46 DIlCounter(203) Cnt=203

-> DR Decay testing 62 over 63
U 2 3 7 125 14.7 7.10s - 0153 1 © - @80 224U 46 DIlCounter(203) Cnt=203



->
->
->
U

->
U

DR Decay testing 63 over 63

3 3 7 125 14.7 7.10s - 0154 1 © - 00 224

DR Decay testing 64 over 63
Got 64 packets with SF7 and ADR_ACK_LIMIT
Wait for 32 (+/-2) uplink packets (SF7, ADR_ACK_DELAY)

7 3 7 125 14.6 7.10s - 0155 1 © - 10 224
6 3 7 125 14.7 7.10s - 0156 1 © - 10 224
DR Decay testing 2 over 32
4 3 7 125 14.7 7.10s - 0157 1 © - 10 224
DR Decay testing 3 over 32
5 3 7 125 14.6 7.10s - 0158 1 © - 10 224
DR Decay testing 4 over 32
1 3 7 125 14.7 7.10s - 0159 1 © - 10 224
DR Decay testing 5 over 32
2 3 7 125 14.7 14.2s - ©015B 1 © - 10 224
DR Decay testing 7 over 32
3 3 7 125 14.7 7.10s - 015C 1 © - 10 224
DR Decay testing 8 over 32
e 3 7 125 14.7 7.10s - 015D 1 © - 10 224
DR Decay testing 9 over 32
1 3 7 125 14.7 7.10s - ©O15E 1 © - 10 224
DR Decay testing 10 over 32
7 3 7 125 14.7 7.10s - 015F 1 o - 10 224
DR Decay testing 11 over 32
5 3 7 125 14.7 7.10s - 0160 1 © - 10 224
DR Decay testing 12 over 32
4 3 7 125 14.7 7.10s - 0161 1 © - 10 224
DR Decay testing 13 over 32
6 3 7 125 14.7 7.10s - 0162 1 © - 10 224
DR Decay testing 14 over 32
0 3 7 125 14.7 7.10s - 0163 1 © - 10 224
DR Decay testing 15 over 32
2 3 7 125 14.7 7.10s - 0164 1 © - 10 224
DR Decay testing 16 over 32
4 3 7 125 14.6 7.10s - 0165 1 © - 10 224
DR Decay testing 17 over 32
7 3 7 125 14.7 7.10s - 0166 1 © - 10 224
DR Decay testing 18 over 32
1 3 7 125 14.7 7.10s - 0167 1 © - 10 224
DR Decay testing 19 over 32
6 3 7 125 14.7 7.10s - 0168 1 © - 10 224
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->
U

->
->
->
U

U

->

u 7 2 8 125 14.
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DR
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DR
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Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing

3 7 125 14.

Decay testing
3 7 125 14

32
.6

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

over 32
7.10s -

DR Decay testing 33 over 32

Got 33 packets with SF7 and ADR_ACK_DELAY
Wait for 32 (+/-2) uplink packets (SF8, ADR_ACK_DELAY)
14.7 7.15s -

4

7

DR
3

DR
2

DR
1

DR

2 8 125

2 8 125 14.

Decay testing

2 8 125 14.

Decay testing

2 8 125 14.

Decay testing

2 8 125 14.

Decay testing

7
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3
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5
6

7.15s -

over 32
7.15s -

over 32
7.15s -

over 32
7.15s -

over 32
7.15s -
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Decay testing

2 8 125 14.

Decay testing

2 8 125 14.
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->
u

->
->
->
u

DR Decay testing 26 over 32
7 2 8 125 14.6 7.15s - 0190 1 © -1

DR Decay testing 27 over 32
6 2 8 125 14.6 7.15s - 0191 1 © -1

DR Decay testing 28 over 32
5 2 8 125 14.7 7.15s - @192 1 © - 1

DR Decay testing 29 over 32
© 2 8 125 14.7 7.15s - 0193 1 © -1

DR Decay testing 3@ over 32
3 2 8 125 14.7 7.15s - 0194 1 © - 1

DR Decay testing 31 over 32
4 2 8 125 14.6 7.15s - 0195 1 0 -1

DR Decay testing 32 over 32
7 2 8 125 14.6 7.15s - 0196 1 0 - 1

DR Decay testing 33 over 32
Got 33 packets with SF8 and ADR_ACK_DELAY

Wait for 32 (+/-2) uplink packets (SF9, ADR_ACK_DELAY)

224

224

224

224

224

224

224

6 1 9 125 14.6 7.22s - 0197 1 © - 10 224
2 1 9 125 14.7 7.22s - 0198 1 © - 1 224
DR Decay testing 2 over 32
1 1 9 125 14.7 7.22s - 0199 1 © - 1 224
DR Decay testing 3 over 32
5 1 9 125 14.6 7.22s - ©@19%A 1 © - 1 224
DR Decay testing 4 over 32
1 1 9 125 14.7 7.22s - @198 1 © - 1 224
DR Decay testing 5 over 32
3 1 9 125 14.7 7.22s - 019C 1 © - 1 224
DR Decay testing 6 over 32
5 1 9 125 14.6 7.22s - 019D 1 © - 1 224
DR Decay testing 7 over 32
6 1 9 125 14.6 7.22s - ©O19E 1 © - 1 224
DR Decay testing 8 over 32
7 1 9 125 14.6 7.22s - 0O19F 1 0o - 1 224
DR Decay testing 9 over 32
4 1 9 125 14.7 7.22s - ©@lA@ 1 © - 1 224
DR Decay testing 10 over 32
0 1 9 125 14.7 7.22s - ©1A1 1 © - 1 224
DR Decay testing 11 over 32
2 1 9 125 14.7 7.22s - ©@1A2 1 © - 1 224

DR Decay testing 12 over 32
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U 4 1 9 125 14.6 7.22s - ©1A3 1 © - 1o 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 13 over 32
U 2 1 9 125 14.7 7.22s - 01A4 1 © - 10 224U 164 DIlCounter(203) Cnt=203

-> DR Decay testing 14 over 32
U e 1 9 125 14.7 7.22s - ©O1A5 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 15 over 32
U 5 1 9 125 14.7 7.22s - 0lA6 1 © - 10 224U 164 D1Counter(203) Cnt=203

-> DR Decay testing 16 over 32
U 1 1 9 125 14.7 7.22s - ©Q1A7 1 @ - 10 224U 164 DIlCounter(203) Cnt=203

-> DR Decay testing 17 over 32
U 7 1 9 125 14.6 7.22s - ©01A8 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 18 over 32
U 6 1 9 125 14.7 7.22s - ©01A9 1 © - 10 224U 164 DIlCounter(203) Cnt=203

-> DR Decay testing 19 over 32
U 3 1 9 125 14.7 7.22s - ©1AA 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 20 over 32
u 11 9 125 14.7 7.22s - ©O1AB 1 © - 10 224U 164 D1Counter(203) Cnt=203

-> DR Decay testing 21 over 32
U o 1 9 125 14.6 7.22s - ©1AC 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 22 over 32
u 5 1 9 125 14.6 7.22s - ©1AD 1 © - 10 224U 164 D1Counter(203) Cnt=203

-> DR Decay testing 23 over 32
U 3 1 9 125 14.7 7.22s - OQlAE 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 24 over 32
U 4 1 9 125 14.7 7.22s - O1AF 1 o - 10 224U 164 DIlCounter(203) Cnt=203

-> DR Decay testing 25 over 32
U 6 1 9 125 14.7 7.22s - Q1B 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 26 over 32
U 2 1 9 125 14.7 7.22s - ©01B1 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 27 over 32
U 7 1 9 125 14.6 7.22s - ©01B2 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 28 over 32
Uu e 1 9 125 14.7 7.22s - ©1B3 1 © - 10 224U 164 DIlCounter(203) Cnt=203

-> DR Decay testing 29 over 32
U1 1 9 125 14.6 7.22s - ©01B4 1 © - 10 224U 164 DlCounter(203) Cnt=203

-> DR Decay testing 30 over 32
Uu 4 1 9 125 14.6 7.22s - ©1B5 1 © - 10 224U 164 DIlCounter(203) Cnt=203

-> DR Decay testing 31 over 32
U 7 1 9 125 14.6 7.22s - ©01B6 1 © - 10 224U 164 DIlCounter(203) Cnt=203



-> DR Decay testing 32 over 32

uUu 3 1 9 125 14.7 7.22s - ©@1B7 1 © - 1o 224U 164 DIlCounter(203)

-> DR Decay testing 33 over 32
-> Got 33 packets with SF9 and ADR_ACK_DELAY

U 6 010 125 14.6 7.39s - 01B8 1 © - 00 224U 329 DIlCounter(203)

D 6 10 10 500 -30.0 ------ 1 0223 1 o 0 - - 000U 82 LinkADRReq
Pow=0,DR=3,Mask=00FFh,MC=0,NbTrans=1

U 2 3 7 125 14.6 1.64s - ©01B9 1 © - 00 000U 46 LinkADRAns

[TEST RESULT]

Cnt=203

Cnt=203

Pow=1, DR=1, Mask=1

[VERDICT]
PASS
[REASON]

DUT implemented correctly ADR_ACK_LIMIT, ADR_ACK_DELAY, and ADRACKReq bit

[ELAPSED TIME] 00:19:30

CERTI_ITEM_US_09_05_125K_UPLINK_CH_MANAGE_VALID

[ TEST PURPOSE ]

To validate the DUT's implementation of LinkADRReq command MAC command processing
To validate the DUT's ability to process commands to operate at Data Rates

allowed for 125kHz uplink channels
CERTI_ITEM_US_09_05_125K_UPLINK_CH_MANAGE_VALID

[TEST DATE & TIME]

2021-10-11 14:21:54 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD

U 5 3 7 125 14.7 4.50s - ©1BA 1 © - 00 224U 46

[125kHz Uplink Channel Management - Valid Commands]
U e 3 7 125 14.7 7.10s - ©@1BB 1 © - @0 224U 46

D 013 7 500 -30.0 ------ 1 0224 1 o 0 - - 000U 12
Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=1

-> Set the UL DR as DRO(SF1@BW125)

U 1 010 125 14.6 1.85s - ©@1BC 1 0o - 00 000U 329
U 5 010 125 14.6 4.50s - ©1BD 1 © - @00 224U 329
D 510 10 500 -30.0 ------ 1 0225 1 o 0 - - 000U 82

Pow=0,DR=1,Mask=00FFh,MC=0,NbTrans=1

-> Set the UL DR as DR1(SF9BW125)
U 4 1 9 125 14.6 1.76s - O@I1BE 1 © - 00 000U 164

U 6 1 9 125 14.7 4.50s - ©O1BF 1 © - @0 224U 164

D1Counter(204)

D1Counter(204)

LinkADRReq

LinkADRANns

D1Counter(205)

LinkADRReq

LinkADRANns

D1Counter(206)

CNTS
Cnt=204

Cnt=204

Pow=1, DR=1, Mask=1

Cnt=205

Pow=1, DR=1, Mask=1

Cnt=206



D 611 9 500 -30.0 ------ 1 0226 1 © 0 - - 000U 41 LinkADRReq
Pow=0,DR=2,Mask=00FFh,MC=0,NbTrans=1

-> Set the UL DR as DR2(SF8BW125)

U 2 2 8 125 14.6 1.64s - 01Ce 1 © - 00 000U 92 LinkADRAns Pow=1, DR=1, Mask=1
U 7 2 8 125 14.6 4.50s - 01C1 1 © - 00 224U 92 DlCounter(207) Cnt=207
D 712 8 500 -30.0 ------ 1 0227 1 o 0 - - 000U 23 LinkADRReq

Pow=0,DR=3,Mask=00FFh,MC=0,NbTrans=1

-> Set the UL DR as DR3(SF7BW125)
uUu 3 3 7 125 14.7 1.58s - 01C2 1 © - 00 000U 46 LinkADRAns Pow=1, DR=1, Mask=1

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT implemented correctly operating at DR allowed for 125kHz uplink channels

[ELAPSED TIME] 00:00:31

CERTI_ITEM_US_09_06_125K_UPLINK_CH_MANAGE_INVALID

[ TEST PURPOSE ]

To validate the DUT's implementation of LinkADRReq command MAC command processing

To validate the DUT's ability to process commands to operate at Data Rates

allowed for 500kHz uplink channels
CERTI_ITEM_US_09_06_125K_UPLINK_CH_MANAGE_INVALID

[TEST DATE & TIME]

2021-10-11 14:22:26 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
U e 3 7 125 14.7 4.50s - 01C3 1 © - 00 224 U 46 D1Counter(208) Cnt=208

[125kHz Uplink Channel Management - Invalid Commands]
Uu 4 3 7 125 14.7 7.10s - 01C4 1 © - 00 224 U 46 DIlCounter(208) Cnt=208

D 413 7 500 -30.0 ------ 1 0228 1 © 0 - - 000U 12 LinkADRReq
Pow=0,DR=0,Mask=0000h,MC=4,NbTrans=1

-> turn off all 500kHz channels and set DR as DR@ (valid value for 125kHz ch)

U 2 o010 125 14.7 1.85s - 01C5 1 0o - 00 000U 329 LinkADRAns Pow=1, DR=1, Mask=1
U 3 010 125 14.7 4.50s - 01C6 1 © - @00 224U 329 DIlCounter(209) Cnt=209
D 310 10 500 -30.0 ------ 1 0229 1 o 0 - - 000U 82 LinkADRReq

Pow=0,DR=4,Mask=0000h,MC=4,NbTrans=1



-> set DR as DR4 (invalid value for 125kHz ch)

U 6 010 125 14.6 1.92s - 01C7 1 o - 00 000U 329 LinkADRAns Pow=1, DR=0, Mask=1
U 5 010 125 14.7 4.50s - 01C8 1 © - 00 224U 329 DlCounter(210) Cnt=210
D 510 10 500 -30.0 ------ 1 022A 1 o 0 - - 000U 82 LinkADRReq

Pow=0,DR=4,Mask=0001h,MC=7,NbTrans=1

-> turn on 500kHz channel and set DR as DR4 (valid value for 500kHz ch)

Uues4 4 8 500 14.7 1.62s - 01C9 1 0o - 00 000U 23  LinkADRAns Pow=1, DR=1, Mask=1
Ueésd 4 8 500 14.6 4.50s - 0O1CA 1 © - 00 224U 23 DIlCounter(211) Cnt=211
D 013 7 500 -30.0 ------ 1 022B 1 0 0 - - 000U 12 LinkADRReq

Pow=0,DR=0,Mask=0001h,MC=0,NbTrans=1

-> set DR as DRO (invalid value for 500kHz ch)
Ue6esd 4 8 500 14.6 1.54s - 01CB 1 © - 00 000U 23 LinkADRAnNs Pow=1, DR=0, Mask=1

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT implemented correctly operating at DR allowed for 125kHz uplink channels

[ELAPSED TIME] 00:00:31

CERTI_ITEM_US_09_07_500K_UPLINK_CH_MANAGE_VALID

[ TEST PURPOSE ]
To validate the DUT's implementation of LinkADRReq command MAC command processing
To validate the DUT's ability to process commands to operate at Data Rates
allowed for 500kHz uplink channels

: CERTI_ITEM_US_ 09 07_500K_UPLINK_CH_MANAGE_VALID
[TEST DATE & TIME]
2021-10-11 14:22:58 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[500kHz Uplink Channel Management - Valid Commands]

Ue4d 4 8 500 14.7 7.08s - 01CD 1 © - @0 224U 23 D1Counter(212) Cnt=212
D 013 7 500 -30.0 ------ 1 022C 1 o e - - 000U 12 LinkADRReq

Pow=0,DR=4,Mask=0001h,MC=7,NbTrans=1

-> turn on 500kHz channel (RWC5020A can support only one 500KHz ch) and set DR as DR4 (valid value for 500kHz ch)

Uues 4 8 500 14.6 1.54s - OICE 1 0o - 00 000U 23 LinkADRAns Pow=1, DR=1, Mask=1
Ues 4 8 500 14.7 4.50s - OI1CF 1 0o - 00 224U 23 DlCounter(213) Cnt=213
D 013 7 500 -30.0 ------ 1 022D 1 o @ - - 000U 12 LinkADRReq

Pow=0,DR=4,Mask=0001h,MC=7,NbTrans=1



-> turn on one 500kHz channel and set DR as DR4 (valid value for 500kHz ch)
U6d 4 8 500 14.7 1.54s - 01DO 1 © - 00 000U 23 LinkADRAns

[TEST RESULT]

[VERDICT]
PASS
[REASON]

Pow=1, DR=1, Mask=1

DUT implemented correctly operating at DR allowed for 500kHz uplink channels

[ELAPSED TIME] 00:00:17

CERTI_ITEM_US_09_08_500K_UPLINK_CH_MANAGE_INVALID

[ TEST PURPOSE ]

To validate the DUT's implementation of LinkADRReq command MAC command processing
To validate the DUT's ability to process commands to operate at Data Rates

allowed for 500kHz uplink channels

: CERTI_ITEM_US_09_08 500K_UPLINK_CH_MANAGE_INVALID
[TEST DATE & TIME]
2021-10-11 14:23:17 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD
[500kHz Uplink Channel Management - Invalid Commands]

Ue4 4 8 500 14.6 7.08s - 01D2 1 © - @0 224U 23 DlCounter(214)

D 013 7 500 -30.0 ------ 1 ©022E 1 © 0 - - 000U 12 LinkADRReq
Pow=0,DR=4,Mask=0001h,MC=7,NbTrans=1

-> turn on 500kHz channel and set DR as DR4 (valid value for 500kHz ch)

Uues 4 8 500 14.6 1.54s - @1D3 1 0o - 00 000U 23 LinkADRAns
Uue4 4 8 500 14.7 4.50s - 01D4 1 © - 00 224U 23 DlCounter(215)
D 013 7 500 -30.0 ------ 1 022F 1 o 0 - - @00 U 12 LinkADRReq

Pow=0,DR=4,Mask=0000h,MC=7,NbTrans=1

-> set DR as DRO (invalid value for 500kHz ch)
U64d 4 8 500 14.6 1.54s - 01D5 1 © - 00 000U 23 LinkADRAns

[TEST RESULT]

[VERDICT]
PASS
[REASON]

CNTS

Cnt=214

Pow=1, DR=1, Mask=1

Cnt=215

Pow=1, DR=1, Mask=0

DUT implemented correctly operating at DR allowed for 500kHz uplink channels

[ELAPSED TIME] 00:00:17



CERTI_ITEM_US_09_09_CMD_BLOCK_125K_SUB_BAND_CH

[ TEST PURPOSE ]

To validate the DUT's implementation of LinkADRReq command MAC command processing
To validate the DUT correctly processes blocks of multiple LinkADRReq commands
included in the same downlink

: CERTI_ITEM US 09 09 CMD_BLOCK_125K_SUB_BAND_ CH

[TEST DATE & TIME]

2021-10-11 14:23:36 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Command Block - 125kHz Sub-Band Channel Plan]

Uues 4 8 500 14.6 7.08s - 01D7 1 © - 00 224U 23 DlCounter(216) Cnt=216
D 013 7 500 -30.0 ------ 1 0230 1 o 0 - - 0ooU 14 LinkADRReq

Pow=0,DR=4,Mask=0001h,MC=7,NbTrans=1

LinkADRReq
Pow=5,DR=3,Mask=00FFh,MC=0,NbTrans=1

-> turn on ©~7 125KHz channel and set DR as DRO (valid value for 125kHz ch)

u 7 3 7 125 14.6 1.57s - ©01D8 1 © - © 0 000 U 51 LinkADRAns Pow=1, DR=1, Mask=1
LinkADRANs Pow=1, DR=1, Mask=1
Uu 1 3 7 125 14.7 4.49s - 01D9 1 © - 00 224 U 46 DI1Counter(217) Cnt=217

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT correctly processed blocks of multiple LinkADRReq for 125kHz channel plan

[ELAPSED TIME] 00:00:13

CERTI_ITEM_US_09_10_CMD_BLOCK_500K_SUB_BAND_CH

[ TEST PURPOSE ]

validate the DUT's capability to receive data on RX1l for Data Rates
: CERTI_ITEM US_ 09 10 CMD_BLOCK_500K_SUB_BAND_ CH

[TEST DATE & TIME]

2021-10-11 14:23:51 (UTC-4H)

[LINK MESSAGE]
L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS



[Command Block - 500 kHz Sub-Band Channel Plan + Decay]
U 6 3 7 125 14.6 7.10s - ©O1DA 1 © - @0 224U 46 DIlCounter(217) Cnt=217

D 613 7 500 -30.0 ------ 1 0231 1 o 0 - - 000U 14 LinkADRReq
Pow=0,DR=1,Mask=0001h,MC=7,NbTrans=1

LinkADRReq

Pow=5,DR=4,Mask=00FFh,MC=0,NbTrans=1

-> turn on @~7 125KHz and one 500KHz channels and set DR as DR4

Uuesd 4 8 500 14.7 1.55s - ©01DB 1 © - 00 000U 23  LinkADRAns Pow=1, DR=1, Mask=1

LinkADRANs Pow=1, DR=1, Mask=1

-> Wait for 96 (+/-2) uplink packets with DR4 (SF8BW500)

Ue4d 4 8 500 14.7 4.50s - 01DC 1 © - 00 224U 23 D1Counter(218) Cnt=218

-> Decay testing 2 over 96

Ue4d 4 8 500 14.6 7.08s - @1DD 1 © - 00 224U 23 D1Counter(218) Cnt=218

-> Decay testing 3 over 96

Uue4d 4 8 500 14.7 7.08s - OIDE 1 © - 00 224U 23 DlCounter(218) Cnt=218

-> Decay testing 4 over 96

Uues 4 8 500 14.7 7.08s - OIDF 1 © - 00 224U 23 DlCounter(218) Cnt=218

-> Decay testing 5 over 96

Ue4d 4 8 500 14.6 7.08s - 0QlE0 1 © - 00 224U 23 D1Counter(218) Cnt=218

-> Decay testing 6 over 96

Uues 4 8 500 14.7 7.08s - 0O1E1 1 © - 00 224U 23 DlCounter(218) Cnt=218

-> Decay testing 7 over 96

Uue4 4 8 500 14.6 7.08s - 0O1E2 1 © - 00 224U 23 DIlCounter(218) Cnt=218

-> Decay testing 8 over 96

Ue4 4 8 500 14.6 7.08s - ©Q1lE3 1 © - 00 224U 23 D1Counter(218) Cnt=218

-> Decay testing 9 over 96

Ues 4 8 500 14.6 7.08s - 0O1lE4 1 © - 00 224U 23 DlCounter(218) Cnt=218

-> Decay testing 10 over 96

Ue4d 4 8 500 14.7 7.08s - OQ1lE5 1 © - 00 224U 23 DlCounter(218) Cnt=218

-> Decay testing 11 over 96

Ue4 4 8 500 14.6 7.08s - 0OlE6 1 © - 00 224U 23 DlCounter(218) Cnt=218

-> Decay testing 12 over 96

Uue4 4 8 500 14.7 7.08s - 0QlE7 1 © - 00 224U 23 DlCounter(218) Cnt=218

-> Decay testing 13 over 96

U64d 4 8 500 14.6 7.08s - 0Q1lE8 1 © - 00 224U 23 D1Counter(218) Cnt=218

-> Decay testing 14 over 96

Uue4 4 8 500 14.7 7.08s - O1lES 1 © - 00 224U 23 DlCounter(218) Cnt=218

-> Decay testing 15 over 96
U64d 4 8 500 14.7 7.08s - OlEA 1 © - @80 224U 23 DI1Counter(218) Cnt=218



-> Decay testing
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D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1lCounter(218)

D1lCounter(218)

D1lCounter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

D1Counter(218)

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218

Cnt=218



-> Decay testing 95 over 96
U64d 4 8 500 14.6 7.08s - 023A 1 © - 10 224U 23 DlCounter(218) Cnt=218

-> Decay testing 96 over 96
Uued 4 8 500 14.6 7.08s - ©23B 1 © - 10 224U 23 D1Counter(218) Cnt=218

-> Decay testing 97 over 96
-> Got 97 packets with SF8BW500 and ADR_ACK_LIMIT
-> Wait for uplink packets with DR3 (SF7BW125)

Uu 1l 3 7 125 14.6 7.10s - ©23C 1 © - 1o 224U 46 DIlCounter(218) Cnt=218
u 7 3 7 125 14.6 7.10s - 023D 1 © - 1o 224U 46 DIlCounter(218) Cnt=218
D 713 7 500 -30.0 ------ 1 0232 1 o 0 - - @00 U 12 LinkADRReq

Pow=0,DR=1,Mask=00FFh,MC=0,NbTrans=1

-> turn on ©~7 125KHz channels and set DR as DR®
U ©® 1 9 125 14.6 1.69s - ©023E 1 © - 00 000U 164 LinkADRAns Pow=1, DR=1, Mask=1

-> Wait max 80 packets to monitor channel usage

U 2 1 9 125 14.7 4.50s - 023F 1 © - 00 224U 164 DlCounter(219) Cnt=219
U 4 1 9 125 14.6 7.22s - 0240 1 © - 00 224U 164 DlCounter(219) Cnt=219
U 5 1 9 125 14.7 7.22s - 0241 1 © - 00 224U 164 DlCounter(219) Cnt=219
U 3 1 9 125 14.6 7.22s - 0242 1 © - 00 224U 164 DlCounter(219) Cnt=219
U e 1 9 125 14.7 7.22s - 0243 1 © - 00 224U 164 DlCounter(219) Cnt=219
U 6 1 9 125 14.6 7.22s - 0244 1 0o - 00 224U 164 DIlCounter(219) Cnt=219
U1 1 9 125 14.7 7.22s - 0245 1 © - 00 224U 164 DIlCounter(219) Cnt=219
U 2 1 9 125 14.6 7.22s - 0246 1 © - 00 224U 164 DlCounter(219) Cnt=219
U 3 1 9 125 14.7 7.22s - 0247 1 0o - 00 224U 164 DIlCounter(219) Cnt=219
U 4 1 9 125 14.6 7.22s - 0248 1 © - 00 224U 164 DIlCounter(219) Cnt=219
Uu 7 1 9 125 14.6 7.22s - 0249 1 0o - 00 224U 164 DlCounter(219) Cnt=219

-> Used all enabled channels
D 711 9 500 -30.0 ------ 1 0233 1 © 0 - - 000U 41 LinkADRReq
Pow=0,DR=1,Mask=0001h,MC=7,NbTrans=1

-> turn off all 125KHz and set DR as DR1 (invalid for 500K)
Uu 5 1 9 125 14.6 1.71s - ©24A 1 © - 00 000U 164 LinkADRAns Pow=1, DR=0, Mask=1

-> Wait max 80 packets to monitor channel usage

U 1 1 9 125 14.7 4.50s - ©24B 1 © - 00 224U 164 DlCounter(220) Cnt=220
U 3 1 9 125 14.6 7.22s - 024C 1 0o - 00 224U 164 DIlCounter(220) Cnt=220
Uu 2 1 9 125 14.7 7.22s - 024D 1 0o - 00 224U 164 DlCounter(220) Cnt=220

U 4 1 9 125 14.6 7.22s - ©24E 1 © - 00 224U 164 DIlCounter(220) Cnt=220



U e 1 9 125 14.6 7.22s

U6 1 9 125 14.6 7.22s

Uu 5 1 9 125 14.6 7.22s

u 7 1 9 125 14.6 7.22s

-> Used all enabled channels

[TEST RESULT]

024F 1 ©

0250 1 ©

0251 1 o

0252 1 ©

- 00 224U 164

- 00 224U 164

- 00 224U 164

- 00 224U 164

D1Counter(220)

D1Counter(220)

D1Counter(220)

D1Counter(220)

Cnt=220

Cnt=220

Cnt=220

Cnt=220

[VERDICT]
PASS
[REASON]

DUT correctly processed blocks of multiple LinkADRReq for 500kHz channel plan

[ELAPSED TIME] 00:13:54

10 RX1 Receive Window Test

CERTL_ITEM_US_10_01_RX1_RECEIVE_WINDOW_TEST

[ TEST PURPOSE ]

validate the DUT's capability to receive data on RX2 for Data Rates
: CERTI_ITEM US_10 @1 RX1_RECEIVE_WINDOW_TEST

[TEST DATE & TIME]
2021-10-11 15:30:06 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M

U 5 @010 125 14.6 7.39s - 0005 1 0

[RX1 Receive Window Test]
D 510 10 500 -30.0 ------

[RX1 Receive Window Test]

1 0002 1 0

U 4 010 125 14.6 2.44s - 0006 1 ©

D 4 10 10 500 -30.0 ------
Pow=0,DR=0,Mask=0@FFh,MC=0,NbTrans=1

RX1DROffset=2,RX2DR=8,RX2FREQ=923.3000

1 0003 1 0

Dwell CMD

- 00 001U 329 DataUp

0 - - 224U 82 ActivateTM

- 00 224U 329 DIlCounter(®)

0 - - 000U 92 LinkADRReq

RXParamSetReq

-> set UL_DR=0, RX1DROffset=2 to make DL_DR as DR8 (SF12BW500)
U 3 010 125 14.6 1.94s - 0007 1 ©

- 00 000U 329

LinkADRANs

RXParamSetAns

CNTS
BytelLen=4

Cnt=0

Pow=1, DR=1, Mask=1

RX1DROffset=1, RX2DR=1, CH=1



DR2 812 500 -30.0 ------ 1 0004 1 0 e - - 224

U 6 010 125 14.6 4.50s - 0008 1 © - 00 224

-> verifying 5 downlinks on RX1 with DR8
D 6 812 500 -30.0 ------ 1 0005 1 © o - - 224

U 7 010 125 14.6 6.97s - 0009 1 © - 00 224

-> PER Testing 1 over 5
D 7 812 500 -30.0 ------ 1 0006 1 © 0 - - 224

U 5 010 125 14.6 6.97s - ©00A 1 © - 00 224

-> PER Testing 2 over 5
D 5 812 500 -30.0 ------ 1 0007 1 o o - - 224

U 1 010 125 14.6 6.96s - ©00B 1 © - 00 224

-> PER Testing 3 over 5
D 1 812 500 -30.0 ------ 1 0008 1 o o - - 224

U @ 010 125 14.6 6.97s - 000C 1 © - 00 224

-> PER Testing 4 over 5
D © 812 500 -30.0 ------ 1 0009 1 o o - - 224

U 4 010 125 14.6 2.43s - eeeD 1 1 - 00 ---

U 2 010 125 14.6 4.54s - 0©00E 1 0o - 00 224

D 2 812 500 -30.0 ------ 1 000A 1 © 0 - - 000
Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=1

RX1DROffset=1,RX2DR=8,RX2FREQ=923.3000

-> set UL_DR=0, RX1DROffset=1 to make DL_DR as DR9 (SF11BW500)

U 5 @010 125 14.6 2.18s - ©00F 1 0 - ©00 000U
DR2 8 12 500 -30.0 ------ 1 000B 1 0o 0 - - 224U
U @ 010 125 14.6 4.50s - 0010 1 © - 00 224U

-> verifying 5 downlinks on RX1 with DR9

D & 911 500 -30.0 ------ 1 oe00C 1 o 0 - - 224U

698 DataDown

329 DIlCounter(2)

698 DataDown

329 DIlCounter(3)

698 DataDown

329 DIlCounter(4)

698 DataDown

329 DIlCounter(5)

698 DataDown

329 DIlCounter(6)

698 DataDown

288 NoPayload

329 DIlCounter(7)

370 LinkADRReq

RXParamSetReq

329 LinkADRAns

RXParamSetAns

698 DataDown

329 DIlCounter(9)

738 DataDown

BytelLen=53

Cnt=2

BytelLen=53

Cnt=3

BytelLen=53

Cnt=4

BytelLen=53

Cnt=5

Bytelen=53

Cnt=6

Bytelen=53

Cnt=7

Pow=1, DR=1, Mask=1

RX1DROffset=1, RX2DR=1, CH=1

BytelLen=53

Cnt=9

ByteLen=129



U 2 010 125 14.6 6.97s - 0011 1 © -

-> PER Testing 1 over 5
D 2 911 500 -30.0 ------ 1 000D 1 © 0

U 1 o010 125

14.6 6.97s - 0012 1 © -

-> PER Testing 2 over 5
D 1 911 500 -30.0 ------ 1 000E 1 o 0

U 3 o010 125

14.6 6.97s - 0013 1 0 -

-> PER Testing 3 over 5
D 3 911 500 -30.0 ------ 1 Q00F 1 o 0

Uu 7 o010 125

14.6 6.97s - 0014 1 0 -

-> PER Testing 4 over 5
D 7 911 500 -30.0 ------ 1 0010 1 o 0

U 6 010 125 14.6 2.43s - 0015 1 1 -

U 4 010 125 14.6 4.54s - 00l6 1 0o -

D 4 911 500 -30.9 ------ 1 0011 1 © (2]
Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=1

RX1DROffset=0,RX2DR=8,RX2FREQ=923.3000

00 224U

00 224U

00 224U

00 224U

- - 0o U

329 DIlCounter(10)

738 DataDown

329 DIlCounter(11)

738 Databown

329 DIlCounter(12)

738 DataDown

329 DIlCounter(13)

738 DataDown

288 NoPayload

329 DIlCounter(14)

185 LinkADRReq

RXParamSetReq

-> set UL_DR=0, RX1DROffset=0 to make DL_DR as DR1@ (SF1@BW500)

U 5 010 125 14.6 2.01s - 0017 1 © -
DR2 812 500 -30.0 ------ 1 0012 1 o (2]
U 6 010 125 14.6 4.50s - 0018 1 © -

-> verifying 5 downlinks on RX1 with DR1©
D 610 10 500 -30.0 ------ 1 0013 1 o 0

U 3 010 125 14.6 6.93s - 0019 1 © -

0 0 000 U

- - 224U

00 224U

- - 224U

00 224U

329 LinkADRAns

RXParamSetAns

698 DataDown

329 DlCounter(16)

563 DataDown

329 DlCounter(17)

Cnt=10

ByteLen=129

Cnt=11

BytelLen=129

Cnt=12

BytelLen=129

Cnt=13

Bytelen=129

Cnt=14

Pow=1, DR=1, Mask=1

RX1DROffset=1, RX2DR=1, CH=1

BytelLen=53

Cnt=16

BytelLen=242

Cnt=17



-> PER Testing 1 over 5
D 310 10 500 -30.0 ------ 1 0014 1 © 0 - - 224U 563 DataDown BytelLen=242

U 2 010 125 14.6 6.93s - ©01A 1 © - 00 224U 329 DlCounter(18) Cnt=18

-> PER Testing 2 over 5
D 210 10 500 -30.0 ------ 1 0015 1 © 0 - - 224U 563 DataDown BytelLen=242

U 7 ©10 125 14.6 6.93s - ©01B 1 © - 00 224U 329 DIlCounter(19) Cnt=19

-> PER Testing 3 over 5
D 7 10 10 500 -30.0 ------ 1 0016 1 o o - - 224U 563 DataDown BytelLen=242

U 1 010 125 14.6 6.93s - 001C 1 © - 00 224U 329 DIlCounter(20) Cnt=20

-> PER Testing 4 over 5

D 110 10 500 -30.0 ------ 1 0017 1 o ] - - 224 C 563 DataDown BytelLen=242
U 4 010 125 14.7 2.39s - 001D 1 1 - 00 ---U 288 NoPayload

U @ o 10 125 14.6 4.54s - ©O1E 1 © - 00 224U 329 DIlCounter(21) Cnt=21

D 010 10 500 -30.0 ------ 1 0018 1 o 0 - - 000U 92 LinkADRReq

Pow=0,DR=1,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=8,RX2FREQ=923.3000
-> set UL_DR=1, RX1DROffset=0 to make DL_DR as DR11l (SF9BW500)
u 5 1 9 125 14.6 1.77s - ©01F 1 © - 00 000U 164 LinkADRAns Pow=1, DR=1, Mask=1
RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1
DR2 812 500 -30.0 ------ 1 0019 1 o o - - 224U 698 DataDown BytelLen=53

U 1 1 9 125 14.6 4.50s - 0020 1 © - 00 224U 164 DIlCounter(23) Cnt=23



-> verifying 5 downlinks on RX1 with DR11

D 111 9 500 -30.0 ------ 1 001A 1 o 0 - - 224U 312 DataDown

U 2 1 9 125 14.6 6.51s - 0021 1 © - 00 224U 164 DIlCounter(24)

-> PER Testing 1 over 5

D 211 9 500 -30.0 ------ 1 001B 1 0 0 - - 224U 312 DataDown

U 6 1 9 125 14.6 6.51s - 0022 1 © - 00 224U 164 DlCounter(25)

-> PER Testing 2 over 5

D 611 9 500 -30.0 ------ 1 001C 1 o 0 - - 224U 312 DataDown

U e 1 9 125 14.6 6.51s - 0023 1 © - 00 224U 164 DIlCounter(26)

-> PER Testing 3 over 5

D 011 9 500 -30.0 ------ 1 001D 1 o 0 - - 224U 312 DataDown

U 4 1 9 125 14.6 6.51s - 0024 1 © - 00 224U 164 DIlCounter(27)

-> PER Testing 4 over 5

D 411 9 500 -30.0 ------ 1 001E 1 0 0 - - 224 C 312 DataDown

Uu 7 1 9 125 14.6 1.99s - 0025 1 1 - 00 ---U 144 NoPayload

U 3 1 9 125 14.6 4.52s - 0026 1 © - 00 224U 164 DlCounter(28)
D 311 9 500 -30.0 ------ 1 001F 1 o 0 - - 000U 46 LinkADRReq

Pow=0,DR=2,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=8,RX2FREQ=923.3000

-> set UL_DR=2, RX1DROffset=0 to make DL_DR as DR12 (SF8BW500)

U 5 2 8 125 14.6 1.65s - 0027 1 © - ©0 000U 92 LinkADRAns

BytelLen=242

Cnt=24

BytelLen=242

Cnt=25

Bytelen=242

Cnt=26

Bytelen=242

Cnt=27

Bytelen=242

Cnt=28

Pow=1, DR=1, Mask=1



D R2 8 12 500

u 2 2 8 125

-30.0 ------ 1 0020 1 0

14.6 4.50s -

0028 1 ©

-> verifying 5 downlinks on RX1 with DR12
-30.0 ------ 1 0021 1 ©

D 212 8 500

u e 2 8 125

14.7 6.30s -

-> PER Testing 1 over 5
-30.0 ------ 1 0022 1 ©

D © 12 8 500

u 1 2 8 125

14.6 6.30s -

-> PER Testing 2 over 5
-30.0 ------ 1 0023 1 o

D 112 8 500

u 4 2 8 125

14.6 6.30s -

-> PER Testing 3 over 5
-30.0 ------ 1 0024 1 ©

D 412 8 500

u 3 2 8 125

14.6 6.30s -

-> PER Testing 4 over 5

D 312 8 500

u 7 2 8 125

ue6 2 8 125

0029 1 ©

002A 1 ©

002B 1 ©

002C 1 0o

-30.0 ------ 1 0025 1 0
14.6 1.79s - 002D 1 1
14.6 4.51s - ©02E 1 ©

(2]

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224 C

o0 ---U

00 224U

RXParamSetAns

698 DataDown

92 DI1Counter(30)

174 DataDown

92 DIlCounter(31)

174 DataDown

92 DIlCounter(32)

174 DataDown

92 DIlCounter(33)

174 DataDown

92 DIlCounter(34)

174 DataDown

82 NoPayload

92 D1Counter(35)

RX1DROffset=1, RX2DR=1, CH=1

BytelLen=53

Cnt=30

BytelLen=242

Cnt=31

Bytelen=242

Cnt=32

Bytelen=242

Cnt=33

Bytelen=242

Cnt=34

BytelLen=242

Cnt=35



D 612 8 500 -30.0 ------ 1 0026 1 © 0 - - 000U 25 LinkADRReq
Pow=0,DR=3,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=8,RX2FREQ=923.3000

-> set UL_DR=3, RX1DROffset=0 to make DL_DR as DR13 (SF7BW500)

U 3 3 7 125 14.6 1.59s - ©02F 1 © - 00 000U 51 LinkADRAns Pow=1, DR=1, Mask=1
RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1

DR2 812 500 -30.0 ------ 1 0027 1 o o - - 224U 698 DataDown ByteLen=53

U 4 3 7 125 14.6 4.49s - 0030 1 © - @0 224U 46 DIlCounter(37) Cnt=37

-> verifying 5 downlinks on RX1 with DR13

D 413 7 500 -30.0 ------ 1 0028 1 o o - - 224U 98 DataDown BytelLen=242

U 2 3 7 125 14.6 6.185s - 0031 1 © - 00 224U 46 DIlCounter(38) Cnt=38

-> PER Testing 1 over 5

D 213 7 500 -30.0 ------ 1 0029 1 o o - - 224U 98 DataDown BytelLen=242

U 6 3 7 125 14.6 6.18s - 0032 1 @ - 00 224U 46 DIlCounter(39) Cnt=39

-> PER Testing 2 over 5

D 613 7 500 -30.0 ------ 1 002A 1 o 0 - - 224U 98 DataDown BytelLen=242

U 7 3 7 125 14.6 6.17s - 0033 1 © - 00 224U 46 DIlCounter(40) Cnt=40

-> PER Testing 3 over 5

D 713 7 500 -30.0 ------ 1 002B 1 o o - - 224U 98 DataDown ByteLen=242

U 1 3 7 125 14.6 6.18s - 0034 1 © - 00 224U 46 DIlCounter(41) Cnt=41

-> PER Testing 4 over 5
D 113 7 500 -30.0 ------ 1 002C 1 o 0 - - 224C 98 DataDown ByteLen=242



U5 3 7 125 14.6 1.68s - 0035 1 1 - 00 ---U
U e 3 7 125 14.6 4.50s - 0036 1 © - 00 224U
D 013 7 500 -30.0 ------ 1 002D 1 o 0 - - @00 U

Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=1

RX1DROffset=0,RX2DR=8,RX2FREQ=923.3000

-> set UL_DR=0,

U 5 010 125 14.6 1.86s - 0037 1 © - 00 000U
DR2 812 500 -30.0 ------ 1 ©002E 1 © 0 - - 224U
U 3 010 125 14.6 4.50s - 0038 1 0 - 00 224U

-> verifying 60 downlinks on RX1 with DR8

D 310 10 500 -30.0 ------ 1 ©002F 1 © 0 - - 224U
U 4 010 125 14.6 6.93s - 0039 1 © - 00 224U
-> PER Testing 1 over 60

D 410 10 500 -30.0 ------ 1 0030 1 o 0 - - 224U
U 2 010 125 14.6 6.93s - ©03A 1 © - 00 224U

-> PER Testing 2 over 60

D 210 10 500 -30.0 ------ 1 0031 1 o 0 - - 224U
U 7 o010 125 14.6 6.93s - ©003B 1 © - @0 224U

-> PER Testing 3 over 60

D 7 10 10 500 -30.0 ------ 1 0032 1 o o - - 224U

41 NoPayload

46 DI1Counter(42)

14 LinkADRReq

RXParamSetReq

RX1DROffset=2 to make DL_DR as DR8 (SF12BW500)

329 LinkADRAns

RXParamSetAns

698 DataDown

329 DIlCounter(44)

563 DataDown

329 DIlCounter(45)

563 DataDown

329 DIlCounter(46)

563 DataDown

329 DIlCounter(47)

563 DataDown

Cnt=42

Pow=1, DR=1, Mask=1

RX1DROffset=1, RX2DR=1, CH=1

Bytelen=53

Cnt=44

Bytelen=242

Cnt=45

BytelLen=242

Cnt=46

BytelLen=242

Cnt=47

BytelLen=242



U 1 010 125

14.6 6.93s - ©003C 1 0

-> PER Testing 4 over 60

D 1 10 10 500

U 6 010 125

-30.0

1 0033 1 o

14.6 6.93s - 003D 1 ©

-> PER Testing 5 over 60

D 6 10 10 500

U o o010 125

-30.0

1 0034 1 o

14.6 6.93s - ©03E 1 0

-> PER Testing 6 over 60

D © 10 10 500

U 3 o010 125

-30.0

1 0035 1 0o

14.6 6.93s - ©03F 1 0

-> PER Testing 7 over 60

D 3 10 10 500

U 1 o010 125

-30.0

1 0036 1 ©

14.6 6.93s - 0040 1 0

-> PER Testing 8 over 60

D 1 10 10 500

U 4 o010 125

-30.0

1 0037 1 o

14.6 6.93s - 0041 1 0

-> PER Testing 9 over 60

D 4 10 10 500

-30.0

1 0038 1 0

(2]

(2]

0

0

0

(2]

00 224U

224 U

00 224U

224 U

00 224U

224 U

00 224U

224 U

00 224U

224 U

00 224U

224 U

329 DIlCounter(48)

563 DataDown

329 DIlCounter(49)

563 DataDown

329 DIlCounter(50)

563 DataDown

329 DlCounter(51)

563 DataDown

329 DIlCounter(52)

563 DataDown

329 DIlCounter(53)

563 DataDown

Cnt=48

BytelLen=242

Cnt=49

BytelLen=242

Cnt=50

Bytelen=242

Cnt=51

Bytelen=242

Cnt=52

Bytelen=242

Cnt=53

BytelLen=242



U 5 010 125

14.6 6.93s - 0042 1 0

-> PER Testing 10 over 60

D 5 10 10 500

Uu 7 o010 125

-30.0

1 0039 1 o

14.6 6.93s - 0043 1 0

-> PER Testing 11 over 60

D 7 10 10 500

U 6 010 125

-30.0

1 003A 1 o

14.6 6.93s - 0044 1 0

-> PER Testing 12 over 60

D 6 10 16 500

U o o010 125

-30.0

1 003B 1 ©

14.6 6.93s - 0045 1 0

-> PER Testing 13 over 60

D © 10 10 500

U 2 o010 125

-30.0

1 003C 1 o

14.6 6.93s - 0046 1 0

-> PER Testing 14 over 60

D 2 10 10 500

U 1 o010 125

-30.0

1 003D 1 o

14.6 6.93s - 0047 1 0

-> PER Testing 15 over 60

D 110 10 500

-30.0

1 003E 1 0

(2]

(2]

0

0

0

(2]

00 224 U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

329 DIlCounter(54)

563 DataDown

329 DIlCounter(55)

563 DataDown

329 DIlCounter(56)

563 DataDown

329 DIlCounter(57)

563 DataDown

329 DlCounter(58)

563 DataDown

329 DIlCounter(59)

563 DataDown

Cnt=54

BytelLen=242

Cnt=55

BytelLen=242

Cnt=56

Bytelen=242

Cnt=57

Bytelen=242

Cnt=58

Bytelen=242

Cnt=59

BytelLen=242



U 4 o010 125

14.6 6.93s - 0048 1 0

-> PER Testing 16 over 60

D 4 10 10 500

U 5 o010 125

-30.0

1 003F 1 o

14.6 6.93s - 0049 1 0

-> PER Testing 17 over 60

D 5 10 10 500

U 3 o010 125

-30.0

1 0040 1 0

14.6 6.93s - ©004A 1 0

-> PER Testing 18 over 60

D 3 10 10 500

U 6 010 125

-30.0

1 0041 1 o

14.6 6.93s - ©004B 1 0

-> PER Testing 19 over 60

D 6 10 10 500

U @ o010 125

-30.0

1 0042 1 0

14.6 6.93s - ©004C 1 0o

-> PER Testing 20 over 60

D © 10 10 500

U 2 o016 125

-30.0

1 0043 1 o

14.6 6.93s - 004D 1 ©

-> PER Testing 21 over 60

D 2 10 10 500

-30.0

1 0044 1 ©

(2]

(2]

0

0

0

(2]

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

329 DIlCounter(60)

563 DataDown

329 DIlCounter(61)

563 DataDown

329 DlCounter(62)

563 DataDown

329 DlCounter(63)

563 DataDown

329 DlCounter(64)

563 DataDown

329 DIlCounter(65)
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-> set UL_DR=1, RX1DROffset=0 to make DL_DR as DR11l (SF9BW500)
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[TEST RESULT]
[VERDICT]
PASS
[REASON]
DR8 PER=0.000, DR9 PER=0.000, DR10 PER=0.000, DR11 PER=0.000, DR12 PER=0.000, DR13
PER=0.000

[ELAPSED TIME] 00:44:26

11 RX2 Receive Window Test

CERTL_ITEM_US_11_01_RX2_RECEIVE_WINDOW_TEST

[ TEST PURPOSE ]
To validate the maximum allowable payload sizes in both uplink
as well as downlink transmissions
: CERTI_ITEM US_11_ @1 RX2_RECEIVE_WINDOW_TEST
[TEST DATE & TIME]
2021-10-11 16:14:37 (UTC-4H)

[LINK MESSAGE]
L CHDR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD
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[RX2 Receive Window Test]
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u 2 3 7 125

-30.0

1 02EB 1 0

14.6 7.18s - 02F8 1 0

-> PER Testing 14 over 60

D R2 13 7 500

u 1 3 7 125

-30.0

1 02EC 1 o

14.6 7.18s - 02F9 1 0

-> PER Testing 15 over 60

D R2 13 7 500

u e 3 7 125

-30.0

1 02D 1 o

14.6 7.18s - ©2FA 1 0

-> PER Testing 16 over 60

D R2 13 7 500

u 3 3 7 125

-30.0

1 ©2EE 1 ©

14.6 7.18s - ©2FB 1 ©

-> PER Testing 17 over 60

D R2 13 7 500

-30.0
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0

0
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00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

98 DataDown

46 DlCounter(741)

98 DataDown

46 DlCounter(742)

98 DataDown

46 DlCounter(743)

98 DataDown

46 DIlCounter(744)

98 DataDown

46 DIlCounter(745)

98 DataDown

46 DI1Counter(746)

98 DataDown

BytelLen=242

Cnt=741

BytelLen=242

Cnt=742

Bytelen=242

Cnt=743

Bytelen=242

Cnt=744

Bytelen=242

Cnt=745

BytelLen=242

Cnt=746

BytelLen=242
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94
BD
E6
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6B
94
BD
E6

19
42
6B
94
BD
E6

43
6C
95
BE
E7

43
6C
95
BE
E7

1A
43

95
BE
E7

1A
43

95
BE
E7

1A
43

95
BE
E7

1A
43

95
BE
E7

[16:55:48.524] 60 01
1B 1C 1D 1E 1F 20 21
44 45 46 47 48 49 4A
6D 6E 6F 70 71 72 73
96 97 98 99 9A 9B 9C
BF Co C1 C2 C3 C4 G5
E8 E9 EA EB EC ED EE

22
4B
74
9D
c6
EF

u 7 3 7 125 14.6
[16:55:53.651] 40 01 00

-> PER Testing 18 over
D R2 13 7 500 -30.0
[16:55:55.697] 60 01 00
1B 1C 1D 1E 1F 20 21 22
44 45 46 47 48 49 4A 4B
6D 6E 6F 70 71 72 73 74
96 97 98 99 9A 9B 9C 9D
BF Co C1 C2 C3 C4 C5 C6
E8 E9 EA EB EC ED EE EF

U e 3 7 125 14.6
[16:56:00.824] 40 01 00

-> PER Testing 19 over
D R2 13 7 500 -30.0
[16:56:02.870] 60 01 00
1B 1C 1F 21 22
44 45 48 4A 4B
6D 6E 71 73 74
96 97 9A 9C 9D
BF Co Cc3 C5 C6
E8 E9 EC EE EF

U 4 3 7 125 14.6
[16:56:07.997] 40 01 00

-> PER Testing 20 over
D R2 13 7 500 -30.0
[16:56:10.043] 60 01 00
1B 1C 1F 21 22
44 45 48 4A 4B
6D 6E 71 73 74
96 97 9A 9C 9D
BF Co Cc3 C5 C6
E8 EO EC EE EF

uUu 6 3 7 125 14.6
[16:56:15.171] 40 01 00

-> PER Testing 21 over
D R2 13 7 500 -30.0
[16:56:17.217] 60 01 00
1B 1C 1F 21 22
44 45 48 4A 4B
6D 6E 71 73 74
96 97 9A 9C 9D
BF Co Cc3 C5 C6
E8 EO EC EE EF

u 2 3 7 125 14.6
[16:56:22.218] 40 01 00

-> PER Testing 22 over
D R2 13 7 500 -30.0
[16:56:24.264] 60 01 00
1B 1C 1D 1E 1F 20 21 22
44 45 46 47 48 49 4A 4B
6D 6E 6F 70 71 72 73 74
96 97 98 99 9A 9B 9C 9D
BF CO C1 C2 C3 C4 C5 C6
E8 E9 EA EB EC ED EE EF

U 4 3 7 125 14.6
[16:56:29.392] 40 01 00

-> PER Testing 23 over
D R2 13 7 500 -30.0
[16:56:31.438] 60 01 00

23
4c
75
9E
c7
Fe

24
4D
76
9F
c8
F1

7.18s
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F1l
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00 00
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4E
77
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AQ
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25
4E
77
Ao
c9
E4

80
25
4E
77
Ao
c9
A4

25
4E
77
Ao
c9
F5

80

1
80
25
4E
77
Ao
c9
4E

02
26
4F
78
Al
CA
76

02FC
FC 02

02F0

4F 50

A2

0300
00 03

02F4
F4 02
26 27
4F 50
78 79
Al A2
CA CB
35 7B

0301

E@ 03
52
7B
A4
cD

1 0
E@ 03
28
51
7A
A3
cc
39

52
7B
A4
cD

EQ 02

10
E@ 03
28
51
7A
A3
ccC
58

52
7B
A4
cD

EQ 02

10
EQ 03
28 29
51 52
7A 7B
A3 A4
cc b
F6

1
EQ 02

10
E0Q 03
28 29
51 52
7A 7B
A3 A4
cc b
52

1 0
EQ 02

10
EQ 03
28 29
51 52
7A 7B
A3 A4
cc ¢
46

1 0

o1
2A
53

7C 7D 7E 7F
A5 A6 A7 A8
CE CF Do D1

EB

2]
01
2A
53
7C

A5 A6 A7 A8

CE

EC

2]
o1
2A
53
7C

A5 A6 A7 A8

CE

ED

2]
o1
2A
53
7C
A5
CE

EE

2]
o1
2A
53
7C
A5
CE

EE

2]
01
2A
53
7C
A5
CE

02 @3 04
2B 2C 2D
54 55 56

05
2E
57
80
A9
D2

00 224U
F4 84 A3 68

- - 224U

02 03 04 05 06
2B 2C 2D 2E 2F
54 55 56 57 58
7D 7E 7F 80 81
A9 AA

CF Do D1 D2 D3

00 224U
BB DE AC DA

224 U

02 03 04 05 06
2B 2C 2D 2E 2F
54 55 56 57 58
7D 7E 7F 80 81
A9 AA
D2 D3

CF Do D1

00 224U
C9 46 80 10

- - 224U

02 03 04 05 06
2B 2C 2D 2E 2F
54 55 56 57 58
7D 7E 7F 80 81
A6 A7 A8 A9 AA
CF Do D1 D2 D3

00 224U
4C 53 59 @9

224 U

02 03 04 05 06
2B 2C 2D 2E 2F
54 55 56 57 58
7D 7E 7F 80 81
A6 A7 A8 A9 AA
CF Do D1 D2 D3

00 224U
FD 98 02 03

- - 224U

02 03 04 05 06
2B 2C 2D 2E 2F
54 55 56 57 58
7D 7E 7F 80 81
A6 A7 A8 A9 AA
CF Do D1 D2 D3

00 224U

80 01 03 EO 02 EF 16 80 68 8B

1 O02F5 1 o
80 F5 02 EO 03 01 02 03 04 05 06

2]

224 U
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84
AD
D6
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5E
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BO
D9

oD
36
5F
88
Bl
DA

46 D1Counter(747)
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a7
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DataDown
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46 D1Counter(748)

DataDown
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46 D1Counter(749)

DataDown

(]

A

@B oC
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46 D1Counter(750)

DataDown
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D8

oC
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5E
87
BO
D9

46 D1Counter(750)

Q7
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59

AB
D4

98

08
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5A
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D5

DataDown

Q9
32
5B
84
AD
D6

0A
33
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85
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34 35
5D 5E
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AF Bo
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46 D1Counter(751)

98 DataDown

@7 08 09 O0A 0B oC oD

OE
37
60

B2
DB

0

m

OF

61
8A
B3
DC

10

62
8B
B4
DD

11 12
3A 3B
63 64
8C 8D
B5 B6
DE DF

Cnt=747

Bytelen=242

oF
38
61
8A
B3
DC

10
39
62
8B
B4
DD

11 12
3A 3B
63 64
8C 8D
B5 B6
DE DF

Cnt=748

BytelLen=242
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Cnt=749

ByteLen=242
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Cnt=750

BytelLen=242
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u 3 3 7 125

14.6 7.18s - 0302 1 0

-> PER Testing 24 over 60

D R2 13 7 500

us5 3 7 125

-30.0

1 02F6 1 0

14.6 7.18s - 0303 1 0

-> PER Testing 25 over 60

D R2 13 7 500

u 1 3 7 125

-30.0

1 02F7 1 o

14.6 7.18s - 0304 1 0

-> PER Testing 26 over 60

D R2 13 7 500

u e 3 7 125

-30.0

1 02F8 1 o

14.6 7.18s - 0305 1 ©

-> PER Testing 27 over 60

D R2 13 7 500

u 7 3 7 125

-30.0

1 02F9 1 o

14.6 7.18s - 0306 1 0

-> PER Testing 28 over 60

D R2 13 7 500

u e 3 7 125

-30.0

1 02FA 1 o

14.6 7.18s - 03067 1 ©

-> PER Testing 29 over 60

D R2 13 7 500
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1 02FB 1 0
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00 224U

- - 224U

00 224U

- - 224U

46 DIlCounter(752)

98 DataDown

46 DIlCounter(753)

98 DataDown

46 DIlCounter(754)

98 DataDown

46 DI1Counter(755)

98 DataDown

46 DI1Counter(756)

98 DataDown

46 DIlCounter(757)

98 DataDown

Cnt=752

BytelLen=242

Cnt=753

BytelLen=242

Cnt=754

BytelLen=242

Cnt=755

BytelLen=242

Cnt=756

BytelLen=242

Cnt=757

BytelLen=242



u 3 3 7 125

14.6 7.18s - 0308 1 0

-> PER Testing 30 over 60

D R2 13 7 500

u 2 3 7 125

-30.0

1 02FC 1 o

14.6 7.18s - 0309 1 0

-> PER Testing 31 over 60

D R2 13 7 500

u 4 3 7 125

-30.0

1 02FD 1 o

14.6 7.18s - ©30A 1 0

-> PER Testing 32 over 60

D R2 13 7 500

u e 3 7 125

-30.0

1 O2FE 1 o

14.6 7.18s - ©30B 1 0

-> PER Testing 33 over 60

D R2 13 7 500

u 7 3 7 125

-30.0

1 02FF 1 o

14.6 7.18s - @30C 1 0o

-> PER Testing 34 over 60

D R2 13 7 500

us5 3 7 125

-30.0

1 0300 1 o

14.6 7.18s - 036D 1 ©

-> PER Testing 35 over 60

D R2 13 7 500
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46 DIlCounter(758)

98 DataDown

46 DI1Counter(759)

98 DataDown

46 DIlCounter(760)

98 DataDown

46 DIlCounter(761)

98 DataDown

46 DIlCounter(762)

98 DataDown

46 DlCounter(763)

98 DataDown
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BytelLen=242
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BytelLen=242



u 1 3 7 125

14.6 7.18s - ©30E 1 0

-> PER Testing 36 over 60

D R2 13 7 500

us5 3 7 125

-30.0

1 0302 1 o

14.6 7.18s - ©30F 1 0

-> PER Testing 37 over 60

D R2 13 7 500

u 7 3 7 125

-30.0

1 0303 1 o

14.6 7.18s - 0310 1 0

-> PER Testing 38 over 60

D R2 13 7 500

u 1 3 7 125

-30.0

1 0304 1 o

14.7 7.18s - 0311 1 0

-> PER Testing 39 over 60

D R2 13 7 500

u 6 3 7 125

-30.0

1 0305 1 o

14.6 7.18s - 0312 1 0o

-> PER Testing 40 over 60

D R2 13 7 500

u e 3 7 125

-30.0

1 0306 1 0o

14.6 7.18s - 0313 1 0

-> PER Testing 41 over 60

D R2 13 7 500

-30.0

1 0307 1 o
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(2]

(2]

(2]

(2]
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00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

46 DIlCounter(764)

98 DataDown

46 DI1Counter(765)

98 DataDown

46 DIlCounter(766)

98 DataDown

46 DIlCounter(767)

98 DataDown

46 D1Counter(768)

98 DataDown

46 DIlCounter(769)

98 DataDown

Cnt=764

BytelLen=242

Cnt=765

BytelLen=242

Cnt=766

BytelLen=242

Cnt=767

BytelLen=242

Cnt=768

BytelLen=242

Cnt=769

BytelLen=242



u 4 3 7 125

14.6 7.18s - 0314 1 0

-> PER Testing 42 over 60

D R2 13 7 500

u 3 3 7 125

-30.0

1 0308 1 0

14.6 7.18s - 0315 1 0

-> PER Testing 43 over 60

D R2 13 7 500

u 2 3 7 125

-30.0

1 0309 1 o

14.6 7.18s - 0316 1 0

-> PER Testing 44 over 60

D R2 13 7 500

u 7 3 7 125

-30.0

1 0306A 1 0o

14.6 7.18s - 0317 1 0

-> PER Testing 45 over 60

D R2 13 7 500

u 3 3 7 125

-30.0

1 03B 1 o

14.6 7.18s - 0318 1 0

-> PER Testing 46 over 60

D R2 13 7 500

u e 3 7 125

-30.0

1 e3eC 1 o

14.6 7.18s - 0319 1 0

-> PER Testing 47 over 60

D R2 13 7 500

-30.0

1 030D 1 o

(2]

0

0

(2]

(2]

(2]

00 224U

- - 224U

00 224 U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

46 DlCounter(7790)

98 DataDown

46 DlCounter(771)

98 DataDown

46 DIlCounter(772)

98 DataDown

46 DIlCounter(773)

98 DataDown

46 DIlCounter(774)

98 DataDown

46 DI1Counter(775)

98 DataDown

Cnt=770

BytelLen=242

Cnt=771

Bytelen=242

Cnt=772
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Cnt=773

BytelLen=242

Cnt=774

BytelLen=242

Cnt=775

BytelLen=242



u 4 3 7 125

14.6 7.18s - ©31A 1 0

-> PER Testing 48 over 60

D R2 13 7 500

us5 3 7 125

-30.0

1 030E 1 0

14.6 7.18s - ©031B 1 ©

-> PER Testing 49 over 60

D R2 13 7 500

u 2 3 7 125

-30.0

1 030F 1 o

14.6 7.18s - 031C 1 0

-> PER Testing 50 over 60

D R2 13 7 500

u e 3 7 125

-30.0

1 0310 1 o

14.6 7.18s - 031D 1 0

-> PER Testing 51 over 60

D R2 13 7 500

u 1 3 7 125

-30.0

1 0311 1 o

14.6 7.18s - ©31E 1 0o

-> PER Testing 52 over 60

D R2 13 7 500

u 3 3 7 125

-30.0

1 0312 1 o

14.6 7.18s - ©31F 1 0

-> PER Testing 53 over 60

D R2 13 7 500

-30.0

1 0313 1 o

(2]

(2]

0

0

0

(2]

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

46 DlCounter(776)

98 DataDown

46 DlCounter(777)

98 DataDown

46 DlCounter(778)

98 DataDown

46 DI1Counter(779)

98 DataDown

46 DI1Counter(780)

98 DataDown

46 DI1Counter(781)

98 DataDown
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Cnt=779
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Cnt=781

BytelLen=242



u e 3 7 125

14.6 7.18s - 0320 1 0

-> PER Testing 54 over 60

D R2 13 7 500

u 1l 3 7 125

-30.0

1 0314 1 o

14.6 7.18s - 0321 1 0

-> PER Testing 55 over 60

D R2 13 7 500

u 7 3 7 125

-30.0

1 0315 1 o

14.6 7.18s - 0322 1 0

-> PER Testing 56 over 60

D R2 13 7 500

us5 3 7 125

-30.0

1 0316 1 o

14.6 7.18s - 0323 1 0

-> PER Testing 57 over 60

D R2 13 7 500

u 2 3 7 125

-30.0

1 0317 1 o

14.6 7.18s - 0324 1 0

-> PER Testing 58 over 60

D R2 13 7 500

u 4 3 7 125

-30.0

1 0318 1 o

14.6 7.18s - 0325 1 0o

-> PER Testing 59 over 60

D R2 13 7 500

-30.0

1 0319 1 o

(2]

(2]

0

0

0

(2]

00 224 U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

00 224U

- - 224U

46 DlCounter(782)

98 DataDown

46 DlCounter(783)

98 DataDown

46 DlCounter(784)

98 DataDown

46 DI1Counter(785)

98 DataDown

46 DI1Counter(786)

98 DataDown

46 DI1Counter(787)

98 DataDown

Cnt=782

BytelLen=242

Cnt=783
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U e 3 7 125 14.6 7.18s - 0326 1 © - 00 224U 46 DIlCounter(788) Cnt=788

-> PER Testing 60 over 60

DR213 7 500 -30.0 ------ 1 ©031A 1 o e - - 224U 98 DataDown BytelLen=242
U 2 3 7 125 14.6 7.18s - 0327 1 © - 00 224U 46 DIlCounter(789) Cnt=789
[TEST RESULT]
[VERDICT]
PASS
[REASON]

DR8 PER=0.000, DR9 PER=0.000, DR10 PER=0.000, DR11 PER=0.017, DR12 PER=0.000, DR13
PER=0.033

[ELAPSED TIME] 00:46:26

12 Maximum Allowed Payload

CERTI_ITEM_US_12_01_UPLINK_MAX_PAYLOAD_ECHO

[ TEST PURPOSE ]
To validate the maximum allowable payload sizes in both uplink
as well as downlink transmissions
: CERTI_ITEM_US_12 01_UPLINK_MAX_PAYLOAD_ECHO
[TEST DATE & TIME]
2021-10-11 17:01:07 (UTC-4H)

[LINK MESSAGE]
L CHDR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
U 3 3 7 125 14.6 7.85s - 0328 1 @ - @00 224U 46 DlCounter(789) Cnt=789

[Uplink - Max Payload via Echo]
U 6 3 7 125 14.6 7.05s - 0329 1 @ - 00 224U 46 DI1Counter(789) Cnt=789

D 613 7 500 -30.0 ------ 1 ©031B 1 © 0 - - 000U 14 LinkADRReq
Pow=0,DR=4,Mask=0001h,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000
-> set UL DR as DR4 (SF8BW500)
U64d 4 8 500 14.6 1.55s - ©32A 1 © - ©0 000U 23 LinkADRAns Pow=1, DR=1, Mask=1

RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1



D 013 7 500 -30.0 ------ 1 031C 1 o 0 - - 224U 98 EchoRequest

-> send Echo Request(RX1) with max payload (242) for DR4 (SF8BW500)
Ue6sd 4 8 500 14.6 4.68s - 032B 1 ©O - 00 224U 176 EchoResponse

DR213 7 500 -30.0 ------ 1 031D 1 o 0 - - 224U 98 EchoRequest

-> send Echo Request(RX2) with max payload (242) for DR4 (SF8BW500)
Ues 4 8 500 14.6 3.35s - ©32C 1 © - 00 224U 176 EchoResponse

D 013 7 500 -30.0 ------ 1 ©031E 1 © 0 - - 000U 14 LinkADRReq
Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000
-> set UL DR as DRO (SF10BW125)
U © 010 125 14.6 1.86s - 032D 1 © - 00 000U 329 LinkADRAns
RXParamSetAns
D 010 10 500 -30.0 ------ 1 ©031F 1 o e - - 224U 92 EchoRequest

-> send Echo Request(RX1) with max payload (11) for DR@ (SF10BW125)
U 4 010 125 14.6 4.54s - ©32E 1 © - 00 224U 370 EchoResponse

DR213 7 500 -30.0 ------ 1 0320 1 o 0 - - 224U 14 EchoRequest

-> send Echo Request(RX2) with max payload (11) for DR@ (SF1@BW125)
U 1 010 125 14.6 3.41s - ©32F 1 © - 00 224U 370 EchoResponse

D 110 10 500 -30.0 ------ 1 0321 1 o 0 - - 000U 92 LinkADRReq
Pow=0,DR=1,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000

-> set UL DR as DR1 (SF9BW125)
U5 1 9 125 14.6 1.77s - 0330 1 © - 00 000U 164 LinkADRAns

EcholLen=241

Echo PASS

EcholLen=241

Echo PASS

Pow=1, DR=1, Mask=1

RX1DROffset=1, RX2DR=1, CH=1

EchoLen=10

Echo PASS

EchoLen=10

Echo PASS

Pow=1, DR=1, Mask=1



RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1

D 511 9 500 -30.0 ------ 1 0322 1 o 0 - - 224U 97 EchoRequest EcholLen=52

-> send Echo Request(RX1) with max payload (53) for DR1 (SF9BW125)
Uu 7 1 9 125 14.6 4.73s - 0331 1 © - 00 224U 390 EchoResponse Echo PASS

DR213 7 500 -30.0 ------ 1 0323 1 o 0 - - 224U 29 EchoRequest EchoLen=52

-> send Echo Request(RX2) with max payload (53) for DR1 (SF9BW125)
Uu 1 1 9 125 14.6 3.46s - ©332 1 © - 00 224U 390 EchoResponse Echo PASS

D 111 9 500 -30.0 ------ 1 0324 1 o 0 - - 000U 46 LinkADRReq
Pow=0,DR=2,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000
-> set UL DR as DR2 (SF8BW125)
U 4 2 8 125 14.6 1.65s - 0333 1 © - 00 000U 92 LinkADRAns Pow=1, DR=1, Mask=1
RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1
D 412 8 500 -30.0 ------ 1 0325 1 o 0 - - 224U 99 EchoRequest EchoLen=124

-> send Echo Request(RX1) with max payload (125) for DR2 (SF8BW125)
Uu 7 2 8 125 14.6 4.82s - 0334 1 © - 00 224U 399 EchoResponse Echo PASS

DR2 13 7 500 -30.0 ------ 1 0326 1 o 0 - - 224U 56 EchoRequest EcholLen=124

-> send Echo Request(RX2) with max payload (125) for DR2 (SF8BW125)
U e 2 8 125 14.6 3.51s - ©335 1 © - 00 224U 399 EchoResponse Echo PASS

D ©12 8 500 -30.0 ------ 1 0327 1 o 0 - - 000U 25 LinkADRReq
Pow=0,DR=3,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000
-> set UL DR as DR3 (SF7BW125)
u 2 3 7 125 14.6 1.59s - 0336 1 © - 00 000U 51 LinkADRAns Pow=1, DR=1, Mask=1
RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1

D 213 7 500 -30.0 ------ 1 0328 1 0o e - - 224U 98 EchoRequest EchoLen=241



-> send Echo Request(RX1) with max payload (242) for DR3 (SF7BW125)
U 6 3 7 125 14.6 4.87s - 0337 1 0 - 00 224U 399 EchoResponse Echo PASS

DR2 13 7 500 -30.0 ------ 1 0329 1 o 0 - - 224U 98 EchoRequest EcholLen=241

-> send Echo Request(RX2) with max payload (242) for DR3 (SF7BW125)
U 3 3 7 125 14.6 3.58s - ©338 1 © - 00 224U 399 EchoResponse Echo PASS

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT accepted Max Payload packet correctly

[ELAPSED TIME] 00:01:00

CERTI_ITEM_US_12_02_UPLINK_OVERSIZED_PAYLOAD_ECHO

[ TEST PURPOSE ]
To validate the maximum allowable payload sizes in both uplink
as well as downlink transmissions
: CERTI_ITEM_US_12 02 UPLINK_OVERSIZED_PAYLOAD_ECHO
[TEST DATE & TIME]
2021-10-11 17:02:09 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS
[Uplink - Oversized Payload via Echo]

U 5 3 7 125 14.6 7.05s - 0339 1 © - @0 224U 46 DI1Counter(804) Cnt=804
D 513 7 500 -30.0 ------ 1 ©32A 1 0o e - - 000U 14 LinkADRReq

Pow=0,DR=4,Mask=0001h,MC=7,NbTrans=1



RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000

-> set UL DR as DR4 (SF8BW500)

Uues 4 8 500

D 013 7 500

Uues 4 8 500

D 013 7 500

-> send Echo Request(RX1l) with oversized payload (243) for DR4
14.6 7.03s -

Uues 4 8 500

D R2 13 7 500

-> send Echo Request(RX2) with oversized payload (243) for DR4
14.6 7.03s -

Uues 4 8 500

D 013 7 500

14.6 1.55s -

-30.0

14.6 4.50s -

-30.0

-30.0

-30.0

Pow=0,DR=0,Mask=00FFh,MC=0,NbTrans=1

RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000

-> set UL DR as
U 2 o010 125

D 2 10 10 500

U 5 010 125

D 5 10 10 500

-> send Echo Request(RX1) with oversized payload (12)
14.6 7.43s -

U o o010 125

D R2 13 7 500

-> send Echo Request(RX2) with oversized payload (12)
14.6 8.35s -

U 4 o010 125

D 4 10 10 500

033A 1 ©

1 032B 1 0

033B 1 ©

1 e32C 1 o

033C 1 o

1 032D 1 o

033D 1 o

1 032E 1 o

DRO (SF10BW125)

14.6 1.86s -

14.6 4.50s -

-30.0

-30.0

@33E 1 0o

@33F 1 0o

0340 1 0o

1 0331 1 o

0341 1 o

1 0332 1 o

(2]

(2]

(2]

(2]

RXParamSetReq

000 U 23 LinkADRAns
RXParamSetAns

---u 10 NoPayload

224 U 23 DlCounter(806)

224 U 99 EchoRequest

(SF8BW500)
00 224U 23 DIlCounter(806)
- - 224U 99 EchoRequest

(SF8BW500)

00 224U 23 DlCounter(806)

- - 000 U 14 LinkADRReq
RXParamSetReq

00 000U 329 LinkADRAns
RXParamSetAns

- - ---Uu 72 NoPayload

00 224U 329 DIlCounter(808)

- - 224U 92 EchoRequest

00

00

for DRO (SF10BW125)
224 U 329 DlCounter(808)

224 U 15 EchoRequest

for DRO (SF10BW125)
224 U 329 DlCounter(808)

000 U 92 LinkADRReq

Pow=1, DR=1, Mask=1

RX1DROffset=1, RX2DR=1, CH=1

Cnt=806

EcholLen=242

Cnt=806

EcholLen=242

Cnt=806

Pow=1, DR=1, Mask=1

RX1DROffset=1, RX2DR=1, CH=1

Cnt=808

EchoLen=11

Cnt=808

EchoLen=11

Cnt=808



Pow=0,DR=1,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000
-> set UL DR as DR1 (SF9BW125)
U 3 1 9 125 14.6 1.77s - 0342 1 © - 00 000U 164 LinkADRAns Pow=1, DR=1, Mask=1
RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1
D 311 9 500 -30.0 ------ 1 0333 1 o o - - ---U 36 NoPayload
U 7 1 9 125 14.6 4.50s - 0343 1 © - 00 224U 164 DlCounter(810) Cnt=810
D 711 9 500 -30.0 ------ 1 0334 1 0 0 - - 224U 97 EchoRequest EchoLen=53

-> send Echo Request(RX1) with oversized payload (54) for DR1 (SF9BW125)
Uu 6 1 9 125 14.6 7.27s - 0344 1 © - 00 224U 164 D1Counter(810) Cnt=810

DR213 7 500 -30.0 ------ 1 0335 1 o 0 - - 224U 30 EchoRequest EchoLen=53

-> send Echo Request(RX2) with oversized payload (54) for DR1 (SF9BW125)
u 3 1 9 125 14.6 15.4s - 0346 1 © - 00 224U 164 D1Counter(810) Cnt=810

D 311 9 500 -30.0 ------ 1 0336 1 © 0 - - 000U 46 LinkADRReq
Pow=0,DR=2,Mask=00FFh,MC=0,NbTrans=1

RXParamSetReq
RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000
-> set UL DR as DR2 (SF8BW125)
U 7 2 8 125 14.6 1.65s - 0347 1 © - ©0 000U 92 LinkADRAns Pow=1, DR=1, Mask=1
RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1
D 712 8 500 -30.0 ------ 1 0337 1 © o - - ---U 18 NoPayload
U 1 2 8 125 14.6 4.50s - 0348 1 © - 00 224U 92 DIlCounter(812) Cnt=812
D 112 8 500 -30.0 ------ 1 0338 1 © 0 - - 224U 99 EchoRequest EcholLen=125

-> send Echo Request(RX1) with oversized payload (126) for DR2 (SF8BW125)
Uu 2 2 8 125 14.6 7.21s - 0349 1 © - 00 224U 92 DlCounter(812) Cnt=812

DR213 7 500 -30.0 ------ 1 0339 1 o 0 - - 224U 56 EchoRequest EcholLen=125

-> send Echo Request(RX2) with oversized payload (126) for DR2 (SF8BW125)
U @ 2 8 125 14.6 8.17s - ©34A 1 © - 00 224U 92 DIlCounter(812) Cnt=812

D ©12 8 500 -30.0 ------ 1 ©033A 1 o 0 - - 000U 25 LinkADRReq
Pow=0,DR=3,Mask=00FFh,MC=0,NbTrans=1



RXParamSetReq
RX1DROffset=0,RX2DR=13,RX2FREQ=923.3000

-> set UL DR as DR3 (SF7BW125)

U 4 3 7 125 14.6 1.59s - ©034B 1 0 - ©0 000U 51 LinkADRAns Pow=1, DR=1, Mask=1
RXParamSetAns RX1DROffset=1, RX2DR=1, CH=1

D 413 7 500 -30.0 ------ 1 0338 1 o o - - ---U 10 NoPayload

U 5 3 7 125 14.6 4.49s - 034C 1 © - 00 224U 46 DIlCounter(814) Cnt=814

D 513 7 500 -30.0 ------ 1 e33C 1 o 0 - - 224U 99 EchoRequest EcholLen=242

-> send Echo Request(RX1) with oversized payload (243) for DR3 (SF7BW125)
Uu 6 3 7 125 14.6 7.05s - 034D 1 © - 00 224 U 46 D1Counter(814) Cnt=814

DR213 7 500 -30.0 ------ 1 033D 1 o 0 - - 224U 99 EchoRequest EchoLen=242

-> send Echo Request(RX2) with oversized payload (243) for DR3 (SF7BW125)
Uu 2 3 7 125 14.6 7.05s - ©34E 1 © - 00 224U 46 DlCounter(814) Cnt=814

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT ignored oversized EchoRequest correctly

[ELAPSED TIME] 00:01:57

CERTI_ITEM_US_12_03_RETRANSMIT_MAX_PAYLOAD_DR_DECAY

[ TEST PURPOSE ]

To ensure an DUT appropriately accepts and processes or discards a downlink
whose contents include MAC one or more commands

in the App-Payload portion of the frame

: CERTI_ITEM_US_12_ 03 RETRANSMIT_MAX_PAYLOAD_DR_DECAY

[TEST DATE & TIME]

2021-10-11 17:04:09 (UTC-4H)



[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M

[Uplink - Retransmit Max Payload after DR Decay]
u 7 3 7 125 14.6 7.05s - 034F 1 © -

D 713 7 500 -30.0 ------ 1 ©033E 1 © 0
Pow=0,DR=3,Mask=00FFh,MC=0,NbTrans=1

U e 3 7 125 14.6 1.57s - @350 1 © -

D 013 7 500 -30.0 ------ 1 033F 1 o (2]

00 224U

- - @00 U

00 000U

- - 224U

Dwell CMD

46 DlCounter(814)

12 LinkADRReq

46 LinkADRAns

10 ConfirmedFrame

-> send ConfirmedFrame CMD to make End-device transmitting confirmed UL packet

U 4 3 7 125 14.6 4.50s - 0351 1 © -

D 413 7 500 -30.0 ------ 1 0340 1 1 (2]

U1 3 7 125 14.6 2.57s - ©352 1 © -

-> do not send ACK for confirmed UL packet
U 6 3 7 125 14.6 3.73s - 0352 1 © -

-> do not send ACK for confirmed UL packet
U 5 2 8 125 14.6 7.29s - 0353 1 @ -

D 512 8 500 -30.0 ------ 1 0341 1 1 (2]

U 3 2 8 125 14.6 6.12s - 0354 1 0 -

[TEST RESULT]

00 224 C

- - 224U

00 224 C

00 224 C

00 224 C

- - 224U

00 224U

46 DlCounter(816)

98 EchoRequest

399 EchoResponse

399 EchoResponse

92 DICounter(817)

20 UnconfirmedFrame

92 DIlCounter(818)

[VERDICT]
PASS
[REASON]

DUT reduced packet length after decaying DR

CNTS

Cnt=814

Pow=1, DR=1, Mask=1

Cnt=816

EcholLen=241

Echo PASS

Echo PASS

Cnt=817

Cnt=818

[ELAPSED TIME] 00:00:30

13 MAC Commands in App-Payload & FOpts



CERTI_ITEM_US_13_01_MAC_CMD_IN_PAYLOAD_N_FOPTS

[ TEST PURPOSE ]

: CERTI_ITEM_US_13_@1_MAC_CMD_IN_PAYLOAD_N_FOPTS
[TEST DATE & TIME]
2021-10-11 17:04:42 (UTC-4H)

[LINK MESSAGE]

L CH DR SF BW Pow Time DEL FCNT Adr Ack FP AAR B Port M Dwell CMD CNTS

[MAC Commands in App-Payload (FRMPayload) & FOpts]

Uu 7 2 8 125 14.6 7.10s - 0355 1 © - @00 224U 92 D1Counter(818) Cnt=818

D 712 8 500 -30.0 ------ 1 0342 1 o 0 -- 0ooU 33 Invalid MAC CMD Mac commands in Foptions and
Payload

-> Sent MAC commands in payload and options field

U 6 2 8 125 14.6 7.10s - 0356 1 © - 00 224U 92 DIlCounter(818) Cnt=818

D 612 8 500 -30.0 ------ 1 0343 1 0 0 -- 000C 33 Invalid MAC CMD Mac commands in Foptions and
Payload

-> Sent MAC commands in payload and options field
U 2 2 8 125 14.6 7.10s - 0357 1 1 - 00 224U 92 DIlCounter(818) Cnt=818

[TEST RESULT]

[VERDICT]
PASS
[REASON]
DUT ignored invalid MAC Commands

[ELAPSED TIME] 00:00:19



