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DEBUGGING UEFI

Debugging UEFI Firmware on EDK




Debug Methods

DEBUG and ASSERT macros
In EDK Il code

DEBUG Instead of Print
functions

Software/hardware debuggers

Shell commands to test
capabilities for simple
debugging




EDK Il DebugLib Library

Connects a Host to capture debug messages



Using PCDs to Configure DebugLib

MdePkg Debug Library Class

[ PcdsFixedAtBuild. PcdsPatchablelnModule]

gEfiMdePkgTokenSpaceGuid. |OX1T
gEfiMdePkgTokenSpaceGuid. ] Ox80000040



The DebugLi1b Class Interfac@
MdePkg\Include\Library\DebuglLib.h

Macros
(where PCDs are checked)

ASSERT (Expression)

DEBUG (EXpression)

ASSERT EFI ERROR (StatusParameter)
ASSERT_PROTOCOL_ALREADY_ INSTALLEDC(..)

Advanced Macros

DEBUG_CODE (Expression)
DEBUG _CODE_BEGIN() & DEBUG_CODE_END(Q)
DEBUG_CLEAR_MEMORY(...)




DebugLib Instances

‘BaseDebugLibSerialPort

Ueti1DebuglLibConOut

(2)

Uefti1DebugLibStdErr

(3)

PeiDxeDebuglibReportStatusCode

**Default for most platforms



Changing Library Instances

Change common library instances in the
platform DSC by module type

[LibraryClasses.common. 1A32]
DebugLib|MdePkg/Library/BaseDebugLibNul l/BaseDebugLibNull.inf

Change a single module’s library instance in the
platform DSC

MyPath/MyModule.inf {
<LibraryClasses>

DebugLib|MdePkg/Library/BaseDebugLibSerialPort.inf
by




UEFI DEBUGGER O!

Intel® UEFI Development Kit Debug




Intel® UEFI Development Kit Debugger Tool

-~ UDK Based Firmware

Debug Agent
Symbol File & Debugger . (SourceDebugPkg)

Debug Intel® UDK

Source Tool

Source Level Debugger for UEFI

11



Host & Target Debug Setup

Null Modem Cable or

Target
USB 2.0 Debug Cable or USB 3.0

12



Distribution

Download application: http:/firmware.intel.com - Develop - Tools

P

Intel® UEFI Development Kit Debugger Tool | Intel® Architecture Firmware Resource Center - Mozilla Firefox

@ Intel® UEFI Developm

<« c o ( intel.com

Products Solutions Support USA (English) B Mylntel& Q

Intel® UEFI Development Kit Debugger Tool

MinnowBoard Turbot

Firmware
You can download the Intel®* UEFI Development Kit Debugger Tool (Intel®* UDK Debugger Tool). The Intel®* UDK

Debugger Tool provides the ability to debug UDK based firmware running on an 1A32 family processor by co- UEFI firmware development
working with the target side component of the debug solution. The target side components (debug agent) are for MinnowBoard Turbot,
found in the SourcelLevelDebugPkg under the EDK Il project is maintained on http://tianocore org. Turbot derivatives, and the

original MinnowBoard Max
Downleoad: Intel® UEFI Development Kit Debugger Tool Ver 1.5 for Windows : ZIP (59.9 MB) - July 2015 platform.

Download: Intel®* UEFI Development Kit Debugger Tool Ver 1.5.1 for Linux : ZIP (65.6 MB) - Nov 2017
Download: Intel® UEFI Development Kit Debugger Tool User Manual 1.11 for Ver 1.5: PDF (1.2 MB) - July 2015

The Intel®* UEFI Development Kit Debugger Tool is provided "as is” with no warranties of any kind, including,
without limitation, the implied warranties of merchantability, fitness for a particular purpose, and non-infringement,
and are subject to change without notice.
Intel® Intelligent Test

System

Target source: SourcelLevelDebugPkg at ) TianoCore.org



http://firmware.intel.com/
http://firmware.intel.com/develop/intel-uefi-tools-and-utilities/intel-uefi-development-kit-debugger-tool#overlay-context=develop
https://github.com/tianocore/tianocore.github.io/wiki/SourceLevelDebugPkg

Host Configuration Requirement

Microsoft Windows

14



Host Configuration Requirements

. Linux

® Ubuntu 16.04 LTS client (x64 build)- validated and examples shown
® GNU Debugger (GDB) - with Expat library
® Intel UDK Debugger Tool 1.5.1

15



Host Configuration Requirements-GDB

Check for the configuration of GDB that Is installed
bash$ gdb -configuration

InSta” gdb |f nOt ”"]Sta”ed M S ®  y-uefi@uuefi-TPad: Jopt/intel/udkdebugger
u-uefi@uuefi-TPad: /opt/intel/udkdebugger$ gdb --configuration
_ This GDB was configured as follows:
baSh$ sudo apt gEt l.'lpdate configure --host=x86_64-linux-gnu --target=x86_64-1linux-gnu
bash$ sudo apt-get install gdb --with-auto-load-dir=$debugdir:$datadir/auto-load
--with-auto-load-safe-path=Sdebugdir:S$Sdatadir/auto-1load
» --with-expat
. . --with-gdb-datadir=/usr/share/gdb (relocatable)
Download gdb source and compile with --with-Jit.reader-dir=fusr/lib/gdb (relocatable)
E |b f h N i i h --without-1libunwind-1a64
L = --with-1lzma
Xpat I raryl t ere IS no W1t --with-python=/usr (relocatable)
" --without-guile
expat aS On the Screen ShOt here --with-separate-debug-dir=/usr/lib/debug (relocatable)

--with-system-gdbinit=/etc/gdb/gdbinit
--with-babeltrace

bash$ ./configure --target=x86 64-w64-mingw32 , _ _ ,

. - ("Relocatable” means the directory can be moved with the GDB installation
--with-expat tree, and GDB will still find it.)
bash$ make

u-uefi@uuefi-TPad: /opt/intel/udkdebugger$ I

16



Changes to Target Firmware

Goal: Minimize changes to target firmware

Add call to new library class
(DebugAgentLib) In SEC, DXE Main,

and SMM CPU Mod.

Or If you don’t want to add one

A NULL implementation of
DebugAgentLib is checked into

open source

17



Configure (Target) ;e

© Add Symbolic Debug to platform DSC (Build Switch)

-D SOURCE_DEBUG_ENABLE

Change Debug Agent Library appropriately (SEC |
DXE | SMM)

Configure target to use COM port via PCD

Ensure COM port not used by other project
modules/features

Simple “ASCII Print” though COM port is allowed

18



DEBUGGING UEFI

Debugging UEFI Firmware using Intel®




Source Level Debug Features

View call stack -

Insert CpuBreakpoint

View and edit local/global variables

Set breakpoint Step into/over routines

[EEXTN view isassermblec coce

View/edit general purpose register values

A



Launching UDK Debugger- Linux

Example showing Ubuntu 16.04 LTS with GDB

Need to open 3 Terminal windows
First Terminal(1) is the UDK el
debugger server

u-uefi@uuefi-TPad: /opt/intel kdebugger$ ./bin/udk-gdb-server
Intel(R) UEFI Development Klt Debugger Tool Version 1.5.1
Debugging through serial port (/dev/ttyUSBO:115200:None)

: Redirect Target output to TCP port (20715)
baSh$ Cd Opt/lﬂt@l/UdkdebuggeP Debug agent revision: 0.4
2 _ _ GdbServer on uuefi-TPad is waiting for connection on port 1234
baSh$ '/bln/Udk gdb Server Connect with 'target remote uuefi-TPad:1234'

Power on the Target and wait 2-3
seconds

21



Launching UDK Debugger- Linux

Example showing Ubuntu 16.04 LTS with GDB

Terminal (2)
-2 @ y-uefi@uuefi-TPad: Jopt/intel/udkdebugger
. There is NO WARRANTY, to the extent permitted by law. Type "show copying”
Open a Second TermlnaI(Z) fOr GDB and "show warranty" for details.
This GDB was configured as "x86 64-linux-gnu".

Type "show configuration" for configuration details.
For bug reporting instructions, please see:

1 <http://www.gnu.org/software/gdb/bugs/>.
baSh$ Cd Opt/lntel/UdkdEbugger Find the GDB manual and other documentation resources online at:
baSh$ gdb <http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
(gdb) target remote_uuefi—TPad:1;34

Attach to the UDK debugger Terminal (1)
(gdb) target remote <HOST>:1234

u-uefi@uuefi-TPad: /fopt/intel/udkdebugger$ ./bin/udk-gdb-server
Intel(R) UEFI Development Kit Debugger Tool Version 1.5.1
Debugging through serial port (/dev/ttyUSB0:115200:None)

Termina|(1) will show "Connection Redirect Target output to TCP port (20715)

Debug agent revision: 0.4
" GdbServer on uuefi-TPad is waiting for connection on port 1234
fr()r11 I()(:Eilt]()f;t rT]EEf;S;EiQJEE Connect with 'target remote uuefi-TPad:1234'
Connection from localhost
ﬁPOt ERROR unrecognized packet 'vMustReplyEmpty'



Launching UDK Debugger- Linux

Example showing Ubuntu 16.04 LTS with GDB

Open the udk scripts in GDB —
Terminal(2)

(gdb) source ./script/udk _gdb script

The prompt changes from
"(gdb)" to "(udb)"

Terminal (2)

&S u-uefi@uuefi-TPad: Jopt/intel/udkdebugger

There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty" for details.
This GDB was configured as "x86_64-linux-gnu”.
Type "show configuration" for configuration details.
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.
For help, type "help".
Type "apropos word" to search for commands related to "word".
(gdb) target remote uuefi-TPad:1234
Remote debugging using uuefi-TPad:1234
(gdb) source ./script/udk_gdb_script
BHHHHR R HR AR HH AR H AR R AR AR R R B HRHGR R B H R BB TR R BB #
# This GDB configuration file contains settings and scripts
# for debugging UDK firmware.
# WARNING: Setting pending breakpoints is NOT supported by the GDB!
HHHUHBBRARABRAHBHBHHBBRARARBHRBH BB AR BHBHB R B R A BHABHR BB BHR BRI
Loading symbol for address: Oxfff931ile
add symbol table from file "/home/u-uefi/src/Max/Build/Viv2TbltDevicePkg/DEBUG
CC5/1IA32/MdeModulePkg/Core/Pei/PeiMain/DEBUG/PeiCore.dl1l" at
.text_addr = oxfff90380
.data_addr = oxfffobooe

(udb) B

23



Launching UDK Debugger- Linux

Optional - open a 3rd Terminal(3)
- Example showing "screen" terminal program with “real” hardware

- Or cat debug.log with QEMU

Terminal (1)

u-uefi@uuefi-TPad: /opt/intel/udkdebugger$ ./bin/udk-adb-server 'FernﬂruiI(Z)
Intel(R) UEFI Development Kit Debugger Tool Versic

Debugging through serial port (/dev/ttyUSBO:11520¢ : ' o | N > . e
Redirect Target output to TCP port (28715) Ther? is NO HARRANIY, to the‘extent permitted by law. Type "show copying
and "show warranty" for details.

Debug agent revision: 0.4 . - = " o

GdbServer on uuefi-TPad is waiting for connection ihlz ?Eﬁo:aiogigftggiignﬁSfo?siaggil;?giigzudétails

Connect with 'target remote uuefi-TPad:1234' yP e > g '
For bug reporting instructions, please see:

Connection from localhost
. , http://www.gnu.org/software/qdb/bugs/>.
= .
r00t ERROR unrecanlZEd paCkEt VMUStRED Find +ha AR maniuzl and athar Hnr:lmﬂnf‘:i‘if}n resources onllne at:

M = @ y-uefi@uuefi-TPad: fopt/intel/udkdebugger ition/>.
u-uefi@uuefi-TPad: /opt/intel/udkdebugger$ sudo chmod 666 /dev/ttyUSBO

[sudo] password for u-uefi:
u-uefi@uuefi-TPad: /opt/intel/udkdebugger$ screen /dev/ttyusBe 115200f

, related to "word".

UHEHHR AR RR R R BB RRR SR
rtings and scripts

Terminal (3)

24



UDK Debugger — Setting break points

Example showing Ubuntu 16.04 LTS with GDB

Terminal(2) Breakpoint at PeiDispatcher
(udb) b PeiDispatcher

Break at Port 0x80
(udb)iowatch/b ©0x80

Break at absolute address
(udb)b *Oxfff94a68

Break in a line of code
(udb)b myapp.c:78

Terminal (2)

Ciioe

™ ® @ y-uefi@uuefi-TPad: /opt/intel/udkdebugger

—/home /u-uefi/src/Max/edk2/SourceLevelDebugPkg/Library/PeCoffExtraActionL
Debug/PeCoffExtraActionLib.c

154 /] Restore Debug Register State only when Host didn't change it i
155 // E.g.: User halts the target and sets the HW breakpoint while t
156 // in the above exception handler
157

B 158 NewDr7 = AsmReadDr7 BIT10; H/w sets bit 10, some simulatc
159 if (!IsDrxEnabled (6, NewDr7) && (AsmReadDr® () == 0 || AsmReadDr
160 !/
161 // If user changed Dr3 (by setting HW bp in the above exceptior
162 /] we will not set Dr® to ® in GO/STEP handler because the bre:
163 l/
164 AsmWriteDr® (Dr0);

165

remote Thread 1 In: PeCofflLoaderExtraActionCommon.constpr* L158 PC: Oxfff9312¢
add symbol table from file "/home/u-uefi/src/Max/Build/V1iv2TbltDevicePkg/DEBUG.
CC5/IA32/MdeModulePkg/Core/Pei/PeiMain/DEBUG/PeiCore.dll” at

.text _addr = oxfffo0380

.data_addr = 0xfffoboeoeo
(udb) b PeiDispatcher
Breakpoint 1 at Oxfff9edd9: file /home/u-uefi/src/Max/edk2/MdeModulePkg/Core/Pe
/Dispatcher /Dispatcher.c, line 948.

(udb)

(udb) iowatch/b ©x80
I0 Watchpoint 1: 80(1)
(udb) §

25



UDK Debugger UEFI Scripts

Info modules
Lists information about the loaded modules or the specified module

Py mmio
Access the memory mapped IO space

py pcl
Display PCI devic list

py mtrr

Dump the MTRR Setting of the current processor
py DumpHobs

dump contents of the HOB list
resettarget

26



DEBUGGING BOOT

Debug through the UEFI Firmware Boot




Debugging the Boot Phases

UEFI

s . Interface OS-Absent
Verifier [ ‘) App
. Transient OS
Environment

Transient OS
Boot Loader

EFI Driver _ E s OS-Present

Dispatcher T App

Intrinsic Services Final OS Boot - Final OS
_ ; Loader T Environment
security :

= - H H -
Security Pre EFI Driver Execution Boot Dev Transient Run Time
(SEC) Initialization Environment Select System Load (RT)

(PEI) (DXE) (BDS) (TSL)

Power on —> [ .. Platform initialization . .]

28



rower on

Debugging the Boot Phases - SEC

Debugging Sec Phase

SORRY — Requires a hardware debugger

29



Debugging the Boot Phases - PEI

Use debugger prior to PEI Main
Check proper execution of PEI drivers
Execute basic chipset & Memory Init.
Check memory availability

Complete flash accessibility

Execute recovery driver

Detect DXE IPL

— [ .. Platform

30



PE| Phase: Trace Each PEIM

There Is a loop function in :
) MdeModu ePkg/Core/Pel/Dispatcher/Dispatcher.c
Add CpuBreakpoint(); before launching each PEIM

VOID

PeiDispatcher (
IN CONST EFI _SEC PEI HAND OFF *SecCoreData,
IN PEI _CORE_INSTANCE *Private

)
{77 ...
// Call the PEIM entry point

//
PeimEntryPoint = (EFI_PEIM ENTRY_POINT2)(UINTN)EntryPoint;
PERF_START (PeimFileHandle, "PEIM", NULL, 0);
// Add a call to CpuBreakpoint(); approx. line 1004
CpuBreakpoint();
PeimEntryPoint (PeimFileHandle, (const EFI PEI SERVICES **) &Private->Ps);

31


https://github.com/tianocore/edk2/tree/master/MdeModulePkg/Core/Pei/Dispatcher

Check for transition from PEI to DXE

Critical point before calling DXE In:
O MdeModulePkg/Core/Pei/PeiMain.c
Add CpuBreakpoint(); before entering Dxelpl

VOID

EFIAPI

PeiCore (
IN CONST EFI _SEC PEI HAND OFF *SecCoreDataPtr,
IN CONST EFI_PEI PPI_DESCRIPTOR *PpilList,
IN VOID *Data

)
{7/ ...
// Enter DxelIpl to load Dxe core.

//
DEBUG ((EFI_D INFO, "DXE IPL Entry\n"));
// Add a call to CpuBreakpoint(); approx. line 468
CpuBreakpoint();
Status = TempPtr.Dxelpl->Entry (
TempPtr.DxelIpl,
&PrivateData.Ps,
PrivateData.HobList >


https://github.com/tianocore/edk2/tree/master/MdeModulePkg/Core/Pei/PeiMain

Check for transition from Dxelpl to DXE

Critical point before calling DXE Core In:
¢ MdeModulePkg/Core/DxelplPeim/DxeLoad.c

Before entering Dxe Core ( Notice also this is a standalone module - Dxelpl.efi)

EFI_STATUS
EFIAPI
DxelLoadCore (
IN CONST EFI DXE IPL PPI *This,

IN EFI PEI SERVICES **peiServices,
IN EFI_PEI HOB POINTERS HoblList
)

{7/ ...

// Transfer control to the DXE Core
// The hand off state is simply a pointer to the HOB list

//
// Add a call to CpuBreakpoint(); approx. line 790
CpuBreakpoint();
HandOffToDxeCore (DxeCoreEntryPoint, HobList);
//

// If we get here, then the DXE Core returned. This is an error

33


https://github.com/tianocore/edk2/tree/master/MdeModulePkg/Core/DxeIplPeim

Debugging the Boot Phases - DXE

® Search for cyclic dependency check

® Trace ASSERTs caused during DXE execution
® Debug individual DXE drivers

® Check for architectural protocol failure

PRvVer
\ )/

Device,
Bus, or
Service
"‘"~.‘_ —l

FI Driver

Dispatcher @€mcRE 8

(N Y ® Ensure BDS entry call

Intrinsic Serviﬁ

security

Driver Execution
Environment
(DXE)

form initialization . . |

34



DXE: Trace Each Driver Load

DXE Dispatcher calls to each driver's entry point In:
) MdeModulePkg/Core/Dxe/lmage/lmage.c
Break every time a DXE driver is loaded.

EFI_STATUS
EFIAPIL
CoreStartImage (

IN EFI_HANDLE ImageHandle,

OUT UINTN *ExitDataSize,
OUT CHAR16 **ExitData OPTIONAL
)
{7/ ...
//
// Call the image's entry point
//

Image->Started = TRUE;
// Add a call to CpuBreakpoint(); approx. line 1673
CpuBreakpoint();
Image->Status = Image->EntryPoint (ImageHandle, Image->Info.SystemTable);

35


https://github.com/tianocore/edk2/tree/master/MdeModulePkg/Core/Dxe/Image

Debugging the Boot Phases - BDS

® Detect console devices (input and output)
® Check enumeration of all devices’ preset
® Detect boot policy

® Ensure BIOS “front page” Is loaded

36



BDS Phase — Entry Point

DXE call to BDS entry point In:
) MdeModulePkg/Core/Dxe/DxeMain/DxeMain.c
Add CpuBreakpoint(); to break before BDS.

VOID

EFIAPI

DxeMain (
IN VOID *HobStart
)

{// ...
// Transfer control to the BDS Architectural Protocol

//

// Add a call to CpuBreakpoint(); approx. line 554
CpuBreakpoint();
gBds->Entry (gBds);

//

// BDS should never return

//
ASSERT (FALSE);

CpuDeadLoop ();

37


https://github.com/tianocore/edk2/tree/master/MdeModulePkg/Core/Dxe/DxeMain

. UEFI
Interface

Debugging the Boot Phases - Pre-Boot

® “C” source debugging

® UEFI Drivers
® Init
® Start
® Supported

® UEFI Shell Applications

® Entry point
® | ocal variables

® CpuBreakpoint()

38



Debug in Pre-Boot — UEFI Shell Application

Add CpuBreakpoint() to SampleApp.c near the entry point

Add SampleApp.inf to the platform .dsc file

© ® sampleApp.c(~/Maxiedk2/SampleApp) - gedit

bash$ cd <edk2 workspace directory> save
bash$ . edksetup.sh EFL_STATUS
bash$ build -m SampleApp/SampleApp.inf Uetinatn ( e saetandie,
IN EFI_SYSTEM_TABLE *SystemTable
Copy the binary SampleApp.efi to DI Bl
USB drive EFI_INPUT_KEY  Key;

DEBUG( (oxffffffff, "\n\nUEFI Base Training DEBUG DEMO\n"));
DEBUG( (oxffffffff, "oxffffffff USING DEBUG ALL Mask Bits Se

39



Debug in Pre-Boot — UEFI Shell Application

Use UDK Debugger and GDB to debug SampleApp

Termmal (2)
2 u-uefi@uuefi-TPad: /opt/intel/udkdebugger

At the UEFI shell prompt on the target -
Invoke SampleApp

gST->ConIn- >ReadKeyStroke (gST >ConIn &Key);
ExitLoop = FALSE;
do {

CpuBreakpoint();
Shell> FsO: >Wa : ,
> gST->ConIn->ReadKeyStroke (gST->ConlIn, &Key);
FSO: /> SamplEApp Print(L"%c", Key.UnicodeChar);

if (Key.UnicodeChar == CHAR_DOT){
ExitLoop = TRUE;

i }' e nicodeChar ==
GDB will break at the CpuBreakpoint Yy i codechar <= cuan_cannasce_nevum |
Begin debugging SampleApp

remote Thread 1 In: UefiMain L86 PC: Ox785a428f

CC5/X64/SampleApp/SampleApp/DEBUG/SampleApp.dll” at
.text _addr = 0x785a3240

.dat ddr = ©x785a34800
(Udb) layout Src (udb) Shtatlocuis) °
. EventIndex = ©
(udb) info locals ExitLoop = @ '\000'
Key = {ScanCode = 0, UnicodeChar = 13}
(udb) next (udb)
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Steps to setup the GDB & UDK with
QEMU to debug UEFI Firmware




SETUP OVMEPKG

Setup OvmfPkg to build and run with QE
and Ubuntu



EXTRACT CONTAINER

Copy “docker® directory from usb thumb drive to local hard driver

|

Load the edk2-Ubuntu.dockerimage
bash$ docker load -i edk2-Ubuntu.dockerimage

For Open Suse — also set up share
bash$ xhost local:root

Create a work directory
bash$ mkdir workspace
bash$ cd workspace

Docker run command from the docker directory
bash$ . ~/docker/edk2-ubuntu.sh

43



EXTRACT CONTAINER

From this point on the terminal window for Ubuntu 16.04 will be available and
SHOME/workspace will be the shared directory between the host and the Docker

container
window will look like:

[edk2-ubuntu] workspace #

Open Multiple terminal windows run the script OpenEdk2Window.sh

bash$ docker exec -it edk2 bash

44



WORKSHOP MATERIAL

1. Copy the Workshop_Material from the thumb drive
to $HOME/workspace \e

Directory Workshop Material/ will be created
~/workspace/Workshop Material/
- Documentation
- edk?2
- SampleCode
- Presentations

45



Create QEMU Run Script

1. Create Directories for invoking Qemu under the home directory

bash$ cd ~/workspace
bash$ mkdir run-ovmf
bash$ cd run-ovmf

bash$ mkdir hda-contents

2. Create a FIFO Pipe used by Qemu and the UDK debugger

bash$ mkfifo /tmp/serial.in
bash$ mkfifo /tmp/serial.in

3. Create a Linux shell script to run the QEMU from the run-ovmf directory
bash$ gedit RunQemu.sh

©® ® RunQemu.sh(~/run-ovmf)-gedit

Save

gemu-system-i386 -s -pflash bios.bin -hda fat:rw:hda-contents -net none -

debugcon file:debug.log -global isa-debugcon.iobase=0x402 -serial
nipe:/tmp/serial

4. Save and Exit

example scripts See: ~/workshop-material/SampleCode/Qemu/RunQemuDebug.sh
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BUILD EDK [l OVME
-Getting the Source

From the Docker terminal window, Copy the edk2 directory to the docker ~/workspace
bash$ cp -R Workshop Material/edk2 .

From the FW folder, copy and paste folder “~/../edk2” to ~/workspace

{ > | @ Home workspace Workshop Material P = el
™ Recent
fif Home .
{ 2 1 {D. H'::'-l-'-e WOrKspace g
E RECE”I-_
Documents
: Home
~ Downloads
. Desktop
dd Music
Documents

1 Pictures

a7



BUILD EDK [l OVME
-Getting BaseTools

4. From the folder ~/workspace/edk2, Extract the BaseTools.tar.xz to edk2
directory.

bash$ tar -xf BaseTools.tar.xz

<

D B O

B R a ¢

—
—

. Home  workspace edkz ! Q

Recent Name ize Modified

Home i
Viv2DeviceRefCodePkg

Desktop

eumente ] Vlv2TbltDevicePkg

Download

2.1 MB ‘Yesferday

Music Extract Here
¥ = D r . . .
Bicharas BuildMNoktes2.kxt Open With Other Application
_ Cut
Videos Contributions.txt Copy
Trash Move [o...
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BUILD EDK || OVME

Run Make from the Docker Terminal window = Bui|ding the Base Tools

bash$ cd ~/workspace/edk2
bash$ make -C BaseTools

IR

testSurrogatePairUnicodeCharInUutfi16File (CheckUnicodeSourceFiles.Tests) ... ok
testSurrogatePairUnicodeCharInUtf8File (CheckUnicodeSourceFiles.Tests) ... ok
testSurrogatePairUnicodeCharInUtf8FileWithBom (CheckUnicodeSourceFiles.Tests) .. —_
. ok

testUtf16InUniFile (CheckUnicodeSourceFiles.Tests) ... ok
testValidutf8File (CheckUnicodeSourceFiles.Tests) ... ok
testValidutf8FileWithBom (CheckUnicodeSourceFiles.Tests) ... ok

______________________________________________________________________ ~

Ran 263 tests in 3.218s

About 15
seconds

0].4
» make[1]: Leaving directory '/home/dockeruser /workspace/edk2/BaseTools/Tests' )
make: Leaving directory '/home/dockeruser/workspace/edk2/BaseTools'

[edk2-ubuntu] edk2 #
lju@lju-VirtualBox:~/src/edk2$ . edksetup.sh BaseTools

Run edksetup (note This will need to be done for Very NEW fog yoois pati: rhonert; usre/edka/BaseTools

: : Copying $EDK TOOLS PATH/Conf/build rule.template

DOCker Termlnal WlndOW) to $WORKSPACE/Conf/build rule.txt
Copying $EDK TOOLS PATH/Conf/tools def.template

bash$ . edksetup.sh to $WORKSPACE/Conf/tools def.txt

Copying $EDK_TDDLS_PATH!Eanffarget.template
to $WORKSPACE/Conf/target.txt
Lju@lju-VirtualBox:~/src/edk2$
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BUILD EDK |l OVME

-Update Target.txt and Build
Open Virtual Machine Firmware OVMF- Build

Edit the file Conf/target.txt
bash$ gedit Conf/target.txt

D & Target.txt(~/edk2/conf)-gedit

ACTIVE_PLATFORM = OvmfPkg/OvmFPkgX64 .dsc il
...
TARGET ARCH = X64 )

oo
TOOL_CHAIN_TAG = GCC5 3

Save and Exit

Build from the edk2 directory
bash$ build -D SOURCE_DEBUG_ENABLE
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Finished build BUILD EDK || OVME

‘l‘Tl.Hjefi@uuel‘i-TPad: ~[src/FW/edk2 = I n S I d e Te rm I n a.I

BuildEnv.sh build_rule.txt ReadMe.txt target.txt tools_def.txt

u-uefi@uuefi-TPad:~/src/FW/edk2$ gedit Conf\target.txt

u-uefi@uuefi-TPad:~/src/FW/edk2$ gedit

u-uefi@uuefi-TPad:~/src/FW/ed |ome/1lju/src/edk2/MdePkg/Include -I/home/lju/src/edk2/MdePkg/Include/X64 /home/1
u-uefi@uuefi-TPad:~/src/FW/ed |u/src/edk2/MdePkg/Library/BasePrintLib/PrintLib.c

Build environment: Linux-4.8. |"echo" Symbol renaming not needed for /home/lju/src/edk2/Build/0OvmfX&4/DEBUG GC
Build start time: 11:51:26, ] (44/X64/MdePkg/Library/BasePrintLib/BasePrintLib/OUTPUT/./PrintLib.ob]

Symbol renaming not needed for /home/lju/src/edk2/Build/OvmfX64/DEBUG GCC44/X64

WORKSPACE = /home/u-ue HdePkgfgibraryJBaseFrintL;beaseFrintLinDUTPUTK.fPrintLib.nbj
_ _ "fusr/bin/ar" -cr /fhome/lju/src/edk2/Build/0OvmfX64/DEBUG GCC44/X64/MdePkg/Libra
ECP_SOURCE = /home/u-ue _ ) . : : : . — : ,
EDK SOURCE - /home/u-ue nyaSEFrlntlefBaseFrlntlefDUTEUTIBaEEPrlntle.llb @/home/1lju/src/edk2/Build/
- _ vmTX64/DEBUG GCC44/X64/MdePkg/Library/BasePrintLib/BasePrintLib/OUTPUT/object T
EFI_SOURCE = [home/u-ue les . lst - -
Sl ol e = /home/u-ue Building ... /home/lju/src/edk2/PcAtChipsetPkg/Library/SerialloLib/SerialIoLib.
CONF_PATH = /home/u-ue nf [X64]
"Jusr/bin/gcc” -g -fshort-wchar -fno-stack-protector -fno-strict-aliasing -Wall
. -Werror -Wno-missing-braces -Wno-array-bounds -ffunction-sections -fdata-sectio
Architecture(s) = X64 s -c -include AutoGen.h -DSTRING ARRAY NAME=PcAtSerialPortLibStrings -m64 "-DEF:
Build target = DEBUG API= attribute ((ms abi))" -DNO BUILTIN VA FUNCS -mno-red-zone -Wno-address -i
Toolchain = GCC5 cmodel=large -mno-mmx -mno-sse -o /home/lju/src/edk2/Build/0OvmfX64/DEBUG GCC44/.

ﬁ4chAtChipaethgfLibraryISErialInLitherialIoLibeUTPUT;.fSErialPDrtLihTUbj -1

Active Platform /h |home/1lju/src/edk2/PcAtChipsetPkg/Library/SerialIoLib -I/home/1lju/src/edk2/Build,

Flash Image Definition /h |ov ) ) )

heGUID cross reference file can be found at /homejfu-uefi/src/edk2/Build/OvmfX64/DE
Processing meta-data ..... | 2/BUG_GCC5/FV/Guid.xref

1F

il Fv space Information
SECFV [10%Full] 212992 total, 22288 used, 190704 free
FVMAIN COMPACT [33%Full] 3440640 total, 1157592 used, 2283048 free
DXEFV [38%Full] 10485760 total, 3990040 used, 6495720 free
PEIFV [19%Full] 917504 total, 177768 used, 739736 free

- Done -
Build end time: ©9:20:45, Jun.14 2017
Build total time: 00:00:19



Build EDK [I| OVME

OVME fd should be in the Build directory - VErTy Build Succeeded
e For GCC5 with X64, it should be located at

~/workspace/edk2/Bui ld/0vmtX64/DEBUG _GCC5/FV/0OVMF . fd

< { 1 Home  workspace edk? Build OvmfX64 DEBUG GCC5 FV | Q, =3 I = o,
(® Recent
¥ Home J : e
GuidedSect SECFV.inf SECFV.Fv. SECFV.Fw SECFV.Fv SECFV.ext OVMF _
[l Desktop ionTools. bxk map CODE.fd
Ext
[ Documents
v+ Downloads _ . :
J3 Music OVMF.fd Guid.xref FVMAIN FVMAIN _ FVMAIN _ FVMAIN FVMAIN _ MEMFD.Fd
COMPACT. COMPACT. COMPACT. COMPACT. COMPACT.
(1  Pictures Fu.bxt Fv.map Fv inf ext




Invoke QEMU

1. Change to run-ovmf directory under the home directory

bash$ cd ~/workspace/run-ovmf LR

2. Copy the OVMF.fd BIOS image created

from the build to the run-ovmf directory

naming it bios.bin
bash$ cp |
~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5 &= TianoCore
/FV/OVMF . fd bios.bin f

3. Run the RunQemu.sh Linux shell script
bash$ . RunQemu.sh

4. Exit Qemu
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UDK DEBUGGER

Update the Configuration for the Intel® U
Debugger Tool




Intel® UDK Debugger Tool

CO nfi g u re De b u g P O rt I\/I e n u Intel(R) UEFI Development Kit Debugger Tool Installation

Configure Debug Port

=1

elect and configure the debug port that will be used for
debugging the target firmware.

Edit Configuration file: /etc/udkdebugger.conf
bash$ gedit /etc/udkdebugger.conf

Change Channel = Pipe and Port = /tmp/serial

Save the file [Debug Port]
Channel = Pipe

Port = /tmp/serial
FlowControl = 1

Copy the file for successive sessions e e
bash$ cp /etc/udkdebugger.conf ~/workspace Server =

[Target System]

File: udkdebugger.conf
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DEBUG A DRIVER

Build a UEFI Driver and use the Debugg
tools to Debug




Simple UEFI Driver - MyUefiDriver

MyUEFIDriver — UEFI Driver Produces:
e Driver Binding Protocol
« Component Name Protocol
 HIl forms / Fonts w/ supporting Protocols
« My Dummy Protocol —
Updates NVRAM Variable — Unicode string
Updates a Memory buffer — Unicode char

MyApp — UEFI application interfaces with My Dummy Protocol

See Readme.md Workshop-Material/SampleCode/UEFI-Driver
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Debugging MyUefiDriver from the UEFI Shell

. . SYSTEM MEMORY
MyUefiDriver produces

Protocol (4) — My dummy protocol

String write to NVRAM MyUefiDriver.c
String clear NVRAM Driver Entry point &

Char write memory buffer Initialization

Char clear memory buffer

Protocol (3)

MyApp consumes Protocol (4)

MyApp.c

Use the UEFI Shell for debugging

MyUefiDriver

NVRAM
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Copy Simple Driver to Your Workspace

Open Directory Workshop-Material/SampleCode/UEFI-Driver

bash$ cd ~/workshop/Workshop-Material/SampleCode/UEFI-Driver

Copy the sample driver to the edk2 directories

bash$ cp -R MyUefiDriver ~/workspace/edk2/

bash$ cp -R Protocol ~/workspace/OvmfPkg/Include/
bash$ cp OvmfPkg.dec ~/workspace/edk2/0OvmfPkg/
bash$ cp OvmfPkgX64.dsc ~/workspace/edk2/0vmfPkg/
bash$ cp -R bin ~/workspace/run-ovmf/hda-contents
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Build UEFI Driver & Test
1. Build with Source Debugger

bash$ cd ~/workspace/edk2
bash$ build -D SOURCE_DEBUG_ENABLE

2. Change to run-ovmf directory under the home directory

bash$ cd ~/workspace/run-ovmf

3. Copy the OVMF.fd BIOS image created from the build to the run-ovmf directory
naming it bios.bin

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/FV/OVMF.fd bios.bin

4. Copy MyUefiDriver and MyApp to the Qemu file system hda-contents

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyApp.efi hda-
contents/.

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyUefiDriver.efi hda-
contents/.
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Test UEFI Driver In Qemu
1. Run QEMU

QEMU
bash$ . RunQemu.sh
] UEFI Interactive Shell vZ2.2
2. Load the UEFI Driver at the shell prompt L o GO 11, 0x00010000
Mapping table
Shell> fs0: . pﬂiéiiﬁéxﬂ?ﬁi 1 {gi}?mxn /fita (0x0) /HD (1, MBR, 0xBE1AFDFA, Ox

. 3 1 1 BLKO: Alias(s):
FS@ ‘2 Load Myueler\lver\ * e-Fl Pl:i]lizitsmxmfl]ci(ﬂxl,ﬂxﬂ]IFluppgmxm

BLK1: fAlias(s):
. . PciRoot (0x0) /Pci (0x1, 0x0) /F loppy (0x1)
3. Test with Drivers command BK2: Alias (@
PciRoot (0x0) /Pci (0x1,0x1) /Ata (0x0)
BLK4: Alias(s):

. 1 PciRoot (0x0) /Pci (0x1,0x1) /Ata (0x0)
FS@ L2 Dr‘lver‘s Press ESC in 3 seconds to skip startup.nsh or any other key to cont
Shell> fs0:
o o . . F30:\> load MylUefiDriver.efi
({1 )
See My Uefi Sample Driver?” In the list Image 'FSO:\MylefiDriver.efi’ loaded at 6AD3000 - Success

F30:\> Drivers

- Usb Bus Driver
- Ush Keyboard Driver
- lsh Mass Storage Driver

oE 0000000A 7

4. Run the MyApp that calls the protocols G 0000000 7

J0 00O00O11 7

FSO: > MyApp . e-Fl 91 00000010 B - - 1 1 (EMU Video Driver
e =306 003t =P ey
AC 0O000eoA 7 - - - - My Uefi Sample Driver
ESf-3s

61



Test UEFI Driver in Qemu

Test the MyApp Iinterface with the dummy protocol

FSO:> MyApp.efi H “hello world”
FSO:> Dmpstore -all -b

Then use Mem on the address found
IN debug.log

FSO:> Mem 0x07278618

QEMU

F30:%> men 0x07278618 100

Memory Address Q0000O0007Z278618 100 Bytes
07278618: 48 00 48 00 48 00 48 00-48 00 48 00 48 00 48 00
07278628: 48 00 48 00 48 00 48 00-48 00 48 00 48 00 48 00
07278638: 48 00 48 00 48 00 48 00-48 00 48 00 48 00 48 00
07278648: 48 00 48 00 48 00 48 00-48 00 48 00 48 00 48 00

F30:%\> MyApp H "hello world”

"hello world”
Use > Dmpstore -all

QEMU -
about to call StoreString to store a string into the NURAM with string:
to verify
about to call StoreCharString to fill buffer with char "H"
\

1 il‘l_'.l
%SB:H} Dmpstore -all -b

Uariable NU+BS "55F33540-BCA0-47F1-BB22-2E74CI8CE22E :My_UEFI _Driver_NUData’ Data
Size = 0xZ2B
00000000: 68 00 65 00 6C 00 6C 00-6F 00 20 00 77 00 6F 00
00000010: 72 00 6C 00 64 00 00 00-00 0D OO OO 00 OO OO DO

#h.e.1.1.0. .w.o.=
sr.l.d........... *

0OPEOOZ20: OO OO OO
ariaple HUO+Bs  4CIY
Size = 0x40

CATATATAT AT AT RO T (T TP T T T O o T T T T T O T O T TR . e

00 00 0O 00 0O-00 00 DO E e *
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Debugging with DEBUGLIB

The MyUefiDriver has Debug print statements included
CheCk debug.log Q:-}[Myuuefi_[}ri_ver] mMyUefiDriverDummyDevice data at: ﬂxﬂﬁ?EE& <<<

bash$ Cat debug. log [MyUefiDriver] Variable My UEFI Driver NVData created in NVRam| Var

[MyUefiDriver] Not Supported
[MyUefiDriver] Supported SUCCESS
[MyUefiDriver] Buffer 0x07278618

e Notice all the DEbug statements from InstallProtocolInterface: ©9576E91-6D3F-11D2-8E39-00A0C9697238 7R78C

InstallProtocolInterface: 5DA5C341-3970-4055-9168-57C3C8EODD3B G6fESE

the Supported function and only one [MyUefiDriver] Not Supported
! MyUefiDriver] Not Supported ¥4//
from the Start function. e
_ ; [MyUef}Dr}ver] Not Supported
* Notice the Memory buffer location that . ictioriverd ot currorted

[MyUefiDriver] Not Supported

iES (:reafiteecj ir] tr]EB EStEirt- [MyUefiDriver] Not Supported

[MyUefiDriver] Not Supported

* Notice the install of MyDummyProtocol (ryuefioriver] Not supported

[MyUefiDriver] Not Supported

ir] tr]EB EStEirt [MyUefiDriver] Not Supported

[MyUefiDriver] Not Supported
[MyUefiDriver] Not Supported
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Debugging with DEBUGLIB
Check debug. log for PeiMain and DxeMain

. o o . . . - - /home/dockeruser /workspace/edk ui VM eModule
e Notice PeiMain Is |nVOked 3 tlmeS/VPkgjngefPé?fPeiS’lainfDEBUﬁﬁPeicc[r)e_d{ld 2 /Build/OvmfX64/DEBUG_GCC5/X64/MdeModul
1. Beginning with Temp Memory

2. After memory Initilation

3. Address in System memory

>>>>>>[PeiMain]Start of PeiCore with Entry point at Ox00820380

Install PPI: 3CD652B4-6D33-4DCE-89DB-83DF9766FCCA

=>>>>>[PeiMain]Start of PeiCore with Entry point at Ox00820380
Loading PEIM 52C05B14-0B98-496C-BC3B-04B50211D680
PDB = [home/dockeruser/workspace/edk2/Build/OvmfX64/DEBUG GCC5/X64/MdeModule

* Notice DxeCore and entry point for Pkg/Core/Pei/Peiain/DEBUG/PeiCore. dll

Loading PEIM at Ox00007EE6000 EntryPoint=0x00007EEB8679 PeiCore.efi

DxeMaln
itiali ' I I >>>>>>[PeiMain]Start of Peic ith Ent int at{ ©x87EE6240
 Most of the Initialization is done In seoe [FOUIalEanTE 27 Foimere Gy Hmiy 2l S| o
[))(EE(:()rﬂee Loading PEIM at Ox00007E9A000 EntryPoint=0x00007EA3144 DxeCore.efi

Loading DXE CORE at Ox00007E9A000 EntryPoilnt=0x00007EA3144
Vector Hand-off Info PPI is gotten, GUIDed HOB is created!
Install PPI: 6O5EA650-C65C-42E1-BA8BO-91A52AB618CH

e Make note of addresses to be later Notify: PPI Guid: 605EA65@-C65C-42E1-BABO-91A52AB618C6, Peim notify entry point:
' , 830092
used for breakpoints in gdb /udk

=>>>>>[DxeMain]Start of DxeMain with Entry point at Ox07E9A240

EXIT QEMU
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INVOKE DEBUGGEF

Invoking Intel® UDK, GDB and QEMU



Open 4 Terminal Console Windows

Open successive terminal windows with:
$> docker exec -it edk?2

1. Run Intel® UDK Debugger 3. Run Qemu
2. Run Gdb 4. Check debug.log with cat

.File Edit View Search Terminal Help File Edit View Search Terminal Help ‘
[edk2-ubuntu] run-ovmf # . RunQemu.sh [] [edk2-ubuntu] udkdebugger # binfudk-gdb-server |:|

File Edit View Search Terminal Help

[edk2-ubuntu] udkdebugger # gdﬂ]
File Edit View Search Terminal Help ‘
‘ [edk2-ubuntu] run-ovmf # cat debug.lngﬂ
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" 15t Terminal window, UDK Debugger

15t Terminal window s

File Edit View Search Terminal Help
[edk2-ubuntu] udkdebugger # bin/udk-gdb-server

InVOke Inte|® UDK Debugger Intel(R) UEFI Development Kit Debugger Tool Version 1.5.1

Debugging through pipe (/tmp/serial)

Open a terminal window In
opt/intel/udkdebugger

bash$ cd /opt/intel/udkdebugger
bash$ ./bin/udk-gdb-server
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2d Terminal window

Invoke GDB (note gdb
--tui to get layout src)

bash$ cd /opt/intel/udkdebugger
bash$ gdb

2"d Terminal window, GDB

Terminal (2)

uefio@uefio-Turbot: ~/docker

File Edit View Search Terminal Help

[edk2-ubuntu] udkdebugger # gdb

GNU gdb (Ubuntu 7.11.1-6ubuntul-~16.5) 7.11.1

Copyright (C) 2016 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.htm
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty” for details.

This GDB was configured as "x86 64-linux-gnu”.

Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/qdb/bugs/=.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".

rType "apropos word" to search for commands related to "word".

(gdb)
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3'Y Terminal window (QEMU) f

Terminal (3) - QEMU
Terminal (1)
File Edit View Search Terminal Help

3rd WI ndOW [edk2-ubuntu] udkdebugger # bin/udk-gdb-server

Intel({R) UEFI Development Kit Debugger Tool Version
Debugging through pipe (/tmp/serial)
Redirect Target output to TCP port (20715)

I nVO ke el ' |u Debug agent revision: 0.4 .
GdbServer off uefi®-Turbot is waiting for connection

Connect withl 'target remote uefi®-Turbot:1235'
bash$ . RunQemu.sh

Terminal (2) uefio@uefio-Turbot: ~/docker
- ; L File Edit View Search Terminal Help
Notice that the 2" Terminal window (UDK) [edk2-ubuntu] udkdebugger # gdb
; L - GNU gdb (Ubuntu 7.11.1-6ubuntul-16.5) 7.11.1
\A[”l see tr]ee (:?E}[T]lj Eir](j \A[”I F)r|r]t ()th tf]ee Copyright (C) 2016 Free Software Foundation, Inc.
. License GPLv3+: GNU GPL version 3 or later <http://gr
(:()rT]rT]Eir](j )/()lj r]EBEB(j o enter In tf](; :grd This is free software: you are free to change and rec
/ ’ There is NO WARRANTY, to the extent permitted by law.
Term|na| W|ndOW (gdb) and "show warranty" for details.
This GDB was configured as "x86 64-linux-gnu”.
TermlnaI(Z) W|” ShOW "Connectlon from Type "show configuration" for configuration details.
For bug reporting instructions, please see:
L <http://www.gnu.orgf/software/gdb/bugs/=.
I()(:Eilf]()f;t rT]EBE;E;EiQJEB Find the GDB manual and other documentation resources
<http://www.gnu.org/software/gdb/documentation/=.
Attach to the UDK debugger SO e

A Type "apropos word" to search for commands related tc

Connect with ‘target remote <HOST>:1234" osde total, 1235496 used, 2205144 f1YEF
al, 4305184 used, 7229152 free

TWiAAAFE P | T4 AN o
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At window

bash$ cd ~/workspace/run-ovmf

Periodically use cat debug.log

to check debug output
bash$ cat debug.log

OR Edit source and rebuild In

~/workspace/edk?2

Ath Terminal window

Terminal (4)

uefio@uefio-Turbot: ~/docker

File Edit view Search Terminal Help

Loading PEIM at Ox00007E9AG00 EntryPoint=0x00007EA3144 DxelCore.efi
Loading DXE CORE at Ox00007ESA000 EntryPoint=0x00007EA3144

Vector Hand-off Info PPI is gotten, GUIDed HOB is created!

Install PPI: 605EAG650-C65C-42E1-BA8O-91A52AB618C6

Motify: PPI Guid: 6O5EAG650-C65C-42E1-BA80O-91A52AB618C6, Peim notify en
830092

>>>>>>[DxeMain]Start of DxeMain with Entry point at: Ox87E9A240
Debug Timer: FSB Clock 200000000

Debug Timer: Divisor — .

Debug Timer: Frequency 100000000

Debug Timer: InitialCount 10000000
CoreInitializeMemoryServices:

BaseAddress - Ox3F5A000 Length - 8x3CA6008 MinimalMemorySizeNeeded -
InstallProtocolInterface: 5B1B31A1-9562-11D2-8E3F-00AOC969723B 7EC2788
ProtectUefiImageCommon - @x7EC2788

- Ox0000000007ESADODL - OXO00000000002FO00
InstallProtocolInterface: 09576E91-6D3F-11D2-8E39-00A0C969723B 7EC3840
InstallProtocolInterface: BB25CF6F-F1D4-11D2-9A0C-0090273FC1FD 7EC37EO

PDB = /home/dockeruser/workspace/edk2/Build/OvmfX64/DEBUG GCC5/X64,
Pkg/Core/Dxe/DxeMain/DEBUG/DxeCore.dll
HOBLIST address in DXE = 0x7A15018
Memory Allocation Ox0000000A OxX7F78000 - OX7FFFFFF
Memory Allocation Ox0000000A Ox810000 - OxB1FFFF
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2"d Terminal window - gdb

Terminal (3) - QEMU
Terminal (1)

In gdb Window, type the File Edit View Search Terminal Help

[edk2-ubuntu] udkdebugger # bin/udk-gdb-server

fOIIOWing to attaCh to the UDK Intel(R) UEFI Development Kit Debugger Tool Version 1.

Debugging through pipe (/tmp/serial)
debugger Redirect Target output to TCP port (20715)
Debug agent revision: 0.4

GdbServer on uefi®-Turbot is waiting for connection or

(gdb) target remote <HOST>:1234 s LA e W L
ThIS ShOUId be the Same aS In the 2nd Iferrlri]::rt]a\.!'le(ﬁ)&earch Terminal H:;HD@UEHD-Tutht: Hfducker
Terminal window (UDK) shows. Note: [edk2-ubuntu] udkdebugger # gdb

“<HOST>" should be your Host or VM T e e O e
and 1234 will be the serial pipe port # N

There is NO WARRANTY, to the extent permitted by law.

and "show warranty" for details.

This GDB was configured as "x86 64-linux-gnu”.

Type "show configuration” for configuration details.

F For bug reporting instructions, please see:

NOTE FOF OpenSUSE USG <http://www.gnu.org/software/gdb/bugs/=.

Find the GDB manual and other documentation resources

<http://www.gnu.org/software/gdb/documentation/=.
(gdb) target remote 127.0.0.1:1234 Eortuslptspiholp

””””””””” Pooimesm i EE Type "apropos word" to search for commands relatjd to

»

0640 total, 1235496 used, 2205144 f . .

al, 4305184 used, 7229152 free (gdb) target remote uefi®@ Turbut.123ﬂ]
- - -

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ e

Note: 1235 was hued here
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. 2"d Terminal window - gdb

Now the gdb Terminal window will be in control of QEMU

Open the udk scripts in GDB — Terminal (2)
Term | nal (2) uefio@uefio-Turbot: ~/docker

File Edit View Search Terminal Help

This GDB was configured as "x86 64-linux-gnu”.
. . Type "show configuration" for configuration details.
(gdb) source ./SCPlpt/Udk gdb SCPlpt For bug reporting instructions, please see:
- - <http://www.gnu.org/software/gdb/bugs/=.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

Symbols will show for PeiCore, also For help, type "help”.

Type "apropos word"” to search for commands related to "word".

. (gdb) target remote uefi®@-Turbot:1235
notice the prompt changes from Remote debugging using ueFio-Turbot:123s
T - = - »{gdb) source ./script/udk gdb script
(g)(jt)) t() (LJ(jt)) HHH A A A A R A A R A A A R H AR A R

# This GDB configuration file contains settings and scripts
# for debugging UDK firmware.
# WARNING: Setting pending breakpoints is NOT supported by the GDB!
HEHHH AR AR R A R R R R R ]
Loading symbol for address: @xfffdi5bb
add symbol table from file " /home/dockeruser/workspace/edk2/Build/OovmfXe
GCC5/X64/0vmfPkg/Sec/SecMain/DEBUG/SecMain.dll” at
.text addr = Oxfffcc2d4
.data_addr = @xfffd5d54
(udb)
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2"d Terminal window -gdb

Terminal (3) - QEMU
Terminal (1)

At thlS pOInt the Qemu |S Waltlng File Edit View Search Terminal Help

Debugging through pipe (/tmp/serial)

because the Udk haS halted_ Redirect Target output to TCP port (20715)
Debug agent revision: 0.4
I cjt) . GdbServer on uefi®-Turbot is waiting for connection on port 1235
r] g) . Connect with 'target remote uefi®-Turbot:1235'

Connection from localhost
root ERROR unrecognized packet 'vMustReplyEmpty'

Set breakpoints (i.e. Address of
DxeMain from debug.log)

(udk) b *@x07e9a240

. uefio@uefio-Turbot: ~/docker
Terminal &2)5 _
File Edit Vie earch Terminal Help

This GDB was configured as "x86 64-linux-gnu”.

. Type "show configuration" for configuration details.
(:()f]tlr\LJEB For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.
(Udk) C Find the GDB manual and other documentation resources online at:

<http://www.gnu.org/softwarefgdb/documentation/=.
For help, type "help".
Type "apropos word" to search for commands related to "word".

Warning unless a breakpoint is hit there (gdb) target remote uefi®-Turbot:1235

. I (jt) 7 - ” - Remote debugging using uefi®-Turbot:1235

IS NO \A/Ei)/ t() F1Ei t g} once (3()f1t|f1l]€3 IS (gdb) source ./script/udk gdb script

i nVO ked HHHH A A A A A R AR AR A

# This GDB configuration file contains settings and scripts
# for debugging UDK firmware.
) WL AT 'LI_'I'L\.I’ AP WL LI R S S . = ® = ®
3640 total, 1235496 used, 2205144 ff WARNING: Setting pending breakpoints is NOT supported by the GD

DO N OT C ntl _Z O Ut O.I: th e g d b Wh I I e s1. 4305184 used. 7229152 free R R R R
) )

di bol f dd : fffdi5bb
(:?EBrT]lJ is; rLJr]r]ir]QJ or )/()LJ rT]Ei)/ f]Ei\/Ea t() S DBiiED eadl Dlin s ;33 ;;abz{mt:blengrgm ;iiz "?Eomeﬁézckeruserjwnrkspacejedszauild
reload the docker

GCC5/X64/0vmfPkg/Sec/SecMain/DEBUG/SecMain.dll" at

.text_addr = oxfffcc2d4
).21 2018 .data_addr = exfffdsds4
(udb) c
Continuing.
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Example: Break at DXE Core

If a breakpoint was set for
DxeMa|n1 Debug COUId Contlnue [FeljkEEdui)u:suki zzalgszbJ:;:E; Eifjudk-gdb-ﬂeruer

Intel(R) UEFI Development Kit Debugger Tool Version 1.5.1

to debug DXE / UEFI drivers sefio@usfiourbot:

File Edit View Search Terminal Help

Layout C Source COde hnme eruser workspace fedk2/MdeModulePkg/Core/Dxe/DxeMain/DxeMain.
(udk) layout src 39 Dxematn (
. 240 IN WVOID *HobStart
Step Next Instruction )
(Udk) neXt ii Eii:ﬁgﬂgggﬁL_ﬁDDRESS ;ziggiéaseﬁddress;

245 UINT64 MemoryLength;
246 PE_COFF_LOADER_IMAGE CONTEXT ImageContext;
247 UINTN Index;

Show the Modules Initialized
(udk) info modules

248 EFI_HOB_GUID_TYPE *GuidHob;
249 EFI VECTOR HANDOFF INFO *VectorInfolist;

remote Thread 1 In: DxeMain L242 PC: Ox7e%a

See gdb cheat sheet pdfs for more (udb) []
Documentation\gdb_UDK_Debugger

EXIT QEMU if gdb at prompt (udb)
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“Continuing.”

In invoke the app:

FSO:> bin\myCpubreak

This will force gdb to break at the
and stop running Qemu

Exit QEMU gdb “Continuing.”
Do not Exit Qemu if the gdb is In

File Edit View Search Terminal Help
[edk2-ubuntu] udkdebugger # bin/udk-gdb-server

View Search Tern Hel Intel(R) UEFI Development Kit Debugger Tool Versic
QEMU @m0 pipe (/tmp/serial)
utput to TCP port (20715)
ion: 0.4
UEFT Tuteractive Shell o2 @-Turbot is waiting for connectic
EDEIT get remote uefi@-Turbot:1234"
UEFT w2.70 (EDK IT. CuxO@010emey
Hu|||.|i||!| tahle Ocalhogt
Fai: Alias (s} :HO1al::BLEY
PoiBoot (0w) SPoi (0x 1. 8x 1) SAta (0x0) AHD (L NBE . 8xDELAPDEA, OxIL  BxFHOFCL)
BLEG: Alias (s): .
P iRooL (000 /Prei (01, 8x@) J.'_I|||||||. ey TE'I'I"I'III"IE'. HE".D
RLE1: fnlias(s):
I .:::“:rc:t[.,[n_.q-._ D] L B0 AF Dapopy (010 ?bUgger # gdb
UKz Alias(e): o .1.1-Bubuntul~16.5) 7.11.1
R (R Bl A () Free Software Foundation, Inc.
i Rt (000 SPri (01 . 8x1) Snita (000 I GPL q"rerg'i_on 3 or ]_ater {http:}l”}'
Press ESC in 1 seconds tn skip startup.nsh or any ront inne
Shells ire: you are free to change and r
Shell> ESO: Y, to the extent permitted by la

FSO:> bin/myCpubreak

Then Exit Qemu by closing window

for QEMU
DO NOT EXIT gdb

for details.
jured as "xB6 64-linux-gnu”.
‘ation" for configuration details
.nstructions, please see:
|/software/gdb/bugs/=>.
. and other documentation resourc
|/softwarefgdb/documentation/=.

TCG doesn't support requested feature: cpFor help, type "help”.

File Edit View Search Terminal Help
‘adk? -uhuntnl edk? # [ |

Type "apropos word" to search for commands related
(gdb) target remote uefi®@-Turbot:1234

Remote debugging using uefi®@-Turbot:1234

(gdb) c

Continuing.

5

Successfully setup the debugger now lets debug a UEFI Driver
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ADD CPU BREAKPC

Debug the UEFI Driver by adding functic
“CpuBreakpoint()” in the code



4 Add CpuBreakpoint() Entry and Start

Use 4™ Terminal window to edit edk2/MyUefiDriver/MyUgefiDriver.c and

add CpuBreakpoint(); to the driver’s :
Entry point and Start functions

Entry point - Line 246:

MyUefiDriverDriverEntryPoint (

// . ..

)
{
EFI_STATUS Status;
EFI HII PACKAGE LIST HEADER *PackagelistHeader;

EFI HII DATABASE PROTOCOL *HiiDatabase;
EFI HII HANDLE HiiHandle;
CpuBreakpoint();

Status = EFI_SUCCESS;

See Workshop-Material/SampleCode//UEFI-DriverO1

Start function - Line 456:

MyUefiDriverDriverBindingStart (
// o . .)

{
MY_DUMMY_DEVICE_ PATH MyDummyDP ;

EFI DEVICE PATH PROTOCOL EndDP;
EFI_DEVICE_PATH_PROTOCOL *Dp1l;
EFI _STATUS Status;
CpuBreakpoint();

77



Add CpuBreakpoint() In the UEFI Application

Edit edk2/MyUefiDriver/MyApp.c and add CpuBreakpoint(); to the
beginning just after the debug print statement.

Approx.- Line 75:

EFI _STATUS
EFIAPI
MyAppUefiMain (
/] . ..

)

{
Ihe o c

DEBUG((EFI_D _INFO, "\n\n>>>>>>[MyApp]Start of MyApp with Entry point at: ©x%08x \n", \
MyAppUefiMain));
CpuBreakpoint();

//Initialize local protocol pointer
EfiShellParametersProtocol = NULL;

See Workshop-Material/SampleCode/LabSolutions/UEFI-DriverO1
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K3 Build UEFI Driver & Test
1. Build with Source Debugger

bash$ cd ~/workspace/edk2
bash$ build -D SOURCE_DEBUG_ENABLE

2. Change to run-ovmf directory under the home directory

bash$ cd ~/workspace/run-ovmf

3. Copy the OVMF.fd BIOS image created from the build to the run-ovmf directory
naming it bios.bin

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/FV/OVMF.fd bios.bin

4. Copy MyUefiDriver and MyApp to the Qemu file system had-contents

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyApp.efi hda-
contents/.

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyUefiDriver.efi hda-
contents/.

79



WINe
WINC
WINC

Wino

ow 1
ow 2
ow 3
ow 4

File Edit View Search Terminal Help

‘[Edkzuhuntu] run-ovmf # cat debug.lngD

DAS
DAS
DAS

DAS

File Edit View Search Terminal Help
[edk2-ubuntu] run-ovmf # . RunQemu.sh []

4 Terminal Console Windows

n$ bin/udk-gdb-server
n$ Gdb
n$ . RunQemu.sh

n$ cat debug.log

File Edit View Search Terminal Help ‘

[edk2-ubuntu] udkdebugger # bin/udk-gdb-server |:|

File Edit View Search Terminal Help
[edk2-ubuntu] udkdebugger # gdﬂ]
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. 2"d Terminal - gdb

Terminal (3) - QEMU
Terminal (1)

In gdb Window) type the File Edit View Search Terminal Help
following to attach to the UDK T e T e

Debugging through pipe (/tmp/serial)

debugger Redirect Target output to TCP port (20715)

Debug agent revision: 0.4
GdbServer on uefi®-Turbot is waiting for connection or

(gdb) target remote <HOST>:1234 Connect with "target fenate vefls-Turbotriz35'
ThIS ShOUId be the Same aS In the 2nd IﬁerT;EaJigﬁ)Search Terminal H::m@UEHD-Turhut: e
Terminal window (UDK) shows. Note: [edk2-ubuntu] udkdebugger # gdb

“<HOST>" should be your Host or VM Copyeight (C) 2016 Free Software Foundation, Inc.
and 1234 will be the serial pipe port # e e e e Do ner Sl

There is NO WARRANTY, to the extent permitted by law.

and "show warranty" for details.

This GDB was configured as "x86 64-linux-gnu”.

Type "show configuration” for configuration details.

F For bug reporting instructions, please see:

NOTE FOF OpenSUSE USG <http://www.gnu.org/software/gdb/bugs/=.

Find the GDB manual and other documentation resources

<http://www.gnu.org/software/gdb/documentation/=.

(gdb) target remote 127.0.0.1:1234 T .
6649 total, i235496 used, 2205144 f'Type "apropos word" to search for cngffndS relatjd to

al, 4305184 used, 7229152 free (gdb) target remote uefi®-Turbot:123
- - -

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ e

Note: 1235 was hued here
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2"d Terminal window - gdb

Now the gdb Terminal window will be in control of QEMU

Open the udk scripts in GDB — Terminal (2)
Term | nal (2) uefio@uefio-Turbot: ~/docker

File Edit View Search Terminal Help

This GDB was configured as "x86 64-linux-gnu”.
. . Type "show configuration" for configuration details.
(gdb) source ./SCPlpt/Udk gdb SCPlpt For bug reporting instructions, please see:
- - <http://www.gnu.org/software/gdb/bugs/=.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

f For help, type "help".
Pd()t](:ee tr]Ee F)r()r11r)t (:r]Eir]EJEESS fr()rT] Type "apropos word"” to search for commands related to "word".
] " " " (gdb) target remote uefi®@-Turbot:1235
(g}(jt)) t() (LJ(jk)) Remote debugging using uefi®@-Turbot:1235

»{gdb) source ./script/udk gdb script
HHH A A A A R A A R A A A R H AR A R
# This GDB configuration file contains settings and scripts
# for debugging UDK firmware.
# WARNING: Setting pending breakpoints is NOT supported by the GDB!
HEHHH AR AR R A R R R R R ]
Loading symbol for address: @xfffdi5bb
add symbol table from file " /home/dockeruser/workspace/edk2/Build/OovmfXe
GCC5/X64/0vmfPkg/Sec/SecMain/DEBUG/SecMain.dll” at
.text addr = Oxfffcc2d4
.data_addr = @xfffd5d54
(udb)
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Debugging with GDB and UDK

>

QEMU -Turbot: ~

Continue “c” will
bOOt up to UEFI ol Version 1.5.1

S he I I ueFiD@ueFiD—furbul:: ~ amn

File Edit View Search Terminal Help

This GDB was configured as "x86 64-1linux-gnu".
Type "show configuration"” for configuration details.
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/=>.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.
For help, type "help".
Type "apropos word" to search for commands related to "word".
. (gdb) target remote uefi@-Turbot:1234
[ | Tlan 8pemote debugging using uefi®-Turbot:1234
|| Pl (gdb) source script/udk_gdb script
HRRRHHEH R R AR R R R R R R R R
# This GDB configuration file contains settings and scripts
# for debugging UDK firmware.
# WARNING: Setting pending breakpoints is NOT supported by the GDB!
HRRRHHEH R R AR R R R R R R R R
Loading symbol for address: @xfffdisbb
add symbol table from file "/home/dockeruser fworkspace/edk2/Build/OvmfX64/DEBUG
GCC5/X64 fovmfPkg/Sec/SecMain/DEBUG/SecMain.d11l" at
.text addr = exfffcc2d4
.data_addr = exfffdsds4
(udb) c
Continuing.
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At the UEFI Shell

Shell > fs@:
FSO: > Load MyUefiDriver.efi

Notice that the

CpuBreakpoint will stop
the QEMU

Now move to GDB
window (2)

At the (udb) window

(udb) Layout src
(udb) next

Debugging with GDB and UDK

=)
T

UEFI Interactive Shel
EDK 11
UEFL ve.f0 (EDK 11, 0O
Mapping table

FS0: Alias(s) :H

PciRoot (0x0
BLEDO: Alias(s) :
PciRoot (Ox0D

BLEK1: Alias(s) :
PciRoot (0x0
BLEZ: Alias(s) :
PciRoot (0x0
BLE4: Alias(s) :
PciRoot (Ox0
Press ESC in 1 second
shell> fs0:

101

FSO-\> load Mulefiri (udb) [

uefio@uefio-Turbot: ~/docker

File Edit View Search Terminal Help
home /dockeruser fworkspacefedk2/MdePkg/Library/BaselLib/X64/Gc«

EFIAPI

162 CpuBreakpoint (
103 VOID
104 )
185
186 asm volatile ("int S3");
167 }
108
189
110
111 [**
112 Returns a 64-bit Machine Specific Register(MSR).
113
remote Thread 1 In: MyUefiDriverDriverEntryPoint L106
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Debugging with GDB and UDK

uefio@uefio-Turbot: ~/docker

At the (Udb) WlndOW Set a File Edit View Search Terminal Help

home /dockeruser

EFIAPI

break point at line 580 In the AP ———

IN EFI_MY_DUMMY_PROTOCOL

MyUefiDriver.c I CHeis

{
(udb) b MyUefiDriver.c:580 EFI_STATUS status;

UINTN BufferSize;

BufferSize = sizeof (MYUEFIDRIVER CONFIGURATION);
Status = gRT-=GetVariable(

Swap between gdb source and gdb wVarlableNane,
. &mMyUefiDriverVarGuid
command window

remote Thread 1 In: MyUefiDriverDriverEntryPoint L252 PC: 0x67e2413
(udb) tul disable add symbol table from file " /home/dockeruser/workspace/edk2/Build/OvmfX64/DEBUG
GCC5/X64 /MyUefiDriver /MyUefiDriver /DEBUG/MyUefiDriver.dll” at
.text_addr = Ox67e2240
(Udb) layOUt src .rsrc_addr = 0x67e5ccO
.data addr = Ox67e5800

warning: section .rsrc not found in /home/dockeruser/workspace/edk2/Build/OvmfX6
4 /DEBUG GCC5/X64/MyUefiDriver /MyUefiDriver /DEBUG/MyUefiDriver.dll
(udb) b MyUefiDriver.c:586 |
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Debugging with GDB and UDK

NOtlce the “b+” added to the File Edit View Search Terminal I:lelp

source code

This will set a breakpoint in
the MyDummyProtocol for
Storing a string

Continue to load the driver
(udb) c

uefio@uefio-Turbot: ~/docker

home /dockeruser
EFTIAPI
MyUefiDriverStoreString(
IN EFI_MY DUMMY PROTOCOL
IN CHAR16

)
{

EFI_STATUS
UINTN

Status;
BufferSize:

b+ BufferSize = sizeof (MYUEFIDRIVER CONFIGURATION);
Status = gRT-=>GetVariable(
mVVariableName,
&mMyUefiDriverVarGuid

L252 PC: 0x67e2413

remote Thread 1 In: MyUefiDriverDriverEntryPoint
Breakpoint 1 at @x67e3ed5: file [home/dockeruser/workspace/edk2/MyUefiDriver /Myl
efiDriver.c, line 5860.
(udb) info b

Num Type

| breakpoint

Disp Enb Address What
keep vy Ox00000000067e3ed5 in MyUefiDriverStoreString
at /home/dockeruser/workspace
fedk2 /MyUefiDriver /MyUefiDriver.c:580
(udb)
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Debugging with GDB and UDK

uefio@uefio-Turbot: ~fdocker ‘

The neXt CpUBreaprInt In File Edit View Search Terminal Help
the Start funCtlon hnme nckeruser workspace/edk2 /MyUefiDriver /MyUefiDriver.c

452 MY DUMMY DEVICE_PATH MyDummyDP ;
453 EFI DEVICE PATH PROTOCOL EndDP;
454 EFI DEVICE PATH PROTOCOL *Dpl;
Step through the Start 455 EFI STATUS | Status;
= | 456 CpuBreakpoint():
f . x h 11 1 457
UnCt|On Wlt neXt 458 if (mDummyBufferfromStart == NULL) { [/ was buffer alre
459 mDummyBufferfromStart = (CHAR16* )AllocateZeroPool(D
(udb) next = }
462 if (mDummyBufferfromStart == NULL) {
463 return EFI OUT OF RESOQOURCES; Exit if the buff
Note: use cntl-O to repeat the e ——————— , —
remote Thread 1 In: MyUefiDriverDriverBindingStart L456 PC: 0x67e417b

L " " .rsrc_addr = @x67e5ccO
next” command in (udb) datazaddr - oxa7esson
warning: section .rsrc not found in /home/dockeruser/workspace/edk2/Build/0OvmfX
4 /DEBUG GCC5/X64 /MyUefiDriver /MyUefiDriver /DEBUG/MyUefiDriver.dll
MyUefiDriverDriverBindingStart (This=0x67e5920 <gMyUefiDriverDriverBinding=,
ControllerHandle=0x7ala598, RemainingDevicePath=0x0)
at [home/dockeruser/workspace/edk2/MyuefiDriver /MyUefiDriver.c:456

(udb)
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Debugging with GDB and UDK

Debug in Window 2 (gdb) Debug in Window 3 (QEMU)

Other commands in the Debugger At the UEFI Shell Prompt:
when a breakpoint is hit:
(udb) info locals

(udb) info args

(udb) info modules Mem location from debug.log
(udb) backtrace FSO:> Mem Ox..

(udb) b MyApp.c:147

check out nvram variables
FSO:> Dmpstore -all -b

Try other combinations of the application MyApp
FSO:> Myapp J “hello world This is a very long”

Check the PDF docs on gdb and UDK FSO:> Myapp -C
Debugger for other debug commands
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Do not Exit Qemu if the gdb
IS In “Continuing.”

In iInvoke the app:
FSO:> bin\myCpubreak

This will force gdb to break at
the and stop Qemu

Then Exit Qemu by closing
window for QEMU

DO NOT EXIT gdb

Exit QEMU

File Edit View Search Terminal Help

[edk2-ubuntu] udkdebugger # bin/udk-gdb-server
View Search Terminal Heln Intel(R) UEFI Development Kit Debugger Tool Versic

QEMU
UEFL Interactive Shell v 2
EDK II
WEFT w2.70 (EDK IT., Q00010606
Happing tahle
Fhd: Alias (s} :HD1al:: HLED
P iBoot (Ow0) FPe i (B 1. 8 1) AAta (0x000 AHD (L MIE . 8 DELAFDEA . OxF . B FOFCL
BLRG: Alias (s):
P i R b (000 APei (051, GR00 F Toppy (000
RALE1: Nlia=s(=s):
P i Roank {0600 AP (8] L Bl AF Dngipy (86013

HLEZ: Alias(s):
PoiRoot (D00 APoi (0x1.8x1) SAta (0x0)

BLE4: Alias (s):
e i Roent (000 SPrd (81 . 8x1) SNda (0x00
Press ESC in 1 seconds to skip stavtup.nsh or amy other key to continoe
Shel 1
shell> _FSO:

FSO:> bin\myCpubreak

- @, pipe (ftmp/serial)

utput to TCP port (20715)

ion: 0.4

@-Turbot is waiting for connectic
get remote uefi®@-Turbot:1234"'
ocalhost

Terminal Help
tbugger # gdb
.1.1-8ubuntul-~-16.5) 7.11.1
Free Software Foundation, Inc.
I GPL version 3 or later <http://
ire: you are free to change and r
Y, to the extent permitted by la
for details.
jured as "xB6 64-linux-gnu”.
‘ation" for configuration details
.nstructions, please see:
|/softwarefgdb/bugs/=.
. and other documentation resourc
|/softwarefgdb/documentation/=.

TCG doesn't support requested feature: cpFor help, type "help”.
Type "apropos word" to search for commands related

(gdb) target remote uefi®@-Turbot:1234
Remote debugging using uefi®@-Turbot:1234

. . . . (gdb) c
File Edit View Search Terminal Help Continuing.

‘adk? -uhuntnl edk? # [ |
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DEBUG A REAL BUX

Debug a UEFI Driver with a Real Bug a
the Debugger tools to find the bug



Copy Simple Driver to Your Workspace

Open Directory Workshop-Material/SampleCode/UEFI-Driver

bash$ cd ~/workshop/Workshop-Material/SampleCode/UEFI-Driver02

Copy the sample driver to the edk2 directories

bash$ cp -R MyUefiDriver ~/workspace/edk2/

Be sure that the Driver gets re-built by deleting the intermediate object
files

bash$ rm -R ~/workshop/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyUefiDriver
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Build UEFI Driver & Test
1. Build with Source Debugger

bash$ cd ~/workspace/edk2
bash$ build -D SOURCE_DEBUG_ENABLE

2. Change to run-ovmf directory under the home directory

bash$ cd ~/workspace/run-ovmf

3. Copy the OVMF.fd BIOS image created from the build to the run-ovmf directory
naming it bios.bin

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/FV/OVMF.fd bios.bin

4. Copy MyUefiDriver and MyApp to the Qemu file system had-contents

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyApp.efi hda-
contents/.

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyUefiDriver.efi hda-
contents/.
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Build UEFI Driver & Test
1. Run QEMU
bash$ . RunQemu.sh

2. Load the UEFI Driver at the shell prompt

Shell> fs0:
FSO:> Load MyUefiDriver.efi

3. Continue “c” in (gdb) when “CpuBreakpoint()” is hit

4. Test with the MyApp
FSO:> MyApp H “hello world”
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ADD HEAP GUARD

Turn on Heap Guard




Check PCD for Heap Guard Enabling

Open edk2/0OvmfPkg/OvmfPkgX64.dsc and scroll to
the bottom

lif $(LAB_HEAPGUARD) == TRUE

MyUefiDriver/MyUefiDriver.inf{

<PcdsFixedAtBuild>
gEfiMdeModulePkgTokenSpaceGuid.PcdHeapGuardPageType |0@x01le
gEfiMdeModulePkgTokenSpaceGuid.PcdHeapGuardPoolType |0@x01e
gEfiMdeModulePkgTokenSpaceGuid.PcdHeapGuardPropertyMask |0x03
gEfiMdeModulePkgTokenSpaceGuid.PcdCpuStackGuard| TRUE

¥

MyUefiDriver/MyApp.inf{

<PcdsFixedAtBuild>
gEfiMdeModulePkgTokenSpaceGuid.PcdHeapGuardPageType |0x01e
gEfiMdeModulePkgTokenSpaceGuid.PcdHeapGuardPoolType |@x01le
gEfiMdeModulePkgTokenSpaceGuid.PcdHeapGuardPropertyMask |0x03
gEfiMdeModulePkgTokenSpaceGuid.PcdCpuStackGuard| TRUE

}




Build UEFI Driver & Test
1. Build with Source Debugger

bash$ cd ~/workspace/edk2
bash$ build -D SOURCE DEBUG_ENABLE -D LAB_HEAPGUARD

2. Change to run-ovmf directory under the home directory

bash$ cd ~/workspace/run-ovmf

3. Copy the OVMF.fd BIOS image created from the build to the run-ovmf directory
naming it bios.bin

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/FV/OVMF.fd bios.bin

4. Copy MyUefiDriver and MyApp to the Qemu file system had-contents

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyApp.efi hda-
contents/.

bash$ cp ~/workspace/edk2/Build/OvmfX64/DEBUG_GCC5/X64/MyUefiDriver.efi hda-
contents/.
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Build UEFI Driver & Test
1. Run QEMU
bash$ . RunQemu.sh

2. Load the UEFI Driver at the shell prompt

Shell> fs0:
FSO:> Load MyUefiDriver.efi

3. Continue “c” in (gdb) when “CpuBreakpoint()” is hit

4. Test with the MyApp
FSO:> MyApp H “hello world”
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Restarting Docker

Close all docker sessions and open native console/terminal session

$> docker ps -a
$> docker rm -f edk2
$> xhost local:root

Re-load Docker image

$> docker load -i edk2-ubuntu.dockerimage
$> cd ~/workspace
$> . ~/docker/edk-2-ubuntu.sh

Re-do Pipe and UDK Debugger config

bash$ mkfifo /tmp/serial.in
bash$ mkfifo /tmp/serial.out
bash$ cp udkdebugger.conf /etc/

- Return to Open 4 docker terminal console windows
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