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Our Demo App

@ ® [ Notes X +
& C  @® localhost:3000/login o @ w © O &

Notes

Notes is simple note-taking application, which serves as a demo for DataPeps. This client is implemented
with React, while the accompanying REST service is built with Go.

Create an account

Login

Username

Password
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Front-end Technologies

package.json

"devDependencies": {
"react-scripts": ""2.0.5"
3
"dependencies": {
"history": ""4.7.2",
"long": ""4.0.0",
"react": ""16.3.1",
"react-bootstrap": ""0.32.4",
"react-dom": ""16.3.1",
"react-redux": ""5.0.7",
"react-router-bootstrap": ""0.24.4",
"react-router-dom": ""4.3.1",

redux": ""3.5.2",

. redux-logger": ""3.0.6",
Small project: 1200 LoC "recux—thﬁﬁk": Ay 3 9"

JavaScript React

\_ 4)
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Authentication

actions/auth.js (partial)

function login(username, password) f{
return async dispatch = {
try {1
const user = awailt
authService.login(username, password);
dispatch(success(user));
history.push("/");
} catch (error) {
dispatch(failure(error));
}

&
+
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Components Overview

@O ® ) Notes X +

& > C @ localhost:3000 o % © O 0 :

N ew New Note

Note

Content

Protected

Cancel Save
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Note Component: Display a Note

Implement End-to-
End Encryption in
Your App in Just 50
Minutes

If WhatsApp can do it, why
not you? In this talk, we
present a practical
architecture for end-to-end
encrypted (E2EE) apps, its
pbenefits, consequences and
the main pitfalls to avoid. We
will use the open source
DataPeps SDK to automate
the implementation of
cryptography and apply
DataPeps to secure a
sample note-taking app with
the implementation of E2EE.
In doing so, we will not
change the user experience

components/note.js (partial)

class Note extends React.Component {

render() {
const { Title, Content } = this.state;
return (
<Panel>
<Button
onClick={() = deleteNote(ID)}>
Gtimes;
</Button>
<Panel.Heading>
<Panel.T1itle>
{Title}
</Panel.Title>
</Panel.Heading>
<Panel.Body>
{Content}
</Panel.Body>
</Panel>

);
Pl Y
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New Note Component

components/newnote.js (partial)

render() {

<Modal>
<Modal.Header>
<Modal.Title>New Note</Modal.Title>
</Modal.Header>
<Modal.Body>
<Form>
<FormControl name=“title" onChange={this.changeTitle} />
<FormControl name=“content" onChange={this.changeContent} />
</ Form>
</Modal.Body>
<Modal.Footer>
<Button onClick={this.onAddNote} type="submit">
Save
</Button>
</Modal.Footer>
</Modal>

New Note

Protected
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event

‘ }

onAddNote() and posting to server

components/newnote.js (partial)

async onAddNote() {
let title = this.state.title;
let content = this.state.content;
this.props.addNote(title, content);

actions/notes.js (partial)

function postNote(note) 1
return async dispatch = {
try {
const response = await notesService.postNote(note);
dispatch(success(response.noteID));
dispatch({ ... note, id: response.notelD });

} catch (error) {
dispatch(failure(error)); notelD from
} service
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Technologies

_GO Woree JWT

SQLite JWT Left out:

- HTTPS
- config file

Less than 600 LoC S

including more than 200 test
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Endpoints

demo-note-server — ./demo-note-server /Users/henri/git/demo-note-server — demo-note-server — 135x24

nenri@Edinburgh ~/g/demo-note-server (master) [130]1> ./demo-note-server
[GIN-debug] [WARNING] Creating an Engine instance with the Logger and Recovery middleware already attached.

[GIN-debug]l [WARNING] Running in "debug" mode. Switch to "release" mode in production.

— using env:
— using code:

[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]
[GIN-debug]

POST
POST
GET
POST
GET
GET
POST
PATCH
DELETE
POST
GET
GET

export GIN_MODE=release
gin.SetMode(gin.ReleaseMode)

/subscribe

/login
/auth/refresh_token
/auth/update/password
/auth/notes
/auth/notes/:1id
/auth/notes
/auth/notes/:1id
/auth/notes/:1id
/auth/share/:id/:with
/auth/share/notes
/ping

main. (xEnv).subscribeHandler-fm (4 handlers)
github.com/appleboy/gin-jwt. (*GinJWTMiddleware).LoginHandler-fm (4 handlers)

github.com/appleboy/gin-jwt. (*¥GinJWTMiddleware) .RefreshHandler-fm (4 handlers)
.subscribeHandler-fm (5 handlers)

main.
main.
main.
main.
main.
main.
main.
main.

mailn

(*Env)
(*Env)
(*Env)
(*xEnv)
(*xEnv)
(*Env)
(*Env)
(*Env)
(*Env)

.noteListHandler-fm (5 handlers)
.noteGetHandler-fm (5 handlers)
.notePostHandler-fm (5 handlers)
.notePostHandler-fm (5 handlers)
.noteDelete-fm (5 handlers)
.noteShareHandler-fm (5 handlers)
.getSharedNotes—-fm (5 handlers)

httpEngine.funcl (4 handlers)

Sharing, yeah!

Environment variable PORT is undefined. Using port :8080 by default[GIN-debug] Listening and serving HTTP on :8080
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JWT

|IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIHHHEHiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII|

var query Login
login.Username)

1f login.password
return §Login{
Username:

t, nil

login = getParam(..

func makeAuthenticator(..) {

)

e.db.First(&query, "username = ?",

= query.Password f{

userlD,

T ——————

JWT TOKEN

PAYLOAD

eyJhbGci0iJIUzZITNiIsInR5cCI6IkpXVCJ9.
eyJzdWIi0iIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4
gRGO1IiwiaXNTb2NpYWwiOnRydWV9.
4pcPyMDO901PSyXnrXCjTwXyr4BsezdI1AVTmud2fU4
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Features

User management

v Subscribe
v Login

v Refresh token

v Update password

If we want to use later the password for something
else than authentication, we'll need a new one

id

Filter

created_at

Filter

2018-11-15 17...

updated_at

Filter

2018-11-15 17...

deleted_at

'Filter

username

Filter

user002

password

Filter

abcdefg

worst casel
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id

created_at

Filter

2018-11-15 17...
2018-11-15 17...

Bonus features

v So

updated_at

Filter

2018-11-15 17...
2018-11-15 17...

deleted_at

Filter

2018-11-15 17...

t delete  1¢00L

title

Filter

Implement End-...

First Major Rele...

content

Filter

If WhatsApp ca...
Blah blah blah

owner

Filter

user002
user002

W<CLLIX

D AT A P E P S


https://wallix.com/datapeps

Bonus features

v Soft delete 7¢00L

id created_at updated_at del
Filter ‘Fﬂter ‘Fﬂter ’Fﬂter
1 1 2018-11-1517... 2018-11-1517...
2 2 2018-11-1517... 2018-11-1517... 2018-

*x X %
e *

* GDPR &

* *
*x 4 *

owner

IFiIter

user002

user002
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Getting the notes

func (e *Env) noteListHandler(..) {

owner := getOwner(c)

@\)WHERE 0wner={...} — err := e.db.Where("owner = ?", owner).Find(&notes).Error

if err == nil {

c.JSON(http.StatusUnauthorized, gin.H{"err": err})
return

}

c.JSON(http.StatusOK, gin.H{"notes": notes})
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Getting the notes

func (e *Env) noteListHandler(..) {

owner := getOwner(c)

err := e.db.Where("owner = ?", owner).Find(&notes).Error
if err == nil {

c.JSON(http.StatusUnauthorized, gin.H{"err": err})
return

}

c.JSON(http.StatusOK, gin.H{"notes": notes})
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union select
username,
password from
users--

Problem: SQL Injections

select name,
notes from notes
where title =
'cats' union
select username,
password from
users--"

<_
< f&passwords}——T
—( L usernames) S

O ® E Who hacked Facebook? X +
& C' @& https://www.engadget.com/2016/04/29/who-hacke... ¥ (o) (S

= engadgel

SYSTEM BREACH

SYSTEM BREACH

Who hacked Facebook?

A researcher found that someone had been harvesting employee passwords since July, but

its security team thinks it’s no big deal.

G Security

Late last week, a hacker named Orange Tsai wrote about how he hacked into
Facebook under the aegis of its bug bounty program. A bug bounty is when a
company pays hackers for vulnerabilities they find, providing the company with
real-world threat testing outside the scope of its security team.

But Tsai found much more than a bug. He discovered that another hacker had
been in the company's systems for around eight months, grabbing employee
usernames and passwords -- and probably more.

In his post How I Hacked Facebook, and Found Someone's Backdoor Script, Tsai

O © 0 SQL Injection Prevention Chea X +

< C & https://www.owasp.org/index.php/SQL_... ¥¢

Y O
Log in Request account

Page Discussion

Read View source View history |Search Q

SQL Injection Prevention Cheat Sheet

OUWASP

Cheat Sheets

Last revision (mm/dd/yy): 02/6/2018

Introduction

[hide]
1 Introduction
2 Primary Defenses
2.1 Defense Option 1: Prepared Statements (with Parameterized Queries)
2.2 Defense Option 2: Stored Procedures
2.3 Defense Option 3: White List Input Validation
2.4 Defense Option 4: Escaping All User-Supplied Input
2.4.1 Database Specific Escaping Details
2.4.1.1 Oracle Escaping
2.4.1.1.1 Escaping Dynamic Queries
2.4.1.1.2 Turn off character replacement
2.4.1.1.3 Escaping Wildcard characters in Like Clauses
2.4.1.1.4 Oracle 10g escaping
2.4.1.2 MySQL Escaping
2.4.1.3 SQL Server Escaping
2.4.1.4 DB2 Escaping
2.4.2 Hex-encoding all input
2.4.3 Escaping SQLi in PHP
3 Additional Defenses

3.1 Least Privilege
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Problem: Cleartext Data (and passwords)

and let's not forget
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DataPeps

[

App Client App Servers

Dev(Ops) integrate
DataPeps SDK into a Client
App (web, desktop, ...)

DataPeps
SDK
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DataPeps

[

App Client App Servers

- D

Dev(Ops) integrate
DataPeps SDK into a Client
App (web, desktop, ...)

ataPeps

SDK

DataPeps The DataPeps APl service

AP can run in the cloud or on-
premises
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DataPeps

= DXy

App Client App Servers

- D

Dev(Ops) integrate
DataPeps SDK into a Client
App (web, desktop, ...)

ataPeps

SDK

DataPeps The DataPeps APl service

AP can run in the cloud or on-
premises
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DataPeps

App Client App Servers
- DataPeps
=] sk

DataPeps

Dashboard

Dev(Ops) integrate
DataPeps SDK into a Client
App (web, desktop, ...)

DataPeps The DataPeps APl service

AP can run in the cloud or on-
premises
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DataPeps

App Client App Servers
- DataPeps
=] sk

DataPeps

Dashboard

Dev(Ops) integrate
DataPeps SDK into a Client
App (web, desktop, ...)

DataPeps The DataPeps APl service

AP can run in the cloud or on-
premises
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Dev(Ops) integrate

DataPeps SDK into a Client
App (web, desktop, ..

)

D

/

[

App Client

ataPeps
SDK

DataPeps
Dashboard

DataPeps

App Servers

DataPeps

ot

Secure Data

Everything beyond the
client is protected by the
use of cryptography

The DataPeps APl service
can run in the cloud or on-
premises
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Architecture

a6
"
User

DataPeps
Dashboard

Client
é Dat

S DataPeps (.
Servers AP P U

Encrypted Data

User Secret

DataPeps Resource -
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o Create your App at DataPeps.com
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Configure the JWT Public Ke

@O0 < > El & datapeps.com

Configure application demo-note

SIGN METHOD

‘R5256 v ’

JWT KEY

BEGIN PUBLIC KEY-----
MIIBIJANBgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAsbNOF38cqpFnH

c3KTSye
w5bYZI2bngFiUbcdR/IlhbPI/Ne/HJJIGYESKHPXwQIZ2PV0ZsqyYyNM2pQvHtm

O _NDNL _M\AC _._N\/__TAr . __.___1LI1nAN_NnoNntL I l___x/namMmiil.r—._ll...___r—~ii_r VZ:

CLAIM TO USE FOR LOGIN

id
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e Update auth.js

actions/auth.js (partial)

actions/auth.js (partial)

, . const connector = {
function 10g1n(u§ername, password) { createSession: async (login, password) =
return async dlSpatCh = { await authService.login(login, password),
try { getToken: async user = user.token
. b
const user = awalt const {
authService.login(username, password); session: datapeps,
dispatch(success(user)); e eiTime
history.push("/"); } = await
! catch (error) { DataPeps.ApfﬂicgtioBAPIAcr}egteJWTSession(
- : ) config.dataPepsAppID,
} dispatch(failure(error)); username, password, connector
) ;
. dispatch(success(user, datapeps));
| ’ history.push("/");
\_ _/
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4 Update newnote.js

components/newnote.js (partial) components/newnote.js (partial)

async onAddNote() {

const { datapeps } = this.props;
const resource = awailt
datapeps.Resource.create(

async onAddNote() { "note",
let title = this.state.title; {
let content = this.state.content; description: title,
this.props.addNote(title, content); URI: "${config.apiUrl}/auth/notes’,
} MIMEType: "text/plain"
F
[datapeps.login]
) ;

title = resource.encrypt(title);
title = clipID(resource.id, title);
content = resource.encrypt(content);

\ coe )
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e Update note.js

components/note.js (partial)

class Note extends React.Component {

render() {
const { Title, Content } = this.state;
return (
<Panel>
<Button components/note.js (partial)
onClick={()
Gtimes;
</Button> async decryptNote() f{
<Panel.Head1ing> try {
<Panel.Title> const { datapeps } = this.props;
{Title} const { id, data: encryptedTitle } = unclipID(this.state.Title);
</Panel.Title const resource = await datapeps.Resource.get(id);
</Panel.Heading const Title = resource.decrypt(encryptedTitle);
<Panel.Body> const Content = resource.decrypt(this.state.Content);
{Content} this.setState({ ...this.state, Title, Content, style: "warning" });
</Panel.Body> } catch () {}
</Panel> 1
) ; \_ J
Pt
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Bonus: Add new features

New Note

Title

Content

Protected

Update Your Password

Notes now uses end-to-end encryption with DataPeps to protect your datal!

Please update your password to automatically use encryption for your notes.

Change Password
Password
Repeat Password

Passwords must match and contain 7 or more characters
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Nothinc

- 5

else: N

Y ok

o
e

...............
vvvvv

So the server can be a cloud

service for which you have no source...


https://wallix.com/datapeps
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@ ResourceAccessLog
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Globals

"DataPeps"

7 ldentityAccessKind
7 ResourceType
© AccessRequest
© AccessRequestResolver
© AdminAPI
50 Identity
© IdentityAPI
© IdentityFields
@ IdentityPublicKey
© IdentityPublicKeylD
© PublicKeysCache
0 Resource
© ResourceAPI
© ResourceAccesslLog
© Session
D SessionRequest
© TrustPolicy
T ID

SDK Documentation

https://datapeps.com/

docs/sdk/js
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@ ° Upgrade

How to encrypt data in your app in just 50
lines of code

Endless reports on data leaks reaffirm how important it is for developers to

secure data and guarantee users privacy. Gemalto estimates, that since 2013

over 9 billion records have been lost, stolen or compromised. A trend which is,
even more worryingly, increasing extremely rapidly with a 164% year-to-year

increase.

End-to-End Encryption (E2EE) ensures that only intended users can access
private data: All the exchanged information is encrypted and decrypted
directly on users devices and never leaves them in plain. Thus, the E2EE data
stored on servers (cloud servers, in particular) is not accessible to

unauthorized third parties: hackers, server admins, governments and

L]

SDK Documentation

https://datapeps.com
docs/sdk/|s

Tutorial

https://medium.com/
@datapeps

datapeps.com
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SDK Documentation

ttps://datapeps.com

ocs/sdk/js

utorial

How to encrypt data in your app in just 50
lines of code

Endless reports on data leaks reaffirm how important it is for developers to

secure data and guarantee users privacy. Gemalto estimates, that since 2013

7 over 9 billion records have been lost, stolen or compromised. A trend which is,
6 even more worryingly, increasing extremely rapidly with a 164% year-to-year

increase.

: ttps://medium.com/

End-to-End Encryption (E2EE) ensures that only intended users can access

private data: All the exchanged information is encrypted and decrypted

directly on users devices and never leaves them in plain. Thus, the E2EE data

stored on servers (cloud servers, in particular) is not accessible to

unauthorized third parties: hackers, server admins, governments and

datapeps

® (< Gl github.com © ] a
What is DataPeps? » Pages €D
DataPeps is an End-to-End Encryption platform that allows you to protect v I r M n I a t a e S ° C o I I l
sensitive data in your applications. It is simple, secure and versatile. Home

. e Setti
Simple g
To use DataPeps you do not need to be a seasoned Information Security Concepts
professional and getting started with it is a breeze.

e Session

In fact, DataPeps is designed for developers with little to no knowledge of o Identity
cryptography. In the same time it provides all the necessary functionality to e Resource

make sure your sensitive data is safe against potential security breaches.

We have made this possible by hiding all the complexity behind a compact
and a thoroughly documented API.

Secure

DataPeps uses the tools and techniques that are widely acclaimed by

e Delegated access

Advanced topics

e Assuming identities

e Configuring public keys
validation

e Session salt configuration

ttps://github.com/wallix/

atapeps-sdk-js/wiki
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