DNNSs better than humans at image recognition!!

predictions for natural images

ImageNet
1,000 Categories
1.3 M Images

Human error: 5%
minivan pumpkin brown bear DNN: 3%

leaf beetle racer mushroom ice bear

ant cab sea urchin badger

Alex Krizhevsky et al. Nips 2012



Deep Neural Networks/Deep Learning
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Deep Reinforcement Learning

THE INTERNATIONAL WEEKLY JOURNAL OF SCIENCE. o — - =
—_— —- —_—— = == ; : THE INTERNATIDNRAL WEEKLY JOURNAL OF SCICHGE

At last — a computer program that
can beat a champion Go plaver Pagk 484

ALL SYSTEMS GO







Just within Google

e Search GO )

Images

e Search by image
e Driverless cars

e Youtube recommendations

 videos
- thumbnails

e Maps
» reading street addresses

e E{cC.
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Deep Visualization Toolbox

osinski.com/deepvis

#deepvis

’\1 -'" ! //““ Z hm

Jason Yosinski Jeff Clune Anh Nguyen Thomas Fuchs Hod Lipson

UNIVERSIT Y Jet Propulsion Laboratory
& \Y/ v OMING b California Institute of Technology

\ze)) Cornell University



17,000 human hours to label. 3.2 million images. We

Automated Ecological Understanding EREEeasps . l

aUtO m ated 99 . 3 % Wit h h u m an - I evel aCC u racy Wit h Proceedings of the National Academy of Sciences of the United States of America WWW.PNas.org
deep neural networks

Stop poaching, protect endangered species,
transform ecology

cheetah
leopard

jaguar

hartebeest
impala

sorrel

zebra
tiger

tiger cat

Automated animal identificatio

Human answer: 8 Impala (Standing, Eating)

Modelanswer' 8 Impala (Standm

) Identlflctloﬁ |

Gazelle Grants
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Project 1:

"Al Neuroscience™: How much do deep neural
networks understand about the images they classity?

-

-

-
R - -

- - "

-

\ -

|
L~
- .
-

Anh Nguyen Jason Yosinski Alexey Dosovitskiy



Deep Neural Networks/Deep Learning

® | |on

~1M neurons
~100M weights

labels




Deep Neural Networks/Deep Learning

Lion
_ ~1M neurons
. ” 100M woights

labels




One neuroscientist method:
Investigate function of individual neurons

* Record a single neuron
* Show it pictures
* See what it responds to

Quiroga et al. Nature 2005



“Kobe Bryant Neuron™

Quiroga et al. Nature 2005

Kobe Bryant

Multifaceted



Open Questions

* |s it really a Kobe Bryant neuron?

e or a basketball player neuron?
e or an LA laker neuron?

e Can’t show all possible images



|ldeal Test: Synthesize Preferred Inputs



|ldeal Test: Synthesize Preferred Inputs

LA Laker neuron



|ldeal Test: Synthesize Preferred Inputs

Kobe Bryant neuron



Possible with Artificial Neural Networks

labels




Investigating What Each Neuron Does

labels

Optimize Pixels

Pretrained, Fixed DNN .
e.g. via Backprop



Investigating What Each Neuron Does




“Deep Visualization”




Deep Visualization Take 1

Nguyen, Yosinski, Clune, 2015, CVPR
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Images that fool one network fool others!




Images that fool one network fool others!

eec00 Verizon 1:30 AM s eeco0 Verizon 1:26 AM s seocO Verizon = 1:29 AM 4 BN
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Courtesy: Dileep George, co-founder Vicarious



Huge reaction ;5. App NATURE

63rd most talked about scientific paper worldwide in 2015 - Altmetric

The
Economist

MIT
Technology
Review

NewScientist




Don't worry killer robot,

'm really a starfish.

Gary Marcus,
NYU Prof & CEO

Larry Page,
Google co-Founder
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Innovation Engines

Nguyen, Yosinski, Clune, 2015, GECCO

 Automatically generate interesting, new solutions in any domain
- art
* robotics
* engineering challenges
» tests and informs biodiversity theories

e [nterested in more?
» |CML Tutorial: https://www.youtube.com/watch?v=goHiuEnbwJE
- CORL Keynote: https://www.youtube.com/watch?v=zpUD9rf5YaQ&t=15069s



Deep Neural Networks are Easily Fooled:
High Confidence Predictions for Unrecognizable Images

Anh Nguyen
University of Wyoming

arguvenB@uwyo.ec:

Abstract

Deep neural networks (DNNs) have recently been
achieving state-of-the-art performance on a variety of
pattern-recognition tasks, most notably visual classification
problems. Given that DNNs are now able to classify objects
in images with near-human-level performance, questions
naturally arise as ta what differences remain berween com-
puter and human vision. A recent study [ ] revealed that
changing an image (e.g. of a lion) in a wav imperceptible ta
humans can cause @ DNN to label the image as something
else entirely (e.g. mislabeling a lion a library). Here we
show a related result: it is easy 1o produce images that are
completely unrecognizable to humans, but that stare-of -the-
art DNNs believe to be recognizable objects with 99.99%
confidence (e.g. lubeling with vertainly thal white noise
static is a lion). Speciicdlly, we tuke convolutiona! new-
rul networks trained to perform well on either the ImageNel
or MNIST datasets and then find images vwith evolutionary
algorithms or gradient ascent that DNNs label vath lngh
confidence as belonging to each dataset class. It is possi-
ble to produce images totally unrecognizable to human eves
that DNNs believe with near certainty are familiar objects,
which we call “fooling images” (more generally, fooling ex-
amples). Our results shed light on interesting differences
berween human vision and current DNNs, and raise ques-
tinns about the generality of DNN computer vision.

1. Introduction

Dezp neural networks (DNNs) leam hierarchical lay-
crs of representation from sensory input in order to per-
form pattern recognition [, ' ']. Recently, these deep ar-
chitectures have demonstrated impressive. statc-of-the-art,
and sometimes human-competitive results on many pattern
recognition tasks, especially vision classification problems
[0, 7, 1. ]. Given the ncar-human ability of DNNs to
classify visnal objects, questions arise as to whar differences
remuin between computer and human vision.

Jason Yosinski
Cornell University

yosinski@cs.cornell.ecu

Jeff Clune
University of Wyoming

jeffclunefuwyo.edu
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Figure 1. Evolved images that are nnrecognizable to humans,
but that state-of-the-art DNNs trained on ImageNzt believe with
> 99.6% cecrtainty to be a familiar objcet. This result highlights
differences between how DNNs and humans recognize objects.
Images are cither directly (top) or indireetly (hottom) encoded.

A recent study revealed a major difference between DNN
and human viston | '], Changing an image. originally cor-
rectly classified (e.g. as a lion), in a way imperceptible to
human eyes, can cause a DNN 10 label the image as some-
thing else entirelv (e.g. mislabeling a lion a library).

In this papcr, we show another way that DNN and human
vision differ: Tt is easy to produce images that are com-
pletely unrecognizable to humans (Fig. 1), but that state-of-
the-art DNNs helieve 1o he recognizable ohjects with over
99% confidence (e.g. labeling with certainty that TV stafic

 May not understand much
 Huge security concern

* Helped launch avalanche of
work into “adversarial &
fooling examples”

e with Szegedy et al. 2013
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Why are networks easily fooled?



Hypothesis 1: DNNs do understand, test is bad
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Prediction: With constraints to stay in the space of natural images, we WOULD get recognizable objects.



Hypothesis 2: Only learns distinguishing features
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Prediction: With constraints to stay in the space of natural images, we WOULD NOT get recognizable objects.



Our “fooling” work suggests the “DNNs don’t

understand” hypothesis is more likely
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Deep Visualization Take 2

Manually Engineered Natural Image Priors




Manual Priors

2 loss from mean image
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Simonyan, Vedaldi, & Zisserman 2013



Deep Visualization Take 2

Yosinski, Clune, Nguyen, Lipson, 2015, ICML Deep Learning Workshop
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Deep Visualization Take 3

Multifaceted Feature Visualization. Nguyen, Yosinski, Clune 2016, ICML Workshop
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Deep Visualization Take 4

Nguyen, Dosovitskiy, Yosinski, Brox, Clune. NeurlPS. 2016

| earned Natural Image Priors




Deep Generator Network based Activation
Maximization (DGN-AM)

8+(,)(6Y)"64/)7-,)(64$)22#2

— () " *Uht -8

8(9 "%y AL 3 "*x).4.-)"#. 8(;
| 40() "*).4,-) " # | ()"*).4,-) 49 §(:

i
CHASH&ATHO (W " H#Y, ‘ |

/0+-)+1 b /#07 &41023)405#6




Training the Deep Generator Network (DGN)

CaffeNet (~AlexNet)




Training the Deep Generator Network (DGN)

_____________________

_, 1000
labels

pre-trained AlexNet

Train w 3 Losses

L

abstractFeature

e Pixelwise (L2) «-r

e Semantics Dosovitskiy 2015
* GAN coodioliow et al. 2014
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Deep Visualization Take 4

Nguyen, Dosovitskiy, Yosinski, Brox, Clune. 2016. NeurlPS
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Deep Visualization Take 4

Nguyen, Dosovitskiy, Yosinski, Brox, Clune. 2016. NeurlPS
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State of the Art Generative Model (at the time)

brambling leaf beetle
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Improved GAN: Salimans et al. 2016 DGN-AM: Nguyen et al. 2016




Discussion

* Are they easily fooled, or do they understand?

B =Teligl

All possible images

Natural Image Manitold: p(x)
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One drawback to DGN-AM

Real (top-9) % _ % 1 Real (random)
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Deep Generator Network (DGN) + More Diversity

“f o pF :.17' : kA T e ) = - 2
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mosque

library

running shoe wéjt'érjug

Better Improved multifaceted
generative model feature visualization



Plug & Play Generative Networks (PPGNSs)

Nguyen, Clune, Dosovitskiy, Bengio, Yosinski. CVPR 2017

Take 5

+ Yoshua Bengio




p(X,y) = p(X)p(y|x) “Plug & Play Generative Networks”
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PPGNs: DGN-AM with Better Sampling

* Denoising auto-encoders model the
data density: you can get the
derivative of log p(x) easily

Alain & Bengio, 2014

* \We create a code (h) auto-encoder
- Input current code h

» get ‘'more real’ output code h’

» move Input code In that direction



PPGNs: DGN-AM with Better Sampling

Denoising auto-encoders model the data density & provide the derivative of log p(x)

realism prior

new  current Activate target neuron:

code code DGN-AM v1 NOISE

softmax of neuron in target network

S ~Langevin sampler without the rejection step

/0+-)+1



PPGNs: Better MFV & Generative Model
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Plug & Play
Generative
Networks

Improved diversity
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Conclusions: Al Neuroscience

* Despite our initial conclusions after the “fooling” work,
* DNNs do understand the objects they classity

* their global structure, context, and multifaceted nature
* PPGNs: Generative model & multifaceted deep visualization tool
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Future Work ldeas

e Generate videos, entire virtual worlds

* Other modalities
* e.g. speech recognition, music classification

* Interpret deep RL networks
e Try with animal brains?




DGNs on real monkeys!
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Ponce et al. Evolving super stimuli for real neurons using deep generative networks. Cell. 2019



Rapid Progress
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2022 (today!)



@& DALLE

Edit the detailed description

a green dragon breathing blue flame flying above a blood red ocean\




&) DALLE

Edit the detailed description

logo for a research lab on artificial intelligence
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a tiger playing a violin




OpenAl £ @OpenAl - 156m ... OpenAl & @OpenAl - 13m
“A photo of a quaint flower shop storefront with a pastel green and clean

“A photo of an astronaut riding a horse” #dalle : e ,
white facade and open door and big window™ #dalle




a rainbow in outer space between planets

Report issue 2




a carton three-layered cake with a unicorn walking on a rainbow on the top

Reportissue =




From the 12pm class

a dinosaur listening to music at an amusement park

Reportissue £




From the 2pm Class

@ DALLE

Edit the detailed description Surprise me Upload

santa claus doing yoga on mars
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DALL-E 2 results for “Teddy bears mixing sparkling chemicals as mad scient



Many more, done live: https://twitter.com/sama/status/
15117242646296/78084



https://twitter.com/sama/status/1511724264629678084
https://twitter.com/sama/status/1511724264629678084
https://twitter.com/sama/status/1511724264629678084
https://twitter.com/sama/status/1511724264629678084
https://twitter.com/sama/status/1511724264629678084
https://twitter.com/sama/status/1511724264629678084

Erase part of the image, then describe your desired new image

a bunch of red grapes blocking a man's face




ORIGINAL




We can try it!

https://labs.openai.com/e/mLgds5DwxGVud1QXYjg6LfMs



a cartoon of a lecture hall celebrating the last day of class phd comic

Sec: & Lad Fluor dun Bod P
"?.‘.)'ﬂ 2 +'..OOO QE'H .!.v,@ Uw r:ﬂ}l\.‘;)’

Pal 9 Hue Doy |
ThiS ¢he of A Cl\uS

Report issue |

Sdovtre

GUAER EYorer, o

JUR T ARE:




Thanks

Anything else you want to know?



